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AHOTALIA

[{s kypcoBa poboTa nmpUcBsiYEHA peasizallii CHCTeMH KOHTPOJIIO BUTpAT ISt
onaroniitHoro Gouay. Po3risgaeTbes akTyansHa mpodiiemMa mpo30pocTi (hiHAHCOBHUX
MOTOKIB B OJ1aroifHUX OopraHi3alisx, 10 CIpusie 3MIITHEHHIO TIOBIPH M1k
XKepTBoaaBIsIMU Ta (oHAOM. Po3poliiena cuctema 3abe3nedye BHECCHHS, pearyBaHHs
Ta Mepenisii BUTpatT 6maaroniiftHoro GoHIy B pexuMi peanbHoro yacy. CriemiaibHi
IHCTPYMEHTH MOIIYKY, pUIbTpalLli Ta COPTyBaHHS A03BOJISIIOTh BOJIOHTEpAM Ta

cniBpoOiTHHKaM GOHIY €(DEKTUBHO KEpyBaTH BUTPATAMH.

[IpoexT BUKOPUCTOBYE NEepeioBl MpakTuku I T-1HAyCTpii, Taki sIK HEenepepBHa
iHTerpartis Ta nocriina qoctaBka (CI/CD), 1 Bxke akTUBHO 3aCTOCOBYETHCSI B pOOOTI
donmy. [lepcieKTHBY MPOEKTY BKIIOYAIOTh BBEICHHS JTOaTKOBUX MOIYIIIB aHATITHKH
U1 TIOIIoro aHami3y BuTpar. L{s poboTa miakpecioe 3HaunMICTh Cy4acHHUX
TEXHOJIOT1H /IS onTUMi3allli podoTH OJIaroiMHUX OpraHi3aiiii, JeMOHCTPYIOUH HOBI
MOJKJIMBOCTI aBTOMATHU3alIli1 OOMIKY BUTPAT 1 HOKPAILIEHHS B3aeMOIIi Mi>k (POHIOM Ta

HOr0 KE€PTBOJAABISIMH.
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BCTVYII

Temoro poOOTH € peanizallii CHCTEMU KOHTPOJIIO BUTPAT JJisl OJaroaitHoro GoHIy.
Temy Oyno 06pano yepe3 11 aKTyalbHICTh 1 MOKJIUBICTh 3pOOUTH KOPUCHUN MTPOCKT IS
OnaroniiftHoi opraHizaiiii. biaroaiiini Gpoxnau MaroTh MOOYAYyBaTH JOBIPY 3 CBOIMU
KEPTBOJABIIMU. SIKIIO 11l acTieKT He OyJie BUKOHAHUH, TO IMOBIPHO, IO TIOXKEPTBU
3MEHIIIYBaTUMYThCs 200 MpUNHUHATHCA. OTHUM 3 crioco0iB BUOYIOBYBATH JOBIPY €

myOIi4Ha IEMOHCTpaIlisl AOXO/1IB 1 BUTpAT (HOHY.

Byno BupiiieHo po3poOUTH cUCTEMY KOHTPOJIIO BUTpPAT sIKa MIJKIOUYEHA B
OCHOBHY 0a3y JIaHUX MPOEKTy. TakuM YMHOM BUTPATH, 1[0 BHOCUTUMYTHCS
CHiBpOOITHUKAMU Ta BOJIOHTepaMu (POHTY 30epiraTUMyThCsl B 6a3y JaHUX, a 3BIATH
3MOXKYTh aBTOMATUYHO BioOpaxkaTtucs Ha BeO cailTi ponay. Takum unHOM Oyne
peai3oBaHO MPO30PICTh BUTPAT 1 OUIKY€ETHCS, 110 1€ MiJCHIUTh AOBIPY *KEPTBOJAABIIIB

10 OiaromiitHoro (OHTY.



1. Onuc TeopeTUYHO1 YaCTUHU

Bapro nouaru 3 popmyntoBanHs 11111 poOoTH. L{is poOoTH 11€ po3podutu
3py4YHHUI JJIs1 KOPUCTYBada BeO JT0/IaTOK, sIKWW Ma€e (YHKITi BHECEHHS pearyBaHHs 1
NeperIsIaHHs BUTPAT. Takok BaXKJIMBUMH (DYHKITIOHAIbBHUMH BUMOTaMH € MOYKJTUBICTh
MOTITYKY TI0 BUTpaTax, GiIbTPyBaHHS 3a TapaMeTpamMu, COPTyBaHHA. [|01aTKOBOIO
BHMOTOIO € TIPOIIOHYBAaHHS JOJAATKOM BapiaHTIB aBTO3AMIOBHEHHS ACSIKUX MOJIEH BBOIY

0a3ylo4KCh Ha ICHYIOUMX BUTpATax B 0a3i JaHUX.

[Tepmoro mi€ei Oymno BuKkoHaHHs aHaii3y low-code pimens. Low-code 1ie Bua
MIporpamMmyBaHHs, KOJIHU OUTBUIICTh IPOEKTY 30UPAETHCS Y BI3yaIbHOMY KOHCTPYKTOPI 3
rOTOBUX (DYHKIIIOHAIBHUX OJIOKIB, B IKMX € IMIATPUMKA JOJaBaHHS BIACHOTO KOy JJIS
3MIHU TTOBEIHKHU. Y BUIAJIKY 3HAXOMKEeHHS low-code pillleHHs, sike 0 3a10BOJTBHSIIO
BHMOTaM, TO ITiJTb poOOTH Oyiia 6 4aCTKOBO 3MiHEHA 0 (QYHKITIOHATY, IKHI HE MOKHA
3amiHuTH low-code pimenusm 1 Oyso O peanizoBaHo Oibie PyHKIIOHATY SK
¢biHanbHU pe3yaprar poOoTH. [IpoBiBIIM aHAI3 MPUAATHOCTI KUIbKOX low-code pilieHb
JUTSL BUPIIICHHS 3a/1a41 11i€T poOoTH Oyi10 3p00JIEHO BUCHOBOK, III0 KOJHA 3 HUX HE
BijinoBigae BuMoraM. OCHOBHOIO IPUYMHOIO HE oouparu low-code piteHHs Oyinu
O0OMEKEHICTh PO3IIUPEHHS MTPOEKTY B IOBIFOCTPOKOBIH MEPCHIEKTUBI 1 HEMOXKIIUBICTD

peaizyBaTH €JIEMEHT aBTO3aNIOBHEHHSI, SIKUi OpaB Ou iH(popMallito 3 6a3u JaHUX.

Byno nmpuiiHATO pilieHHs peaTi3oByBaTh MPOEKT SIK BeO JOaTOK.
ATNbTEepHATUBHUM PIillICHHSAM OyIia peasizallisi MOOUIBHUX JTOAATKIB, ajie 11e¢ 0 301IbIINIO0
gac po3poOKH, a TAKOXK Yepe3 eTarn MepeBIpKU Mara3nuHaMmu 3acTocyHKiB (App Store 1

Google Play) oHoBieHHS 10 HACTYIHOI BepCli JOJATKy 3ailHsI0 O 101aTKOBUH Yac.

OpnHiero 3 BUMora Oyrna 6e3mneka JaHux 1 ToCTymy 10 BeO goaarky. Bubip OyB mix

HAITMCAHHSAM BJIACHO1 CUCTEMU aBTOpHSaHﬁ, BHKOPHUCTAHHAM CTOpOHHiX CHCTCM
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aBropm3allii Takux sk AuthQ 1 Bukopuctanusam icayrodoro Google workspace sik
cucTeMu aBTopu3zaiii. byno npuitHsaTo pimenHs BukopuctoByBaru Google workspace
JUTSL TOTO 11100 1IeHTU(IKYBaTH KOPUCTYBava, a Micis I[bOTO BUAaBaTH KopucTyBady JWT
TOKEH, IKUW HaJlae oMy JIOCTYI 710 BeO noAaTKy. TakuM YMHOM IMIIJIEMEHTAIlis
pilieHHs OyJie HAWIIBUIIINM, aJie 3aBJsSKH FeHEpYBaHHI BIACHOTO TOKEHA BEO T0JJaTOK
3aJIMIIUTH 32 COO00 BECh KOHTPOJIb IOCTYITY 1 HOT0 MOXKIIUBI XapakTepucTuku. Lle
noTpioHO Oys0 JIJIst TOTO, 11100 MOTTH 3MIHIOBATH TPUBAJIICTH /i1 TOKEHA AOCTYITY J0 2

T'OOHH.

im0 poOoTH € peanizyBary 1 3aPOBAAUTH MTPOEKT CUCTEMH KOHTPOIIIO BUTPAT Y
nociipKyBaHoMy OmaroniitHoMy (o i, Takoxk 10/1aTKOBOIO HIUJLIIO € peali3yBaTh
MIPOEKT BUKOPUCTOBYIOUHM Cy4YacH1 TEXHOJOTII 1 mepenoBl mpaktuku [T iHaycTpii, sk

Harpukiaa Continuous integration and continuous delivery (CI CD).



2. BuxopucTaHi TEXHOJIOT1i

JI1st GpOoHTEHy BUKOPUCTOBYBAaTUMYThCS KJIACUYHI JIJIs1 BEO JTOJIaTKIB TEXHOJIOT11
JavaScript, HTML (Hyper Text Markup Language), CSS (Cascading Style Sheets).
®dponrtena 0i10110TeKO0 A1 MpoekTy OyB oOpanuii React]S. ReactJS - e 6e3komroBHa
610moTeka Ha JavaScript 3 BIAKpUTAM KOJOM JJIsi CTBOPEHHS iHTep(dericiB KOprUCTyBava

HA OCHOBI KOMITOHEHTIB.

Jlist Gexeny mpoekTy Oyio BupiiieHo BukopuctoByBatu NodelS. NodelS €
BIZTKPUTOIO, KPOCTLIATOPMOBOIO CEpEIOBHUINIEM BUKOHAHHS JavaScript, sike moOymoBaHe
Ha riardopwmi JavaScript V8 komnanii Google. L mnardopma Takox
BUKOPHUCTOBY€EThCS B Opay3epi Google Chrome. NodeJS no3Bosisie BUKOHYBaTH
JavaScript Ha cepBepi, 11032 KOHTEKCTOM BeO-Opay3epa, 110 poOUTh MOTO0 1€ IbHUM IS

PO3pPOOKH CepBEPHUX 3aCTOCYHKIB.

Jlis XocTUHTY npoekTy Oyio BupimeHo BukopuctoByBatu Google Cloud
Platform, a came cepBic Google App Engine. Lle serverless pimenns, sike 703BOJISIE
PO3pOOHMKAM CTBOPIOBATH Ta PO3ropTaTH BeO-A0JaTKU Ta CEPBICH B iHQPACTPYKTYpi
Google Cloud 6e3 He0OXiTHOCTI CaMOCTIHHO KepyBaTH OCHOBHOIO 1HPPACTPYKTYpOIO. 3a
nonomororo Google App Engine po3poOHUKH MOXKYTh 30CEpEUTHCS HA HAMCaHH1 KOy
Ta CTBOPEHHI CBOIX mporpam, B Toil yac sik Google Cloud 3aiimaeThcsi MaciiTaOyBaHHSM,
PO3TOPTAaHHSM 1 KEpyBaHHIM iHPpacTpykTypoto. Bin abctparye 6a3oBy
1H(MPaCTPYKTYpYy, 3a0€3MeUyI0Un CEPEeIOBUIIE, 1€ JOJATKA MOXKYTh IIPAIFOBATH HAA1HHO

Ta aBTOMATUYHO 301JIbIIIYBAaTH YM 3MEHIIYBaTH MACIITa0 BIAMOBIIHO JI0 MOTPED.

Sk 6a3y nanux Oyso BupinieHo BukopuctoByBatd NoSQL 6a3y nanux MongoDB,
KA BiKE€ BUKOPUCTOBYBANACS B iHIIMX IpoekTax (GoHmy. Ii rHyuka Mozenb naHuX,

MacITab0BaHICTh 1 €EKTUBHICTH POOJIATH i1 MOMYIISIPHUM BUOOPOM JIJIsi PO3POOHHMKIB 1
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opraHizalliif, sKi MpamoTh 3 BETUKUMU HA00OpaMu JaHUX, 1110 MOXKYTh 3MIHIOBAaTHCS.
Opunnig nannx B MongoDB Ha3uBaeThcst JokyMeHToM. Te, mo B Tpaauuiiianx SQL
0a3ax JaHUX Ha3WBalOTh TabMuIsIMU, B MongoDB HazuBaeTbces konekiisimu. 11106 He
posropratu BpyuHy MongoDB ek3eMiuisip 1 He 3aiiMaTrcs MacIITaOyBaHHSM 1
KEepYBaHHAM 1HOPACTPYKTYPOIO, OYJIO BUPIIIIEHO BUKOPUCTOBYBATH XMapHUH CEPBIC

Mongo Atlas.

3acobom aBTeHTH(DIKAIlT KOpHucTyBada Oysno oopano Google aBrenTudikarris.

Google aBrenTudikaiisa Bukopuctonye nporokosn OAuth 2.0. OAuth 2.0 - e
BIJJKPUTHH ITPOTOKOJI aBTOPU3ALlii, SIKUHM J03BOJISIE JOAaTKaM OTPUMYBAaT OOMEKEHUN
JOCTYII 0 OOJIIKOBUX 3alIMCIB KOPUCTYBauiB Ha CTOPOHHIX cepBicax. BiH cTBopeHuit s
po6otu 3 HTTP 1 Moxke OyTH BUKOPUCTAaHHUM B BeO-10aTKax, MOOUIBPHUX JIOAaTKaxX Ta

NIECKTOIMHUX JOJAaTKax.

{06 3po3ymith, sk npairoe OAuth 2.0, cmogarky noTpiOHO 03HAMOMUTHCS 3

JESIKUMH TEpPMIHAMU:

1. KitieHT - 11e T01aTOK, KA X0ue OTPUMATH JOCTYII JO OOIIKOBOTO 3aIHCy
KOPHUCTYyBaya Ha CTOPOHHBOMY CEpBICi.

2. Pecypcuuii Bnacauk (Resource Owner) - 11e KOpUCTyBa4, SKUH BOJIOJII€ OOTIKOBUM
3aIlMCOM, 0 SIKOTO JOAATOK X04e OTPUMATH TOCTYII.

3. Cepgep pecypciB (Resource Server) - 1ie cepBep, Ha IKOMY 30epiraroThCs JaHi
KopHucTyBada. J[omaTok Xxoue OTpuMaTH JOCTYII 0 WX JTaHUX.

4. Cepsep aBropu3auii (Authorization Server) - e cepBep, AKuil 3Ha€ KOPUCTyBaya 1
MOJKE JaTH JOJATKy TOKEH JOCTYITY JJIsl JOCTYITY JI0 JAaHUX KOPUCTyBada Ha

cepBepl pecypcis.



I[CTaJIBHiHIC mponcc BUIipiga€ HaCTYITHUM YUHOM:

. ABropu3zartig: Konu koprcTyBad BUKOPUCTOBYE JI01aTOK (HAPUKIIA/,
Be0-710/1aTOK) 1 JOJJATOK BUMAarae JOCTyI A0 00JIIKOBOTO 3alUCy KOPUCTyBava Ha
CTOpOHHBOMY cepBici (Hanpukian, Google), BiH mepeHanpanisie KOpUCTyBada Ha
CTOpIHKY aBTOpH3allli Ha cepBepi aBTopu3arllii (B mbomy Bunaaky Google).

. Haganus no3somny: Ha 1iii cTopiHIll KOpUCTYBauy 3alpONOHYIOTh JO3BOJIUTH a00
BIJIMOBUTHU JIOJIATKY B JIOCTYTI1 10 CBOIX JIaHUX. SIKIIIO KOPUCTYBAY MOTOIKYETHCH,
BiH Oy/ie epeHanpaBieHul Ha3a ] A0 0/1aTKa.

OTpumManHs TokeHY noctymy: Kojiu KopucTyBau MOBEPTAETHCS 10 J0JaTKa,
cepsep aBropuzailii Bkirouae B URL cnemiansamii koa. JogaTok BUKOPUCTOBYE
1l KO/ JIJIs OTPUMAaHHS TOKEHY JOCTYMY JI0 JaHUX KOPUCTyBada Ha cepBepi
aBTOpU3AIIii.

. BukopucranHs TOkeHYy OCTyMy: 3a JIONOMOIOI0 IIbOTO TOKEHY JOCTYIY AOAATOK
MOXK€ 3BEpHYTHUCS JI0 CEpBEpa PECYPCIB 1 OTPUMATH JOCTYI JI0 JaHUX
KopucTyBada. TOKeH IOCTyMy Ji€ MPOTITOM OOMEXEHOTO Yacy 1 J03BOJIsE

OTpUMATH JOCTYM JIMIIE 10 EBHUX JaHUX, K1 BU3HAa4YeH1 B "obnacti aii" (scope).

Be6 nonarok Oyne BuxkopuctoByBatu popmar JWT (JSON Web Token). IWT

(JSON Web Token) - nie cranaapt TOKeHiB Mik ctopoHamu y Burisiai JSON o0'exra.

JWT cknagaetbes 3 TphoxX yacTuH: 3aroiioBka (header), Tina (payload) Ta mignucy

(signature). Lleit hopmatr BUKOPUCTOBYEThCSA JJIs TiepeAadl iHpopMaIlii MK KIIEHTOM 1

cepBepoM abo MiXK TTOCITIIOBHIMH CepBicaMu sIK croci® aBTeHTH(iKaIlii Ta aBTopr3arii.

3aronoBok (header) JWT Mictuth Tum TokeHa (typ) 1 allrOpUTM MKUPpPyBaHHS

(alg), sskMit BUKOPUCTOBYETHCS JJI TEHEPAIIil MAMKCY. 3aroJ0BOK 3aKOIOBAaHUH B

Base64.



Tino (payload) JWT mictuThk kopucHy iHbOpMaIitO, TaKy SK 1ICHTUDIKATOP
KopucTyBaua (subject), TepmiH aii TokeHa (expiration time) Ta 10AaTKOBI AaH1. Tu10

TaKOX 3aKogoBaHe B Base64.

[Tigmuc (signature) JWT BUKOPUCTOBYETHCS U1 MEPEBIPKH IUTICHOCTI TOKEHA 1
M1TBEP/HKEHHS, 1110 BiH He OyB 3MiHEHUH 1111 yac nepeaadl. [lianuc renepyerbes
IUISIXOM 00'€THaHHS 3aKOJI0BAHOTO 3arojIOBKa, 3aKOJI0BAHOTO Tijia Ta MPUBATHOTO KITFOUYA

3a IOTIOMOTOI0 aJTOPUTMY UG PYBAHHS, 3a3HAYEHOTO Y 3aTOJIOBKY.

JWT morxe Oyt BUKOpUCTaHUHM AJIs peanizaiii MexaHi3My aBTeHTH]IKaIli Ta
aBropm3aitiii. Koiau kopuctyBad ycminrHo ayTeHTU(DIKYEThCSA Ha cepBepi, oMy
BuauIsieThest JW'T, akuii BiH MOKe BKJITIOYUTH 0 3aIUTY 110 cepBepa. CepBep Moxke
MIEPEBIPUTH 1I€H TOKEH, IEPEBIPUBIIH MIAMKC 1 HOTO IUTICHICTE. [licis nepeBipku
cepBep MOXKe BUKOPHUCTOBYBaTH 1H(QOpMaIIito 3 TiJIa TOKEHA JIJIsi aBTOPHU3allii Ta

MPUMHSTTS PillIEHb PO JOCTYH KOPUCTYBava J10 PECYPCiB.

JWT € nonynsipHuM MeXaHi3MOM JJIsl 3a0e3MeueHHs 0€3MeKH Ta 1IeHTUdIKaIlii B
PO3MOIITIEHUX CUCTEMaX, TAKUX SIK BeO-0aTKH 1 MiKpocepBicu. Bin mae mepeBaru y
NOPIBHSIHHI 3 TPAAUIIHHUMHU METOJJaMU CEaHCOBOTO KEPYBaHHS, TAKUMHU SIK
BUKOpHUCTaHHS KyKi, ocKUIbkH JWT He noTpelye 30epiraHHs cTaHy Ha cepBepl 1 Moxke
OyTH mepenaHuil 13 3aMUTOM, 3MEHIITYIOUYM HAaBaHTAKEHHS HA CEpPBEP Ta POOISTIH

CUCTEMY OLTbII MacIITa0OBaHOIO.

st Toro, mo B inayctpii HasuBaoTh CI/CD (CI/CD o3nauae "nocriiiHy
1HTEerpalio Ta NOCTIHHY JOCTaBKY" 1 € MPAKTUKO PO3POOKH IPOrpaMHOI0
3a0e3MneueHHs, SKa TI03BOJISIE aBTOMATU3YBaTH MIPOIIECH 30MpaHHs, TECTYBaHHS Ta

BIIPOBA/IPKEHHS KOJIy B IPOrPaMHi CUCTEMH. TakKUM YMHOM HOBI1 3MiHU B KOJ IPOEKTY
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MAalOTh 3MOT'Y IIBU/IIIE IHTETPYBATUCS B OCHOBHY BITKY KOJy, @ KOPUCTYBaul YacTillle

OTPUMYIOTh OHOBJIEHHS. ), OyJ10 MPUHHATO piieHHs1 BUKopucToByBaru GitHub actions.

GitHub Actions - 11e noTy>KHHI IHCTPYMEHT JJIs1 aBTOMATU3ALl11 pO3pOOKHU
MIPOTpaMHOTO 3a0€3MEUYCHHSI, SIKUH JO3BOJISIE€ CTBOPIOBATH Ta HAJIAIITOBYBAaTH pOOOUi

npoiiecu 6e3nocepeHko B peno3utopisx Ha GitHub.

GitHub Actions 103BoJIsIE CTBOPIOBATH BIaCHI poOoyl mporiecu abo
BUKOPHCTOBYBATH TOTOBI IIA0JIOHU ISl aBTOMATH3AIlli 3aBJJaHb Y TTPOEKTI. €
MOYKJIMBICTh HAJAIITOBYBaTH po0O0Ui MpoIecH, 100 BOHU pearyBajy Ha MOIli, Takl K

KOMITH KOJy, CTBOPEHHS 200 3aKPUTTS IMyJI-PEKBECTIB, CTBOPEHHS a00 BUIAJICHHS BITOK.

J1J1st IepeBipKH SIKOCT1 KOy Ha eTari po3poOKu Oya0 BUPINIEHO BUKOPUCTOBYBATH
iHcTpymeHT ESLint. ESLint - 11e monynsipHUil 1HCTPYMEHT JJISI CTATUYHOTO aHAITI3y KOIY
B JavaScript npoekTax. Bin npu3HaueHuii Juisi BUSBIECHHS NOTEHLIIMHUX po0iIeMm,
MMOMHJIOK Ta HEKOHCUCTEHTHOCTEH B KOJI1 3 METOIO MOJIMIIEHHS SKOCTI 1 3a0€31e4eHHs

BIJIMOBIJTHOCTI CTHJIIO KOJIy B paMKaX MPOEKTY a00 KOMaH/H.

OcnoBna meta ESLint - ie qonoMortu po3poOHUKaM MUCATH YUCTUH, 3pO3YyMIITUI
Ta 0e3MOMIIKOBUH KOJ. 1oro MOXKHa BUKOPUCTOBYBATU B Oy/Ib-SIKOMY MPOEKTI, 1110
BUKOpHCTOBYE JavaScript. [{e moxke OyTu BeO-101aTOK, cCepBEpHUI KOl 00 CKPUIITH

KOMaHOHOTO pAaKa.

ESLint nepeBipsie kox Ha OCHOBI HAOOPY MPaBUJI, SIKI MO>KHA HAJIAIITYBaTH 200
BUKOPHCTOBYBATH OJIMH 3 MOMYJSpHUX HA0OpiB MpaBuil, Takux sk Airbnb, Google,
Standard tomo. [{i mpaBuiIa BU3HAYAIOTh, SIK KOl TOBUHEH OyTH O(hOpMIICHHH, K1
KOHCTPYKIIIi MOTPIOHO YHUKATH, SIK1 CTHIII HallKpallle BUKOpUCTOBYBaTH Toio. ESLint

JormoMara€ BUsABIIATH TaKl HpO6JI€MI/I, SIK HCIIPAaBUJIbHC BUKOPUCTAHHA 3MiHHI/IX,

11



HEOTOJIOIIEHI 3M1HH1, HEKOPEKTHE BUKOPUCTAHHS (YHKIIIM, HECYMICHICTh M1 BEpPCISIMU

ECMAScript, cTUIICTUYHI HEY3rOKEHOCTI TOILIO.

Opnna 3 nepesar ESLint - 11e 0oro roy4kicTh. € MOXKIIUBICTh HaJIAIITyBaTH
mpaBuiia, BUKITIOYATH JESKI MpaBUiIa, I0AaBaTH CBOI MpaBuia ab0 HaBITh CTBOPIOBATH

BJIACHI IJIAT1HU JIJIS1 JOJJATKOBUX TIEPEBIPOK.

ESLint Mmo>kHa BUKOPHCTOBYBATH 3 PI3HUMU THCTpYMEHTaMu po3poOku. Lei
THCTPYMEHT MOKHA 3aIyCKaTH 3 KOMaHJHOTO PsijiKa, IHTErpyBaTH 31 CBOIM 1HTETPOBAaHUM
cepenoBuieM po3pooku (IDE) abo BUKOPUCTOBYBATH HOTO B IKOCTI JOTIOMIXKHOT

nepeBipKu nepea 301pKoro a00 pO3rOpTaHHAM KOJY.

1106 mouaru BuxkopuctoByBaru ESLint B mpoekTi, OTPiOHO BCTAHOBUTH HOTO SIK
3QJICKHICTB MIPOEKTY 1 HAJAIITYBaTH (aiia KoHdirypaiii 31 cnuckoM npasui. [licis
OT0 MOXHa 3anmycTuTd ESLint, 1 BiH HagacTh 3BIT PO Oylb-sK1 BUSBIEHI TPOOIEMH B

KOJI.

ESLint € moTy>KHUM IHCTPYMEHTOM JIJIsI TOKpAIeHHs SKoCTi JavaScript koxy. Bin
Joromarae 3a0e3ne4ynuTH KOHCUCTEHTHICTh, BUSIBIISIE TIOMUJIKU Ta HEKOPEKTHE
BUKOPHCTaHHS, a TAKOX IMOJIETHIIY€E CHUJIbHY pOOOTY B KOMaH/], /1€ KOKEH pO3POOHUK

JOTPUMYETHCSI OJJHAKOBUX CTAHJIAPTIB O(POPMIICHHS KOTY.
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3. Onuc npakTUYHO1 YaCTUHU

Peanizariito mpakTuyHOi yacTUHU OyJ10 Mo4aro 3 cTBopeHHs Direnv (.envrc)
¢aiiny. Direnv - 11e yTumiTa AJi1 KepyBaHHS 3MIHHIMH CEPEIOBUIIA B KOMAHHOMY
psaaKy. BoHa 103BoIsi€ aBTOMaTHYHO BCTAHOBIIOBATH Ta 3MIHIOBATH 3MiHHI CEpPEIOBUIIIA,
KOJIM KOPUCTYBay NEPEXOAUTh Y IEBHY AUPEKTOPIIO a00 BUKOHYE KOMaHAM B 111
nupekTopii. ['onoBHa Meta direnv - 11 MOJETIIUTH PO3POOKY MPOTPaMHOTO
3a0e3MeUYCeHHS Ta YIPaBIIHHS 3JICKHOCTAMH, 3a0€3MeUyI04H YUCTOTY Ta MPO30PICTh Y
KO)KHOMY TIpoekTi. KoHkpeTHo B mpukiiai 1miei podotu Direnv Oyio BUKOPUCTAHO TSI

BCTaHOBJICHHS TTOTPiO6HOT Bepcii NodelS, a came NodelJS v16.

Jlai y TOJIOBHIM TUpEKTOpIi MPOEKTYy OyJI0 CTBOPEHO AB1 AupekTopii "frontend" 1
"backend". 3a noromororo ytuiitu Create React App (CRA) Oyino 3reHepoBaHO MyCTHI
React]S mpoext y nupexropii frontend. Create React App € HabopoM IHCTPYMEHTIB, 1110
JI03BOJISIE€ MIBUIKO HAJIAIITYBATH Ta CTBOPUTU HOBUM MTpoekT React. Bin Hanae
nonepeHLO HaJallITOBAaHUN HAO1p IHCTPYMEHTIB Ta KOHPIrypallito, 10 T03BOJIsIE

IIBUIKO TTOYATH pO3pOOKY 0€3 HEOOX1HOCTI HANAIITOBYBAaTH CEPEIOBUIIE 3 HYJIS.

Jliist GexeHy Oyiio BUPIIIIEHO BUKOPUCTOBYBATH pperiMBOpk ExpressJS.
ExpressJS - 11e nerkuii Ta rHyukuii BeO-PppeiMBOpK, 3acCHOBaHMM Ha MOBI1 JavaScript Ta
noOynoBanuii Ha ocHoB1 NodeJS. Bin Hanae mupokuii HaO1p GyHKIIN AJi1 CTBOPEHHS
BeO-nonarkiB Ta APIL. ExpressJS no3sosnse nerxko mapupytusyBaru HTTP-3anutny,
0OpOoOIATH MapaMeTpy 3aMUTIB, pPOOUTH MEepEHANIPABIICHHS 3alIUTY Ta HAJIAIITOBYBATU

middleware.

Hactynaum kpokoMm Oyiio peasnizoBaHO aBTEHTH(]IKaIlil0 KOPUCTYBayiB 3a
nomomororo Google 1 Bumaay im JWT tokeniB. TyT HagaHO IeTaqbHUAN OMUC KOYKHOTO

KPOKY IIOTO TIPOLIECY.
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1. KopucrtyBau 3amyckae Be0-/101aTOK, IKUM B110Opaxae CTOPIHKY aBTOpHU3aIlii.

2. Ha miit cropinii po3mimiena kHomnka "Sign In", sKy KoprcTyBa4 HaTUCKAE IS
MOYATKY MPOIECy aBTOpU3AILIii.

3. Be6-nmonarok renepye URL-anpecy 3 motpioaumu napamerpamu OAuth2, sxa
BKJIFOYA€ 1HGOPMAIIit0 PO JOJATOK Ta J03BOJIM, HEOOX1IH1 JJIsI aBTOpHU3AIlii.

4. Kopuctysau nepexonuts 3a M URL-aapecoM 1 HanpaBIsiETbCsl 10 CTOPIHKH
aBTopu3ailii Google.

5. Ha cropinmi aBTopu3aiiii Google kopucTyBad BBOAUTHL CBOi OOJIIKOBI J1aHi
(HampuKIa, eNeKTPOHHY MOLITY Ta Mapoib) sl BXOAY A0 CBOTO OOJIIKOBOTO
zarucy Google.

6. Ilicis ycminmrHOTO BXOTY KOPHCTYBad HaJla€e T03B1I BEO-I0IaTKy HA TOCTYII JI0
CBOTX OOJIIKOBUX JIaHUX.

7. Google renepye "authorization code" micist ycminiHoi aBTopr3alili KOpucTyBaua 1
MepeHanpaBiisie KOPUCTyBada Ha3al 0 BeO-0IaTKy.

8. Y BeO-monarok nepenaethes "authorization code" sixk mapametp y URL-angpeci
MTOBEPHCHHS.

9. Be6-momartok nepenae "authorization code" 3 BXiTHUM 3aITUTOM 70 CBOTO
OekeHmy, 100 OTpUMaTH TOKEH AOCTYITY.

10.bexenn BukopucTtoBye "authorization code", BKitoueHUH y 3anuT, JIsl 3BEPHEHHS
10 cepBepa aBTopuzallii Google 1 0OMiHy HOro Ha TOKEH JOCTYITY.

11.3a 1omomMoro OTPUMaHOI0 TOKEHY O€KeH ] poOUTh 10/1aTKOBI 3anuTu 10 Google,
00 oTpuMaTH iH(OPMAIIiF0 TPO KOPUCTYBaUYa, BKIOYAIOYH HOTO EICKTPOHHY
azpecy.

12.Be0-no01aTok niepeBipsie OTpUMaHy €JIEKTPOHHY aJpecy 31 CBO€ 0a3010 JaHUX.

13.5Ikmmo KopucTyBad 1IeHTU(IKYETHCS YCITIITHO, BeO-10/1aTOK TeHEPYE BIACHHUMA
JWT Ttoken noctyny Ta 30epirae ioro B HTTP-only cookie Ha 6o kinienTa. Le

3abe3reuye 0e3neKy TOKEHY, OCKIJIbKU BIH HE HOCTynHu ais JavaScript.
14



14.bexken HajicWIa€ YCIIIIHY BIAMOBIAL HA GpOHTEH 31 cTaTrycoM Koy 200,
MIATBEPIKYIOUH YCIIIIHY aBTOPHU3ALII0 1 JOCTYIl KOPUCTYyBaya J0 1OJIaTKYy.
15.KopuctyBau oTpumye JOCTYII 10 (PyHKIIIH 1 pecypciB BeO-101aTKY, sIKi BAMArarTh

aBTOpU3AIlii.

Hwxue nonano xox, sikuit ctBoproe JWT TokeH 1 moBeprae Horo Ha (poHTEH]I.

Jwt.sign({ email: userEmail },
process.env.JWT SECRET,
{ expiresIn: "S${TOKEN EXPIRES IN}s" },

(err, token) => {
// OOpoBKyYy MNOMMJIOK MNPONYWEeHO OJisg NPOCTOTU NPUKJIAIY
res
.cookie('auth', token, getAuthCookieSettings())
.status (200)
.send ({

authSuccess: true,

tokenExpiresOn: moment () .add (TOKEN EXPIRES 1IN,
'seconds') .toDate (),

b) g
b) g
Jli1s1 TOTO, 11100 MEePEeBIPATH YU Ma€e KOPUCTYBay AOCTYT POOUTH KOHKPETHUN

3anuT, Oyno peasizoBaHO (PyHKIIIIO, Sika BUKOPUCTOBY€eThCs B ExpressJS uepes narepn
Middleware (mpomMizkHe nporpamue 3abe3neyeHHs). Middleware - e narepn
MPOEKTYBAHHSI, SKUW BUKOPHUCTOBYETHCS NI 0OPOOKH 3aIUTIB Ta BIAMOBIIEH y

po3mnoauIeH i cuctemi abo nonarky. Bin npencrasisie coO010 JIaHIIOT KOMIIOHEHTIB,

yepes3 K1 MPOXOAATh 3allUTH, BUKOHYIOUUCH MTOCIII0BHO a00 MapaiebHo.
[Tarepn middleware mupoko 3aCTOCOBYETHCS Y Oararbox rajry3six po3poOKu

MIPOTrPaMHOTO 3a0€3MEUCHHS, BKITIOYAI0un BeO-pO3pOOKY, CEPBEPHI TOMATKH Ta

MIKPOCEPBICHI apXITeKTypHu. BiH Hajiae MOyJIbHY Ta THYYKY apXITEKTYpY, 1110 JO3BOJISIE
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J0JaBaTu, 3MIHIOBaTH Ta BUAAJIATA KOMIIOHCHTH HpOMi}KHOI‘O IMporpaMHoro

3a0e3neueHHs 0e3 3HaYHUX 3MiH Yy OCHOBHOMY KOJI1 JOJaTKa.

Kon middleware ¢ynkiii:

const authorization = (reqg, res, next) => {
const token = reqg.cookies.auth;
if (!'token) {
return res.sendStatus (401);

Jwt.verify(token, process.env.JWT SECRET, (err, decoded)
=> o
if (err) {
return res.sendStatus (401);

}
reg.userEmail = decoded.email;
return next ()

1)
Y

BuxopucTtanHus (yHKIIT OroJIONIy€eThCs MEePEA OroJIOUIEHHSIM METO/IIB 00pOOKHU
3anuTiB. Takum YUHOM (YHKITISI BAKOHYETHCS TIEPIIOIO 1 TIIBKU Y BUTIAJKY YCIIIITHOTO

BHUKOHAHHSA ITOYNHAE€ BUKOHYBATHUCA MCTO/ O6pO6KI/I 3alIUTYy. KO,Z[:

app.use ('/api/auth', authRouter) ;
app.use (authMiddleware) ;
app.use ('/api/spendings', spendingsRouter);

Jliist 30epiranHs HaJalITyBaHb CEPEIOBUINA BUKOPUCTOBYETHCS MOIYib Dotenv.
Dotenv - 11e MOymb, SIKUM BUKOPUCTOBYEThCS B Node.js Ji71sl 3aBaHTaXKEHHS 3MIHHUX
cepenoBuia 3 (airy .env B mporec goaarky. daii .env MicTUTh Habip 3MiHHUX
CEpENIOBHUIIA, SIKi BAKOPUCTOBYIOTHCS B JIOJIATKY JJIs HAJAIITyBaHHS HOTO pOOOTH,
HaIpUKJIaa, KOHGITypalliliHi mapaMmeTpu abo cekpeTHi kimtodi. [le mo3Bosie 30epirati

KOH(]1ACHITIIHI AaH1 a00 HaNAIITyBaHHS JOJATKY Y 3MIHHMX CEPEIOBHUIIA, 1110 TOJIETIIYE
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yIpaBIiHHA KOH(]ITypalli€ro Ta J03BoJIs€ 30epiraTu 11l 3Ha4eHHs 1103a BUX1THUM KOJOM
nonarky. KpiM toro, 1ie 103BoJIsI€ pO3pOOHUKAaM MaTH pi3H1 KOH(Irypauli Juisl pi3HUX
CEpellOBUIIL, TAKUX SIK po3po0Ka, TecTyBaHHs. Hivkue momgano mpukiaz .env Qaitny et

poboTH.

NODE ENV=
BACKEND URL=
FRONTEND URL=
ATLAS URI=
DB NAME=
TOKEN COOKIE DOMAIN=
USERS THAT HAVE ACCESS TO THE APP=
OAUTH CLIENT ID=
OAUTH CLIENT SECRET=
OAUTH REDIRECT URI=
JWT SECRET=
PORT=
Ocp onuc KOXXHOTO 3 MMapaMeTpiB:

1. NODE ENV: Ile#t napameTp BUKOPUCTOBYETHCS JIsI BU3HAYEHHS] TOTOYHOTO
cepenoBuia podotu pogarka (Hanpukian, "development", "production”, "test").
BiH MoXe BUKOPUCTOBYBATHUCS ISl HAJIAIITYBAHHS PI3HUX MMapaMeTPiB 3aJI€KHO
B1Jl CEPEIOBHUILIA.

2. BACKEND URL: [leit mapametp mictuth URL-anpecy st 3'eqHanHs 3
OeKeHI0M J1o7aTKa. BiH BUKOPUCTOBYETHCS /111 BCTAHOBJICHHS 3'€ THAHHS M1k
(hPOHTEHIOM Ta OCKEHIIOM.

3. FRONTEND URL: Ilei#t napamerp mictuth URL-anpecy pponTeHnmy gonaTka.
BiH BUKOpUCTOBYETHCS JUIsl HAJIAIUTYBAHHS AOCTYIY 10 (POHTEHY 3 1HIIMX
cepBepiB.

4. ATLAS URI: Leit mapametp mictuth URI-psimok migkirodeHHs 10 0a3u JaHUX

MongoDB Atlas. Bin BUKOPHCTOBY€ThCS /7151 BCTAHOBJICHHS 3'€IHAHHA 3 023010

aHUX.
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5. DB NAME: lleii mapameTp MICTUTh Ha3BYy 0a3u JaHUX, 3 AKOIO BEO J0JaTOK Mae
npaioBaTy. BiH BUKOPUCTOBYETHCS AJI BKa31BKU 0a3u JaHUX, 3 SIKOKO MOTPIOHO
BCTAHOBUTH 3'€THAHHS.

6. TOKEN COOKIE DOMAIN: Ileit napameTp BKa3zye JOMEH ISl KyKu-(hauis,
10 MicTaTh JWT TokeHu aBropu3aiiii. BiH BUKOPUCTOBYETHCS ISl HAJIALITYBAaHHS
JIOMEHY, Ha SIKOMY KYKH OyJlyTh BUKOPUCTOBYBATHUCh.

7. USERS THAT HAVE ACCESS TO THE APP: Lleii napameTp MiCTUTb
CITUCOK KOPUCTYBaYiB, K1 MalOTh JOCTYI J0 JAojarka. Bin moxe
BUKOPHUCTOBYBATHUCH [ OOMEKEHHS JOCTYITY JIUIIE JJIs IEBHUX KOPUCTYBaUiB.

8. OAUTH_CLIENT ID: Lleit mapameTp MICTUTH 11eHTU(DIKATOP KITI€EHTA IS
npotokory OAuth. Bin BUKOpUCTOBY€ThCS ISl aBTOPHU3allii 10/1aTKa Ha
CTOPOHHBOMY CEPBICI.

9. OAUTH_CLIENT_ SECRET: lleit mnapameTp MiCTUTb CEKPETHHM KITFOU IS
npotokoy OAuth. Bin BUKOpUCTOBY€eThCS JIJIs1 aBTOPHU3allii 10/1aTKa Ha
CTOPOHHBOMY CEPBICI.

10.0AUTH_REDIRECT_ URI: Iie#t napametp mictuth URI-anpecy
nepeHanpaBeHHs Micis aBTopu3ariii 3 mporokoinoM OAuth. Bin
BUKOPHCTOBYETHCS JIJIsl IEPEHANPABIICHHS KOPUCTYyBada Ha OTPIOHY CTOPIHKY
ICJIsl aBTOPH3AIIii.

11.JWT_SECRET: Lleit mapameTp MICTUTh CEKPETHUI KITFOU JJIsl MIIUCY Ta
nepeBipku JWT-TtokeniB (JSON Web Tokens). Bin BUKOprCTOBY€ThCS J71s1
3a0e3neueHHs Oe3MeKH Ta [IIICHOCTI TOKEHIB.

12.PORT: lle#t mapaMeTp BU3HAYa€ MOPT, HA AKOMY OyJI€ 3amyIleHU cepBep
nonarka. BiH BUKOPUCTOBY€ETHCS JIJIsl BKa31BKHU MOPTY, Ha sSIKOMY cepBep Oyze

CIIyXaTH 3'€ THaHHSI.

Jl1s1 aBTOMaTUYHOT 301pKH 1 pO3ropTaHHs MPOEKTY OYyJI0 BUKOPUCTAHO I1aTGopmy

GitHub Actions. Huxue HaBeieHO KO 3 TOSICHEHHSIMU JI0 KOXKHOTO OJIOKY.
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name: Deploy to App Engine

on:
push:

branches:

- main

Jjobs:
deploy:
runs-on: ubuntu-latest

permissions:
contents: 'read'
id-token: 'write'
steps:

- name: Checkout code
uses: actions/checkout@v?2

- name: Set up Node.js
uses: actions/setup-node@v?2
with:
node-version: 16

- name: Install dependencies
run: npm ci
working-directory: ./frontend

- name: Build frontend
run: npm run build
working-directory: ./frontend

- name: Install dependencies
run: npm Cci
working-directory: ./backend

- name: Create .env file
working-directory: ./backend
run: |
echo 'NODE ENV=${{ secrets.NODE ENV }}
BACKEND URL=${{ secrets.BACKEND URL }}
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FRONTEND_URL=${{ secrets.FRONTEND URL |

ATLAS URI=${{ secrets.ATLAS URI }}

DB NAME=${{ secrets.DB NAME }}

TOKEN_COOKIE_DOMAIN=${{
secrets.TOKEN COOKIE DOMAIN }}

USERS THAT HAVE ACCESS TO THE APP=${ {
secrets.USERS THAT HAVE ACCESS TO THE APP }}

OAUTH CLIENT ID=${{ secrets.OAUTH CLIENT ID }}

OAUTH_CLIENT_SECRET=${{
secrets.OAUTH CLIENT SECRET }}

OAUTH_REDIRECT_URI=${{
secrets.OAUTH REDIRECT URI }}

JWT SECRET=${{ secrets.JWT SECRET }}' > ./.env

- name: 'Google cloud auth'
uses: 'google-github-actions/auth@vl'
with:

credentials json: 'S$S{{ secrets.GCP_SA KEY }}'

- name: 'Deploy to App Engine'
id: 'deploy'
uses: 'google-github-actions/deploy-appengine@vl'

with:
project id: 'S{{ secrets.GCP _PROJECT ID }}'
working directory: './backend'

- name: Print deploy outputs URL
run: 'curl "${{ steps.deploy.outputs.url }}"'
1. name: Deploy to App Engine: Ha3a Gnoky, sikuii onricye po3ropTanHs Ha App
Engine.
2. on: Bka3zye nonito, sika BUKJIMKA€E PO3TOPTaHHA. Y IbOMY BHIIAJKy, PO3TOPTAaHHS
B110YBA€ETHCS NP 3MiHI KOy B TUII "main".
3. jobs: Omnucye cnucok pobouyux 3aj1ad, siKi MOBUHH1 OyTH BUKOHAHI.
4. deploy: Ha3Ba po60o4oi 3amadi, sika BiAMOBIAA€ 32 PO3rOPTaHHS.
5. runs-on: Bka3sye onepaliiiiHy cuctemMy, Ha sikiii Oy1yTh BUKOHYBATHUCH [Iii. Y IbOMY

BUIIAJIKY, BUKOPUCTOBY€ThCA ocTanHs Bepcist Ubuntu.
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6. permissions: BcraHoBIioe mpaBa JOCTYITY 0 BMICTY PEMIO3UTOPIIO Ta
11eHTU(1KaLiitHOro TokeHa. B qanoMy Bunaaky, pexum "read" BcTaHOBIEHUN JUIs
BMICTY, a "write" 17151 11eHTH(IKaIIIHOTO TOKEeHa.

7. steps: Crnucok i, siki He0OX1JHO BUKOHATH.

8. name: Checkout code: 3aBanTa)kye KOj pEIIO3UTOPIIO 32 JOTIOMOTOIO il
actions/checkout@v?.

9. name: Set up Node.js: HanamroBye cepenoBuiie Node.js 3a 101MOMOroxo Jii
actions/setup-node@v?2. Bcranosmioetbes Bepceis 16 Node.js.

10.name: Install dependencies: Bctanosimtoe 3anexxHocTi npoekty. Crioyarky
BCTAaHOBJIIOIOTHCA 3a1eKHOCTI 11 ./frontend, a moTim mist ./backend.

11.name: Build frontend: Bukonye 36ipky GppoHTEeHIy 3a 10TTOMOTOI0 KOMaH I npm
run build.

12.name: Create .env file: CtBoptoe ¢aiin .env 3 KOHPITypaIiiHUMU TapamMeTpamu,
SIK1 OEpPYThCs 3 CXOBHIIA Secrets perno3uTopiro.

13.name: 'Google cloud auth': Ayrentudikyerscs B cepsici Google Cloud 3a
JIOTIOMOTO0 CepTU(]IKaTIB, 5K 30epiratoThes B Secrets perno3uTopiio.

14.name: 'Deploy to App Engine': Po3roprae nogarox na Google App Engine 3a
nomomororo Aii google-github-actions/deploy-appengine@v1. Bkazyerbcs
inentudikarop npoekry Google Cloud.

15.name: Print deploy outputs URL: BuBoautrs URL-anpecy po3ropHyToro 101arky,

OTpUMaHy 3 MONEPEAHBOTO KPOKY.

PeanizoBanuii BeO 10JaTOK JT03BOJISIE CTBOPIOBATH, PEaryBaTh Ta NEPErIsLiaTh

BuTpar. CTOpiHKa NEepenisiiy BUTPAT TAKOXK BKITIOYAE MOIIYK, COPTYBAaHHS 1

MOXJIMBICTh PO3IIMPUTH YU CXOBaTH BUOpaHi koioHKU. Ha pucynky 3.1 BigoOpaxeHo

CTOPIHKY CTBOpeHHsI BUTpatu. Ha pucynky 3.2 BimoOpaxeHo crucok BuTpar. Koxna

BUTpara Mae kHonky "Edit", sika BiIKpUBae CTOPIHKY pefaryBaHHs 300pakeHy Ha

pUCYHKY 3.3.
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= Spendings List View G Sign out

* Project :
Subproject :
“Level1:
* Payer:
*Date: 31-05-2023
* Total amount in UAH (1 USD = 39 UAH) :
* Total amount in USD (1 USD = 39 UAH) :
* Payment method :
* Quantity: 1

* Description :

Link Detail @ :

Puc. 3.1 Cropinka cCTBOpEHHS BUTPATH

® Submit Spending G Sign out

Spending Date Amount USD Project Subproject Category Quantity Price per item Actions
01.05.2023 $100 Operational costs Operations 1 $100 ‘ Edit ‘
30.04.2023 $3000 unit 2 parcel #2 Clothing & body armor 1 $3000 g‘
30.04.2023 $5000 unit 2 parcel #1 EOD tools 1 $5000 m
01.05.2023 $2500 unit 1 parcel #2 Night vision 1 $2500 ‘E:\
30.04.2023 $3000 unit 1 parcel #1 Drones 1 $3000 ’;‘
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Puc. 3.2 Cropinka neperisiy BUTpaT

_ O seomseenene

@

* Project: unit 1
Subproject :
“Level1:  Military
“Level 2: High tech
“Level 3:  Night vision
*Payer: Taras
*Date: 01-05-2023
* Total amount in UAH (1 USD = 39 UAH): 97500
* Total amount in USD (1 USD = 39 UAH): 2500
* Payment method:  PayPal

* Quantity: 1

Puc. 3.3 CropiHka penaryBaHHsl BUTpaTu

Jlyis1t 611bIIIOTO P1BHS OE3MEKH TITHKU KOPUCTYBadil skl 3HaxosTh B Google
oprasizauii 01aroaiiHoro GoHIY MOXKYTh COpOOYyBaTH aBTEHTU(IKYBATUCS B TOJATKY.
Ha pucynky 3.4 300paxkeHo, SIK BUITISIIA€ TTOMUJIKA aBTEHTU(DIKAITIT, KO KOPUCTYBaY

HAJICXKUTH JI0 1HIIOT OpraHi3allii.
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G Sign in with Google

Access blocked: Super App can
only be used within its
organization

@ trmazurkevych@gmail.com

Super App is restricted to users within its organization. If
you think you should have access, you can contact the
developer. Learn more about this error

If you are a developer of Super App, see error details.

Error 403: org_internal

Puc. 3.4 [lomuika aBreHTH (KLl
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BucHOBOK

Cuctema KOHTPOJIIO BUTPAT, pO3po0JieHa B XO/I1 TaHOI KypCOBOi pOOOTH, BKE
YCHIITHO BUKOPUCTOBYETHCS OIAroMiiftHUM (POHJIOM, 110 CBITYHUTH MPO i1 KOPUCHICTH Ta
edextuBHICTh. CHCTEMa HE JIUIIIE CIPHUs€ BIPOBAIKEHHIO MPO30POCTI Y PO3MOALI Ta
BUKOPUCTAHHS O1arofiitHIX KOILITIB, ajie i MiICHIIIOE TOBIPY KEPTBOAABIIIB 10 (POHTY,

10 MOKE CTUMYJTIOBATH 301TIBIIICHHS TIOKEPTB.

[e# mpOEKT MiATBEPAUB aKTyaIbHICTh Ta 3HAUUMICTh BUKOPUCTAHHS Cy9aCHHUX
TEXHOJIOT1H /I onTuMi3alii poboTH OaroiiHUX opraxizaiiii. 30kpema, peajiizoBaHa
CUCTEMA BIJKPUBAE MIMPOKI MOXKIIMBOCTI JIJIsl aBTOMAaTHU3allli O0JIIKY BUTPAT, CHPOIIECHHS
KOHTPOJTIO 32 iX PO3IMOLIOM Ta MOJIMIICHHS 3B'S3Ky M1k (POHIOM Ta Horo

KEPTBOAABIISIMH.

[1nanu Ha MailOyTHE BKIIOYAIOTH PO3MIUPEHHS (DYHKI[IOHATY CUCTEMHU KOHTPOIIIO
BUTpAT, BKJIFOYAIOUYH BBEICHHSI I0aTKOBUX MOAYJIIB aHATITHKH JJIS TTUOIIOTO aHATI3y
BuTpar. Lle momomorke BiICIIIIKOBYBaTH TEHSHIIII Ta BUSBIISITH MOXKJIMBI IIPOOIEMHI
30HU Y BUKOPUCTAHHI KOIITIB. Takok Ba)JITMBO 30CEPEIUTUCS HA PO3POOIIl O1IBIIT
IHTYiTUBHOTO Ta 3py4YHOTO 1HTEpdeicy A KIHIEBUX KOPUCTYBAYiB, 110 MOJETIINTh

BHCCCHHA JaHUX IIPO BUTPATU Ta ICPCITIAL CTATUCTUKH.
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