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Beryn

e 3 maBHMX YaciB JIIOJM HaMarajucs TAa€EMHO TNEpeaaTH TEBHY
iHpopMmartiro. Lle MoxkHa crocTepiratu mpoTAToM BCi€i TI0ACHKOT icTopii. s
[[HOTO BUKOPHCTOBYBAJIOCS TOBOJI 6arato pi3HUX METOAIB Ta CIIOCO01B, KOXKEH
3 IKKX MaB CBOE€ I10JI€ BUKOPUCTAHHs Ta nepeBaru 1 Hejoiiku. Cepes HUX € 1
creraHorpadisi.

Came meit MeToj s BUPIMIMB PO3TJISHYTH y JaHid poOoti. Bin
BUKOPHUCTOBYETHCS JIOBTO 1 €BOJIOIIOHYBAB MPOTATOM ICTOPIi 3 PO3BUTKOM
TEXHONOTiif. MOro  BHKOPHUCTOBYIOTH Ul  IEpEJAaBaHHS  Ta€MHHUX
MOBIJJOMJICHHS Ta 3aTBEP/KEHHSI BIACHOCTI, MPUXOBYIOTh y PI3HUX THIAX
nanux Ta iHdopmarii. [IpuxoByBaHHS MOBIJOMIICHHSI B 300pakeHHsX Oye
OCHOBOIO MOTO JTOCJIIJIYKEHHSI.

Jnsa mpuxmany s B3sIB 3 THOM CTEraHOrpadiuHUX CHUCTEM ISt
NOPIBHSHHS MK coOoro. Ile onuH mMeTon 3 mMpocTopoBOi 00nacTi, a camy
3aMIHM HaWMEHIN 3Ha4ymoro OiTa, Ta JBa METOAM 3 YaCTOTHOI 00JacTi,
IBUJAKUM TIEPETBOPEHHAM (Qyp’e Ta BEUBICTOBHUM IEPETBOPEHHSIM.
[TopiBHABIIM I METOJIU sl XOUY JOCHIIUTH CTEraHorpadiuHi CUCTEMU ISl
300paxeHb.



Po3aiu 1. Komm’rorepHa creranorpadist

1.1 3acTocyBaHHsI KOMII'FOTEPHOI cTeraHorpagii

[lin yac BuBYeHHs cTeraHorpadii cTa€ OYEBUIHHUM, IO 1€ HE HOBE
noHATTA. [IpoTsarom icTopii JIOJACTBO 3HAXOIWJIO PI3HI CIMOCOOM 3aXHUCTY
iHpopMarii Bii HECAHKIIIOHOBAaHOTO JocTymy. OJHaK 13 MHUPOKUM
BUKOPHUCTAHHAM MYJIbTUMEAIMHUX TEXHOJOTIH 1 TeJIEKOMYHIKaIliHHUX 3ac001B
3a OCTaHHI /IBa AECATWIITTS cTeraHorpadist BUMIILIA HA HOBHM eTarl, BiIOMHIA
sk kKoM 1otepHa cteranorpadis (KC).

Kowmm’torepHa cteranorpadisi B OCHOBHOMY Tiepei0ayae MpuXoByBaHHS
MOBIJIOMJIEHb Y HU(POBUX MaHMX, SKI 3a3BUYAll MOXOASATh 3 aHAJIOTOBHX
JOKEpEeI1, TAaKUX K MOBa, 300pakKeHHs, ayJ10 YU Bijeo3anucu. TekcToBi abo
BUKOHYBaHI nporpaMHi (aiau TakoX MOXXHA BHUKOPUCTOBYBATH SIK
KOHTEHHEpH, SKI YacTO Ha3WBAIOTh «HOCISIMU». Y TMPOCTOMY ClIEHapii
MOJIOAIN OITM TIEBHMX €JIEMEHTIB y MYJbTUMEIIMHOMY KOHTEHHepi,
HANPUKJIaJ MiKcem, TalMIHTH a00 KOeillieHTH PO3MOJAUTY YacTOT, MOKHA
3aMIHUTH O1TaMU KOH(PIJEHIIMHOTO MOBIIOMJIEHHS 0€3 MOMITHOIO BIUIMBY Ha
SAKICTh KOHTEHHepa. 3a 3BHYalHMX OOCTaBHMH CTOPOHHIN crHocTepirad He
3MO>K€ BUSIBUTH BTPATY SIKOCTI YU HASIBHICTh MPUXOBAHOTO IMOB1IOMJICHHSI.

Creranorpadiuna cuctema, ab0o CTeraHOCHCTEMa, — 1€ CYKYITHICTb
3ac00iB 1 METO/IIB, III0 BUKOPUCTOBYIOTHCS JI BCTAHOBJICHHS MPUXOBAHOTO
(HeBuaumoro) kanaiay nepegadi iHgopmamii. Ilo cyrti, me cucrema, ska
103BOJIsiE BOY/IOBYBATH Ta BUTATYBATH NEBHI 1H(OpMAIiiiHI TOCIIJOBHOCTI,
30epiratoun iX okpeMo Bif iHmmMX naHux. [Iporec BOYIOBYBaHHS JaHUX,
1o1I0HUM 10 CTUCHEHHS, BIAPI3HAETHCS Bl IU(PPYBaHHS, OCKUIBKU HOTO METa
noJjsirae He B OOMEXEHH1 JIOCTYNy J0 CUTHAJIy KOHTEHHepa, a B ToOMYy, 11100
rapaHTyBaTd, 110 BOyJOBaHI  JlaHi  3aJUIIAIOThCS  HEBUJIAMMHUMU,
HEIOIIKOXKEHUMU Ta IIAral0Th BIAHOBICHHIO, KOJIH 1€ HEOOX1IHO.

[Ipu cTBOpEHHI CTEraHOCUCTEMH 3a3BHYail BPaXOBYIOTHCS TaKi BUMOTH:
e Cucrtema MOBMHHA MaTd NPUUHATHY OOYMCIIOBAIIbHY CKJIQJHICTBH JIJIS

peanizalii, HOCHJIaI0UKCh Ha KUIBKICTh KPOKIB 200 ornepariid, HeOOX1AHUX
Juisi BOyZOBYBaHHS a00 OTpUMaHHS MPUXOBAHOI 1HQOpMalli BcepeauHi
CTPYKTYpU KOHTEHUHEDPA.
e HeoOxinHo 3a0€3MeuuTH afeKBaTHY MPOMYCKHY 3[aTHICTh, OCOOIUBO IS
CTETaHOCUCTEM, SIKI BAKOPUCTOBYIOTHCS JIJIsl PUXOBAHOI Mepeaadl JaHUX.
e MeToau MPUXOBYBAHHS MAIOTh TapaHTyBaTH JOCTOBIPHICTH Ta IITICHICTh
cekpeTHOT iHpOopMaIIii 171 yITOBHOBAXKEHHUX OCI0.



o [loTeHuiliHi  37MOBMHUCHUKMA  TOBMHHI ~MaTh TOBHE  PO3YMIHHSA
CTETaHOCHCTEMH Ta JIeTayiel i1 peasisailii, IpUYOMY €IMHUM HEBITOMHUM
€JIEMEHTOM € KIIIOY, KMl MO>K€ BUKOPHCTOBYBATH JIMILE BJIACHUK, 11100
BU3HAYHUTH ICHYBAHHS Ta 3MICT MIPUXOBAHOTO MOBIJOMJICHHS.

e JSIKm0  3JIOBMUCHHMK  JII3HAETHCS  NPO  ICHYBaHHSA  IPUXOBAHOTO
MOBIJJOMJICHHSI, BIH HE 3MOX€ WMOTr0 BUTATTH, MOKU KIIOY 3aJUIIAETHCS
CEKPETHHUM.

e [lopyumHuku noBuHHI 0yTH M030aBieH1 OyAb-IKUX TEXHIYHUX TiepeBar abo
3ac001B 7151 BUSIBJICHHSI HAsIBHOCTI 200 PO3TOJIOMICHHS 3MICTY CEKPETHUX
[MOB1IOMJICHb.

Crera"orpadisi OXOIUTIOE Pi3HI HANPSMKU, BKIIOYAIOUU BOYIOBYBaHHS
iHbopMarlli ISl IpUXOBaHOI Mepenadi, BOyJOBYBaHHS LU(PPOBUX BOITHUX
3HAKIB, BOYJIOBYBaHHS 1JeHTU(]IKAUIMHUX HOMEPIB 1 BOYIOBYBaHHS
3aroJIOBKIB.

B panmii yac cTeraHocHCTEMH AaKTHUBHO BUKOPHUCTOBYIOTHCS JUIS
BUPIIIEHHS KUIBKOX KJIFOUOBUX 3aB/aHb:

e 3axuct KoH(}iaeH1HOT iH(OopMalii BiJ] HECAHKI[IOHOBAHOTO IOCTYITY.

e 3axWCT IMpaB IHTEJIEKTyaJbHOI BJIACHOCTI, 30Kpema Yy OOpoThOl 3
MIPaTCTBOM HUISIXOM HAHECEHHS HEBUJIMMHUX MITOK Ha 3aXMILEHI JiaHl, sKi
PO3II3HAIOTHCA CIEHIAIBHUM MPOTPAaMHUM 3a0€31E€UEHHSIM.

e [IpoTuais cucteMam MOHITOPUHTY Ta YIPABIIIHHS MEPEKEBUMH PECYpCaMU
Ta IPOMHUCIOBOMY IIMHUIYHCTBY, TUM CaMHUM MPOTHUJIIOUU CIIpodam
KOHTPOJIIOBATH TOTIK 1HGOpMaIlii depe3 JOoKaldbHI Ta rio0aibHI cepBepu
KEPYBAaHHS KOMII FOTEPHOIO MEPEKEIO.

o [lporpamuuii kamydnsxk, komu HeOaxaHEe BHUKOPHUCTAaHHS TIEBHOTO
POrpaMHOTO 3a0e3MeYeHHs] He3apeECTPOBAHUMH KOPUCTYBauaMU MOXKE
OyTH TpPHUXOBAHO T CTaHAAPTHUM YHIBEPCAJIbHUM MPOTPAMHUM
MPOYKTOM ab0 MPUXOBAaHE B MyJIbTUMEAINHUX (aiinax.

Xoua oOmacTi 3acTocyBaHHs creraHorpadii MOXYTh BIAPIZHSATHUCH,
0araTo BUMOT 3aJUIIAIOTHCS HE3MIHHUMH. OiHaK OyBarOTh 1 BIAXWICHHS BiJ
NpUUHATUX TOpaBwi. Hanpukman, pi3HHUIS MK MPUXOBAHOK TEpEAayveto
JaHuX 1 BOyI0ByBaHHSM KOH(QiAeHIIHHOTO BoastHOro 3Haka (KB3) mossirae B
TOMY, L0 B NEPLIOMY BHIAJKY 3J0YMHEIb MOBUHEH JOKJIACTU 3yCUJIb IS
BCTAHOBIICHHS TPUCYTHOCTI Ta BUITYYCHHS TIPUXOBAHOTO MOBIIOMIICHHS, TO/I
AK y JAPYroMy BHNaJAKy HasBHICTb Takoro mnosigomieHHs (KB3) ne
npuxoByeThcs. KpiM TOro, MOPYIIHUK MOKE 3aKOHHO BOJIOAITH MPUCTPOEM
7T IOTO BUSIBJICHHS, HAITPHKIIa ] yacTuHO BD-mporpasaua.[9]



Ha mamtonky 1.1.1 mpezacraBiieHi MOTEHLIMHI cepu 3acTOCYBaHHS
creranorpadii.

Odaacri acrocysanns crevauorpadii
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Puc.1.1.1 Iorenmiitni o61acti 3actocyBanus KC

1.2 IIpob6aema crilikocTi creraHorpagivyHux cucTemM

Koxxne 13 3aBmaHb, 3rajjannx Ha MaloHKy 1.1.1, BUMarae meBHOTO
OamaHcy MK po3mipoMm (00csiroM) BOYIOBAHOTO IOBIAOMIICHHS Ta MOTO
3IaTHICTIO TIPOTHUCTOSITU 3OBHINIHIM BIUIMBaM. Y CyYacHHX MeETOjAax
komm’totepHoi  creranorpadgii (KC), sKi  BUKOPUCTOBYIOTHCS IS
MIPUXOBYBAaHHS MOBIJOMJIEHb Yy PI3HUX MYJbTHUMEAINHUX (haiiyiaXx, MaItOHOK
1.2.1 pemMoHCTpye B3a€EMO3B’SI30K MK HAIIMHICTIO CTETAaHOCHUCTEMH Ta
o0carom BOynoBanux nanux. Ha rpadiky BuaHO, 1110 31 301IbIICHHSIM 00CITY
BOyJIOBaHUX  JAaHUX  HQMIHUHICTD  CHUCTEMH  3HAYHO  3HMKYETHCS.

o

HaiiinicTh (puxoBaHHs

OG eM NPUXOBYRAHOTO [ORLOMICHASA ~
Puc.1.2.1 B3aemM03B 130K MK CTIHKICTIO CTETAHOCUCTEMU Ta 00’ €MOM
MIPUXOBAHOTO MOBITOMJICHHSI IPY HE3MIHHIN €MHOCTI KOHTEHHEpa
Tomy icHye KOMIIpOMIC TIpH BUOOPI MK 00CATOM NMPUXOBAHUX JaHUX 1
piBHEM omopy a00 MPUXOBYBAaHHS BcepeAuHI KoHTelHepa. OOMexyrouu
MOTIPIICHHST SKOCTI KOHTEHHEpa, sSKe MOXe CIpUMMaTH JII0JUHA T Yac
cTeraHorpaiyioi oOpoOKH, MOXHaA JOCITTH ab0 BEJIUMKOro 00csry
BOY/IOBaHMX JIaHUX, a00 BUCOKOI CTIMKOCTI 10 MOoAM(IKAII] Y1 aHaTi3Yy, ajie He



000X onHoudacHO. I[ligBUIIEHHS OAHOrO 3 IMX TIOKa3HUKIB HEMHUHYYE
OpPU3BOAUTH 1O 3HIDKEHHA 1HIIOr0. Xoda 1€ TBEP/HKCHHS MOXHa
MaTEMaTUYHO MPOJEMOHCTPYBATH JUIsi TEBHMX METOJIB cTeraHorpadii
(HampUKIIal, PO3MIMPEHHS CIEKTPY), BOHO, K MPABUJIO, BIpHE 1 JJIA 1HIIHUX
METO/IIB KOMIT ToTepHO1 creranorpadii. Hapmumxkosuii xapakrep iHopmarii
KOHTEWHepa J03BOJISIE IMIABUINWTH HAMIMHICT NMPUXOBYBAHHS 32 PaxyHOK
3MEHIIICHHS] EMHOCTI JJAHUX.

OGcar BOynoBaHMX JaHUX 1 piBeHb Mojudikaiii KoHTeHHepa
3MIHIOIOTBCS 3aJIEKHO BiJl BUKOPUCTOBYBAHOT'O METOy cTeraHorpadii. Kpim
TOTO, BUMOTH [I0 CTIMKOCTI CHCTeMH J0 Moaudikamii KOHTeHepa
BIJIPI3HATUMYTBCA  3QJIEKHO B KOHKPETHUX IIJIEH MPUXOBYBAHHS
creraHorpadgiuanx ganux. OTxke, Ppi3HI MeTOAM cTeraHorpadii €
ONTUMAJIBHUMHU JIJIs1 PI3HUX TPOOIIEM.

Crera"oanaini3 nepeadadae JOCHIKEHHS TIEPEXOIICHOT0 KOHTeHEepa
JUTSI BUSIBIICHHS TPUXOBAHOTO TIOBIAOMJICHHS B HHOMY. AKT BOYIOBYBaHHS
iH(popmanii B udpoBUil HOCI MPU3BOIUTE A0 3MiHM a00 pecTpyKTypu3allii
BJIACTUBOCTEH KOHTEWHepa, 10 MPU3BOAUTH JO IMOTIPIIEHHS HOro
XapaKTEPUCTUK a00 HAOYTTSI HETUIIOBUX 3HA4YCHb. L1 3MiHEH1 XapaKTepUCTHUKU
MOXYTbh CIIYyTYBAaTH «MapKepaMm», M0 BKA3yIOTh HA MEBHI MaHIMYJALIL, SIKI
BUKOPHUCTOBYIOTHCSl [IJIsl 3allOBHEHHS KOHTEHHEpa TMOBIIOMIICHHSIM, THM
CaMUM TMOPYIIYIOYM OCHOBHUN MPHUHIMUII cTeraHorpadii, sSIKuil mojsrae B
IPUXOBYBaHHI ICHYBaHHSI CEKPETHOI 1HQOpMaIlii.

CreranoaHnaii3 MOXe MpUUMaTu pi3Hi GOPMHU, BKIIFOUAIOUH BUSBIICHHS
MPUXOBAHOTO TIOBIJIOMJICHHS, BWJIYYCHHS MPHUXOBAaHUX AaHUX 1, 3PEIITOIO,
BUJAJIeHHS a00 3HUIIEHHS NpuxoBaHOi 1HPopMailii. KpimM Toro, 310BMUCHUK
MOX€  BUPIINIUTH  3aMIHATA  ICHYyIOUy  TpHUXOBaHy  iH(dopmaIliio
ne3iHdopmarli€ero.

1.3 CrtpykTypHa cXemMa i MaTeMaTH4Ha MOJeJb

THIIOBOI CTEraHOCHUCTEMHU

VY 3aranbHOMY BUNAAKy cTeraHorpadiuyHa cuctemMa Moxe OyTu
Mpe/cTaBlIeHa K CUCTeMa 3B'SI3Ky. Y3arajabHeHa CTPYKTYpHA CXeMa THIOBOI
CTeraHocucTeMu 300pakena Ha puc. 1.3.1
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Puc.1.3.1 CtpykTypHa cxema KOMIT FOTEPHOI CTETaHOCUCTEMU SIK
CUCTEMH 3B’ A3KY

OCHOBHMMH KOMIOHEHTaMH cTeraHorpadii € TMOBIAOMIIEHHS Ta
koHTelHep. CreraHorpadiyHuM MOBIIOMIICHHSM (CTETaHOMOBIOMIICHHSIM )
me M e cexkpeTHa iH(doOpMallis, HAIBHICTh SIKOi HEOOXIJTHO MpuxoBatu, M =
{m, m. mi MHOXXHMHA BCiX MOBIOAOMJIEHb. CTeraHorpaiuHuM KOHTEHHEPOM
(creranokonTeiiHepoM) ce C 3BeTbCs HECEKpEeTHa (BIIAKpUTA ILIUPOKOMY
3arany) iHdopmailis, SKy MOXKHAa BUKOPUCTaTH JJIS TMPUXOBAHHS
MOBIJIOMJIEHHS HIIAXOM MackyBaHHs, C= {c, ¢2, ..., cul MHOXHMHa BCIX
KOHTEWHEPIB, MPUYOMY MDK MNOTYXHOCTAMH MHOXMH C Ta M mae Oytu
JOTPUMaHE HACTYIHE CHIBBIAHOUIEHHSA: ¢ >> n. ToOTO mnpuXOBaHH:A
iH(popMartii, ska 31e01IbIIOr0 Ma€e JOCUTh BEIUKUNA 00'€M, BUCYBA€ CYTTEBI
BUMOTH JI0O KOHTEWHEpa, PO3Mip SKOro MOBUHEH IIOHAWMEHIIE B JIEKUIbKa
pasiB MepeBUIyBaTH pPO3MIp BOYJAOBYBAaHMX JaHUX. 3PO3YMUIO, IO s
MIJIBUIICHHS TMPUXOBAHOCTI 3a3HAYCHE CIIBBIJHOIICHHS TMOBUHHE OyTH
sskomora OinbmuM. [9]

3aranom, MyJIbTUMEIHI J1aHi B Oyab-sgkoMy dopmaTti abo koMmOiHaIii
MOXYTh CIY>KUTH $K TOBIJOMJIGHHSM, Tak 1 KoHTeiHepoM. [lopoxHii
KOHTEWHEP BIIHOCUTHCS 10 KOHTeTHEpa 0e3 mprXxoBaHoi 1H(opMallii, ToAl K
3alOBHEHUI KOHTEWHEp (KOHTEMHEp pe3yJbTaTiB) MICTUTh MPUXOBAHE
MOBITOMJICHHS (cTeraHorpamy). MeTta moJsrae B TOMY, MO0 KOHTEHHEp
pe3ynbTaTiB Bi3yaJdbHO, Ha CIyX a00 IHIIMM YWHOM HE BIIPI3HABCS BiJ
opuriHajgbHOrO KOHTeHHepa. Daitn abo 00’€KkT, OTpUMAHUN MICIA
BOY/IOBYBaHHs TOBIJOMJICHHA B ce0e, Ha3MBa€ThCs creraHodaiiaom ado
cTteranoo0’ektoM. Hanpuknan, BOyJZOByBaHHS TOBIIOMJIEHHS Yy  (aiin



300pak€HHS PU3BOIUTH IO CTETaHO300paKEeHHs, BOY/TI0BYBaHHS B TEKCTOBUI
¢aiia mpu3BOANUTH IO CTETAHOTEKCTY TOIIIO.

IcHye 1Ba OCHOBHHUX THIIM KOHTEWHEPIB: MOTOKOBI Ta (PiKCoBaHI.
[ToTokoBUI KOHTEWHEP CKIa/IaeThes 3 O€3MepEePBHOI MOCTIAOBHOCTI 3MIHHUX
0iTiB 6e3 Oyab-akoi CTpyKTypu (QikcoBaHOi OBXHMHU. [loBimoMiIeHHS
YIaKOBYIOThCS B TaKi KOHTEHHEPH B PEXKUMI PEaTbHOTO Yacy, 1 HEBIIOMO, YU
Oyle KOHTEHHEp JOCTaTHHO BEIMKHUM, 1100 BMICTHTH BCE IOBIJOMJICHHS.
Kinbka noBijloMieHb MOKHA BCTABUTHU B OJIMH BEJIMKUHM KOHTEHHep. [HTepBaiu
MK 3allOBHEHUMH CTPYKTYPHMMH €J€MEHTaMd B KOHTEHWHEplI MOXHa
BU3HAYUTH 3a JOTIOMOTOI0 TeHepaTopa TCEBAOBUMAIKOBOI IOCTiTOBHOCTI
(ITBIT) ©Ha ocHOBI 3amaHOro 3akoHY po3monaiay. CHHXpOHI3aIis CTae
npo0IeMOI0 B MOTOKOBUX KOHTEHHEpaX, OCKUIbKM HEOOXIHO BU3HAYUTHU
MOYaTOK 1 KIHEIb MOCHIOBHOCTI. [Ipukiaau MOTOKOBUX KOHTEHHEPIB
BKJIIOUAIOTh MOOUIBHI IPOTpaMu, sIKi I03BOJIIOTH MepeiaBaTh KOH(1ICHIIITH1
po3MoBM ab0 JaHl, 3aMacKOBaHI i 3BUYAHI Tene(OHHI PO3MOBH.
CUHXpOHI3AIII0 BaXKO JOCATTA O€3 3HaHHS CEKPETHOTO KJtoua, 110
MEPEIIKOJKAE BUSBICHHIO SIK BMICTY, TakK 1 (DakTy MPUXOBAHOI Mepeayi.

3 iHmoro 0oky, (hikcoBaHI KOHTEHHEpPHM MarOTh 3a3Jajieriab Bigomi
PO3MIpH Ta XapaKTEPUCTUKH, 1110 I03BOJISIE ONITUMAJIBbHIIIIE BOY/IOBYBATH JIaHI.
VY pelTi YaCTUHU KHUTH FOJIOBHUM YMHOM OOTrOBOPIOBATUMYTHCS (PIKCOBaHI
KOHTEUHEPH.

Konrelinepu  MOXyTh OyTH  OOpaHUMH, BHUMIAJAKOBUMHU  abo
HakJajeHUMU. BuOpaHuii KOHTEHHEp 3aJeXUTh BiJ BOYIOBAHOTO
MOBIJIOMJICHHSI Ta, Yy BHUHSATKOBUX BHIAJKaX, € (YHKIIEIO camMoro
noBiioMJieHHsI. [{eli T KOHTeHepiB OUIbII XapaKTepHU 1S cTeraHorpadii.
Hap’s3anuii koHTeiiHEp Hajgae ocoba, sKa MiJ03pIO€ CcTeraHorpadpiyHy
KOMYHIKAIII0 Ta Ma€ HaMip MOPYIIUTH 1i Y1 BUKOPUCTATHU TSI BIACHUX ITUICH.
Ha npaktumi HaidyacTimie 3yCTpIYarOThCA — BUIIAJKOBI  (CUTYaTHBHI)
KOHTEHUHEPH.

VY creranocuctemi, 300paxkeHii Ha pucyHKy 1.3.1, curnain Bij mxeperna
iHdopmaryi-konteiinepa ([IK) nagxoauts B anamizatop dopmary (AD) i
KoJiep KOHTehHepa B cucteMy mnomnepeanboi oopodku (CIIO). IlomioHuM
YMHOM CUTHAJI BiJ Jpkepena iHpopMmatii npo noBigomienss (JII1) momaerbes
Ha A® 1 koaep nosimomiienb CIIO. AIl BuzHauae cTpykTypy 1Hpopmarlii Ha
CBOIX BXOJaX 1 BHJA€ KEPYyHOYl CUTHAIM Ha BIAMOBIAHI KOJIEPHU IIOI0
HEOOXITHOCTI JOJATKOBHX omepariii komayBaHHs. Komepw KoHTEHHEpIB 1
NOBIAOMJICHb 3a0e3neuyioTh cyMicHicTh ¢opmatiB manux JUI 1 JIIT 13
3acobamMu  mojanbiioi  1UdpoBoi  0OpOOKM B CTEraHOKOAEpi, SAKUU
BUKOPHCTOBYETHCS NIl BOYIOBYBaHHS 1MoBitoMieHHS M B koHTekHep C.



Konep moBimomieHbr MOKe€ BHUKOHYBAaTH JOJATKOBI (PYHKIIii, Taki sK
y3rO/UKeHHsT (QopMmaTy Ta IIH(PPYBaHHS BaXIMBUX MOBIAOMJICHb 3a
nornoMororo kpunrorpadiuyaux kosis. Kimtoui mmdpysanus Km renepyrorses
3a37aJIeTiib, PEECTPYIOTHCS Ta PO3MOBCIOKYIOTHCS MIXK aBTOPU30BAHUMU
ydacHukamu. Kpim Toro, /uis mporecy BOYJOBYBaHHS Ta BHIIyYEHHS MOXKE
3HagoOuTuCs cucreMa creraHokimouiB  Ks. CreraHocucreMu MOXKHA
KJacu(ikyBaTH Ha JBa TUIM Ha OCHOBI THUIy BHKOPHUCTOBYBAaHOTO KIIIOYa:
CEKPETHUH KJII0Y 1 CTETraHOCUCTEMH 3 BIIKPUTUM KiTtoueM. CTEraHOCUCTEMH 13
CEKPETHUM KJIIOYEM BHUKOPUCTOBYIOTH €JIMHUN KIIOY, SIKMM BU3HAYAETHCA
nepex oOMIHOM CcTeraHorpaMaMiu ab0 MEPeTaEThCsl M0 3aXUIEHOMY KaHaTy.
CreraHocucTeMH 3 BIIKPUTHUM KIFOUYEM BHUKOPHCTOBYIOTH PI3HI KIIIOUl IS
BOY/IOBYBaHHS Ta BUJIYYEHHS IOBIJOMJICHb, 1 OJIMH KIIIOY MOXE BUIBHO
nepe1aBaTUCh 10 HE3aXUIIIEHOMY KaHaly, He JOIYCKalOYd BUBEACHHS 1HIIIOTO
KJIFOYa NUISIXOM OOYHUCIIEHb.

MoHa BUKOPHUCTOBYBATH CEKPETHUM aJTOPUTM, TAKUW SIK TEHEPATOP
ncesaoBunankoBux  0iTtiB  (IIBII).  Bucokoskicamit  TIBII,  sxwui
BUKOPUCTOBYETHCSI B CHUCTEMaxX 3axHCTy 1H(opMallii, MOBUHEH BiJIMOBIIATH
NEBHUM BHMOTaM, BKJIIOYAIOYM KpunrTorpadiyHy CTaOlIbHICTh, XOpOIIl
CTaTUCTUYHI BJIACTUBOCTI, TPUBAJIMMN MEpIOj F€HEPOBAHOI MOCIIJOBHOCTI Ta
e(eKTUBHY peanizaliro anapaTHOIro/mpOrpaMHOro 3a0€3IeUeHHS.
Cratuctuuno  (kpunrorpadiuno) 3axumenuid [IBII  He  moBuHeH
JIEMOHCTPYBAaTH >KOJHUX BHSBJICHUX IIaOJOHIB 1 IOBUHEH TE€HEpyBaTU
CTATUCTHYHO HE3AJIC)KHI ICEBIOBUITAIKOBI MOCTIIOBHOCTI MpH 1HIIaTi3aIii
BUIIAKOBUMH 3HAYCHHSIMH. [1]

VY crera”orpadii mpuxoBaHa iH(pOpMalisl BBOAUTHCS IUIIXOM
mMoaudikailii 0iTiB y KOHTEHHEpI, sIKI CYyTTEBO HE CIOTBOPIOIOTH HOTO BMICT.
[{i moaudikoBani OITH YTBOPIOIOTH cTeraHomnar. BijgcoTrok 3amiHeHUX OITiB
CTETaHOKOHTEWHEpa BIJHOCHO MOro 3arajbHOro 00’€My HAa3MBAaEThCA
1H(OpMAIIHOIO EMHICTIO CTETaHOMATI1.

VY creranokonepi creraHorpagiunuii anroput™ (CA) 1, MOXIIHUBO,
cuctema kmoviB (Ks) BuszHauaroTh enemeHTH KoHTehiHepa C, B sKuH
BOy/nmoBaHO ToBioMJIeHHS M. MoaudikoBaHi eJleMEHTH KOHTEWHepa
YTBOPIOIOTH cTeraHorpaiyHuil KaHa (CTeraHoKaHa), SIKUil CTBOPIOETHCS Ha
OCHOBI BIIKDHUTOTO KaHally, 13 3allOBHEHHMM KOHTEUHEPOM S SIK BXOJOM.
Crpareriss BOyJJOBYBaHHS €JI€MEHTIB MOBIJOMJICHHS B KOHTEHHEp BU3HAYae
MeToau cTeranorpadii, siki MOXKHa 3rPYIyBaTh Ha OCHOBI 00paHoro (hopmarty
daiiny sk konTeiHepa.[9]

[Ilo6 36epertu ILTICHICTE BOYJOBAHOTO TOBIJIOMJICHHS, MOXHa
3aCTOCYBaTH TaKl 3aX0., sik nepeBipka kogoM CRC abo meTonu KoayBaHHS,



3axXUIIEeH] BiJ] BTpy4aHHs, 0COOJIMBO KOJIM KOHTEHHEP 3a3HA€ IEPETBOPEHD Mij
Jac rnepenayi, TAKUX K CTUCHEHHsI a00 MepeTBOpPeHHs popMarTy.

VY cTeraHoJeTeKTOopl BU3HAYAETHCS HASBHICTh NPUXOBAHUX JAHUX Y
MOYKJIMBO CITIOTBOPEHOMY KOHTeHHepi. CIIOTBOPEHHSI MOXKYTh BUHUKATH Yepes
MOMHJIKA KaHally 3B’SI3Ky, omneparii oOpoOKM CUTHaTy, HAaBMHUCHI aTaku Ta
iHIN Qgaktopu. Xoya pO3MIIA]l CUTHAIBHOTO KOHTEWHEpa SIK J0JIaTKOBOTO
IIyMYy € MOIIKUPEHUM y 0araThO0X MOJENSX CTEraHOCHUCTEM, BiH HE BPaXOBY€
HEBHITAJKOBY TMPUPOAY KOHTeiHepa ab0 BHMOTM LIOJO0 MiATPUMKH HOTO
sakocTi. Tomy OuIbll e(pEeKTHBHI CTETaHOCHCTEMH MOXXHA MOOyIyBaTH,
BpPaxoBYIOUH 111 (pakTOpH.

CreraHofieTeKTOpH MOXKYTb OyTH po3poOJieHI BUKIIOYHO IS
BUSIBJICHHSI HAsBHOCTI BOYZOBAaHOTO TOBIJJOMJICHHS a0o0 /sl BUJIYYCHHSA
HOB1IOMJICHHS 3 KOHTEMHEpa CTEraHoJIeK0Iepa, 3aJIeKHO B Mepe1dauyBaHOi
METH.

1.4 Knacudikania creraHorpadgiyHux MeTOiB
MPUXOBAHHA JaAHUX

binbiiicte METOIB KOMIT' FOTEPHOI cTeraHorpadii 6a3yroThCsi Ha JIBOX
dbynnameHTanbHuX npuHiMnax. [lo-nepuie, Taki ¢ainm, sk 300paxeHHsT YU
ayJlio, MOKHA MEBHOIO MIPOI0 3MIHIOBATU 0€3 BTPATH iX (PYHKIIOHATBHOCTI.
[To-gpyre, mOUyTTS CEpeAHBOI JIIOJUHU HE B 3M031 HAJIIMHO BUSIBUTU HE3HAYHI
3MIHM B TakMX 3MIHEHUX (ailiax, 1 HeMae CrelialbHUX 1HCTPYMEHTIB JJis
€(heKTUBHOTO BUKOHAHHSI 1IbOTO 3aBJaHHSI.

Komm'totepra creranorpadis B OCHOBHOMY TIpaIloe B Meia-
cepelioBUIAX, SKI  MIATPUMYIOTbCS  CY4aCHUMH  OOUYHCIIOBAJIbHUMU
NPUCTPOSIMU  Ta 1HGOPMAIIHHUMU MepexaMu, 0[O0 J03BOJIsi€e LUPpPOBE
IpeACTaBICHHS BChOro iH(oOpMaIliiiHoro cepenoBuina. OyHIaMEHTATBHUN
miaxin y peamsaiii MeTomiB creraHorpadii B pI3HHX MYJIbTUMEIIHHUX
CepeloBHUIlaX Mojsirae B ieHTUdiKkaiii He3HAaUHUX (parMeHTiB 1 3aMiHl iX
1CHYI040i 1H(pOopMaIlli TPUXOBaHOIO 1HPOPMAIIIEIO 32 TOTMTOMOTOI0 CTIEIIaTbBHUX
anroputmiB abo MeroaiB. Lli ¢pparmMeHTH, IKi HE € KPUTUUYHUMU JJI TIEBHUX
KaJpiB JIaHUX, 3aMIHIOIOThCS KOMIIOHCHTaMH INpuxoBaHoi iHdopmarii. ITix
dpeitMoM y IbOMY KOHTEKCTI PO3YMI€ThCS TIEBHA YacTHUHA 1H(OpMAIIHHOTO
CepelloBUIA, IO BUIAUIIETHCS CBOIMH XapaKTepHUMU O3HakamMu abo
CEeMaHTHYHUMHU XapaKTepUCTHKaMu. Hampukman, okpeme 300pa)keHHS,
3BYKOBUH (haiin abo BeO-CTOPIHKY MOXKHA pO3TIISAATH SIK (hpeiim.



[cHyroul MeToaun KoMI I0TepHOI cTeranorpadii MoxkHa kinacudikyBaTu
HAa TpU KaTeropii Ha OCHOBI BHOOpPY KOHTEWHepa: CyporaTHI METO.H,
CEJICKTMBHI METOJM Ta KOHCTPYKTHUBHI METOIH.

CyporatHi MeTO/ i1, TaKOX B1JOMI SIK HEITOBHOILIIHHI a00 ep3all-MeTOIH,
HE HaJaloTh MOXIMBOCTI BHOOpY KOHTeiHepa. HaTomicTe BuOHMpaeThCs
nepuni 13 HalKpalux JOCTYIMHUX KOHTEHHEpIB, KA 4acTo MoOXe OyTH
HEONTUMAJILHUM JIJIs1 TPUXOBAHHS MOB1IOMJICHHS TIEBHOTO (hopmary.

BubipkoBi MeTOIM MPUMYCKaIOTh, 110 MPUXOBaHE MOBIJOMIICHHS Mae
MOBTOPIOBATH KOHKPETHI CTATUCTUYHI XapaKTEPUCTUKH IIyMYy KOHTEHHepa.
['eHepyeThCs KinbKa albTePHATUBHUX KOHTEHHEPIB, 1 HAHOUIBII ITi IXOISIIAN
JUIS KOHKPETHOTO TOBIJOMJICHHS BUOHMPAETHCS IIISAXOM BIIXHUICHHS abo
nopiBHAHHA Xem-pyHkiid. KoHteitHep, xem-QyHKINA SKOro HalKpaiie
BIIMOBIAA€ Xem-PyHKIII MOBIIOMJICHHS, BHOUPAETHCA JJIS MPUXOBYBAHHS
MOBIJOMIJICHHS, Yy  pe3yibTaTl 4oro BUOpaHM  KOHTEHHEp  CTae
cTeranorpamoro.[1]

KOHCTpYKTHBHI METOAM BKJIIOYAIOTh CTBOPEHHS KOHTEHHEpa B camiil
CTeraHocucTeMi. ICHYIOTh pi3HI BapiaHTH peajizailii, HampuKIaa IMiTals
IyMy KOHTEIHepa 3a I0IOMOI0l0 IPUXOBAHOIO MoBioMieHHs. [Iponenypu
BUKOPHUCTOBYIOTHCSl ISl KOAYBAaHHS MPUXOBAHOTO TMOBIJOMIICHHS B IIIyM,
30epiratouu BUXIJHY MOJIENb WIyMy. Y JeSKUX BUIAJKaX HA OCHOBI MOJENI
IIyMYy MO>KHa CKOHCTPYIOBATH I[1J1€ ITOBIJOMJICHHS.

Taxum 4rHOM, METOIM KOMIT FOTEPHOI cTeraHorpadii BUKOPUCTOBYIOTh
Moaudikaiio muppoBux (HansiB 1 BAKOPUCTOBYIOTh OOMEKEHHS JIFOJCHKOTO
CHOPUMHATTS 17151 €(PEKTUBHOTO MPUXOBYBaHHs 1H(Gopmarlii. Bubip koHTeitHepa
3aNeKUTh BiJ] BUKOPHUCTOBYBAHOTO METOJY, MOYMHAIOYU BiJ TOIMEPEIHBO
BU3HAYECHUX KOHTEHHEPIB 1 3aKIHYYIOYH IMHAMIYHO CTBOPCHUMH.
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1.4.1 Kinacudikaiist METOZIIB KOMII FOTEPHOI cTeraHorpadii

Meroau uisi TTOTOKOBUX KOHTEHHEpIB 1 (PIKCOBAHMX KOHTEHHEPIB
BIJIPI3HSIIOTHCS CITIOCOOOM JIOCTYIY JI0 MMPUXOBAHOI 1H(pOpMAIIii.

Konrelinepu MOXyTh OyTH OpraHi3oBaHli CHUCTEMaTH4YHO abo
HECUCTEMATU4YHO, TMOJIOHO N0 KOAIB BumparieHHsA. CucTemMaTUyH1
KOHTEHHEpPU MaioTh OITOBY CTPYKTYpY, SKa JIO3BOJIIE  YHIKAJIBHO
11eHTHIKYBaTH KOHKPETHI MICIf, J€ MpUXOoBaHO iHGOpMaIliitHi 0iTh
(akTHUHOTO MOB1TOMJIEHHS. Pelita pparMeHTr KOHTEHepa Cily)KaTh ITyMOM,
AKUI MacKye CTeTaHOTpaMy, sSIK 1€ BHIHO B KJIACHYHOMY METO1 MOJOJIINX
01TiB. Ha BigMiHY BiJ 1IbOTO, HECUCTEMATUYHI KOHTEHMHEPU HE MAIOTh I[LOTO
MOJIUTY, BUMararouu oOpoOKH BChOT0 KOHTEHHEpa /sl BUWIyUYEeHHSI TPUXOBAHO1
iH(dOopMmarrii.

Meronu creranorpadii MokHa Ki1acH(piKyBaTh Ha JIBa OCHOBHI KJacH
Ha OCHOBI MPUHLHUITY IPUXOBYBAHHS: METOAM MPSIMOI 3aMIHH Ta CIIEKTPaJIbHI
MeTonu. MeToau  mpsMOi  3aMIHM  BUKOPUCTOBYIOTH — HaJIMIpPHICTD
1H(OpMAIIIHHOTO CepeIoBHUIIA KOHTEHHEpa B MPOCTOPOBIH (7151 300paxeHb
abo TekcTy) abo yacoBiil (s 3ByKy) obnacTi. Bonu nepenbavaroTh 3aMiHy
HE3HAYHOI YaCTMHU KOHTEHHepa Ha (parMeHTH CEKPETHOTO TMOBIIOMIICHHS. 3
1HIoro  OOKy, CHEKTpaJibHI METOAM BHUKOPHUCTOBYIOTH  CIIEKTPAJIbHE
MIPE/ICTABJICHHS €JIEMEHTIB KOHTEWHepa, o0 nmpuxoBaTtu gaHi. [{[boro moxxHa
JOCSITTA IUJISXOM  MaHIMyJTIOBaHHS Koe(]illieHTaMu, OTPUMAaHMMH 32
JIOTIOMOTOI0 JUCKPETHUX KOCHHYCHUX TMEPEeTBOPEHb, mepeTBopeHb Dyp’e,



neperBopeHb Kapxynena-Jloesa, mepeTBopeHb Anamapa, nepeTBopeHb Xaapa
Ta 1HIUX.

OcHoBHUM (DOKYyCOM KOMIT'IOTEpHOI cTeraHorpadii € BHUKOPHUCTAHHS
HAJMIPHOCTI MOPOKHBOIO KOHTEHHepa. OMHAK BaXKJIMBO BPaxOBYBAaTH, IO
MPUXOBYBAaHHS 1H(OpMAIIl MOXKE CIIOTBOPUTH CTATUCTHYHI BIACTHBOCTI Ta
CTPYKTYpPY KOHTEHHEepa, MOTEHIIHHO BUSBUBINHM 03HAKH (hanbcudikarii. Tomy
CJiJ] BpaXOBYBaTH MIHIMI3AIli0 [IUX IMOKA3aHb.

Oxkpema rpyna creraHorpagiyHux METOAIB BUKOPUCTOBYE crierudidHi
BJIacTUBOCTI (opMmatiB (aitmiB. Lle BkiIroyae po3mIMpeHHs 3ape3epBOBAHUX
noniB y dainax, skl 3a3BUYail 3aMOBHIOIOTHCS HYJSMH, CICLiabHEe
¢dbopmaryBaHHs qaHUX (IEPEMIIICHHS CIIiB, peueHb, ab3a1liB a60 BUOip MEBHUX
MO3UIIIN CUMBOJIIB), BUKOPUCTAHHS HEBUKOPHUCTAHMX OOjlacTeld mam’sTi Ha
Mar”HiTHUX, ONTUYHUX a00 HaIMIBOPOBIIHUKOBUX HOCISX, BHJIAJICHHS
3aroJjoBKiB 17ieHTU(ikaTopiB (aitmiB Ta Ouibmie. [{i MeToau 3a3BUYail MarOTh
HU3BbKY CKPUTHICTB, IPOMYCKHY 3AaTHICTh 1 IPOJYKTUBHICTD.

Creradorpadiudi METOAM MOXKHA KiIacU(IKyBaTU BIAMOBIIHO 10 iX
NpU3HAYEHHS, PO3PI3HIIOYM MPUXOBAHY Mepenady 4yu 30epiraHHs JaHuX 1
NPUXOBYBAaHHA JaHUX y HUMPOBUX MeJ1a-00’€KTaX 3 METOI0 IMOJAIBIIOTO
MiATBEPIKCHHS CBOIX MpaB Ha HUX.

3a TUIIOM BHUKOPHCTOBYBAHOTO KOHTEHHEpa creraHorpagiudi MeTOAH
MOJIUISIIOTHCST HA TEKCTOBI1, TpadiuHi, 3BYKOBI Ta ay/10BI3yaJbHi.

[lopanbiie BUBYEHHS OyJe 30CEpeHKEHO Ha creraHorpadiyHux
METO/IaX TPUXOBYBAaHHS JIaHUX Yy CTaTUYHUX 300paKEHHSX, 3BYKOBHX
CUTHaJaX 1 TeKCTOBUX (paitnax.

1.5 IlpuxoByBaHHA  JaHUX Y  CTATHYHHX

300paKeHHAX
JlocmipKkeHHsT KOMIT FOTEPHOI cTeraHorpadii B OCHOBHOMY 30CEpeIKEHI

Ha BUKOPUCTaHH1 300pa’KE€Hb K KOHTEHHEPIB 3 KIIBKOX MPUYHH:

o [lpaktnuna morpeba: icHye BUMOra 3axXUCTUTH HHUPPOBi GdoTorpadii,
rpagiky Ta  BiA€O  Bil  HECAHKIIIOHOBAHOIO  KOIIIOBAaHHSA  Ta
PO3ITOBCIOIKEHHS.

e Benukuii 00csr: 300pakeHHs MaIOTh BITHOCHO BEJIMKUM PO3MIp JaHUX, 110
JI03BOJIIE BOYJOBYBaTH 3HauyHI OOCSITM TpuxoBaHOi iHdopmalii ado
T1IBUIILY€ HAJIIHHICTh BOYOBYBaHHSI.

o @ikcoBaHWI pO3MIp KOHTEHHEpa: 300paK€HHS MAalOTh 3a37aJIeTiIh
BU3HAYCHHI PO3MIp, 1[0 yCyBa€ OOMEKEHHS MPUXOBYBAHHS B PEAIbHOMY
Jaci.



e TexcTypHi 007acTi: OUIBLIICT peaTbHUX 300pa’KEeHb MICTATh TEKCTYPOBaHI1
001acTi 3 UIyMOMOJIOHOI0 CTPYKTYPOIO, 110 POOUTH IX MPUAATHUMHU IS
BOYIOBYBaHHSI CeKpeTHOI iH(popmariii.

e UYyTIMBICTh JIOJCHKOIO OKa: JIFOJICBKE OKO MEHII YYyTJIMBE A0 HE3HAUHHUX
3MIH KOJBOPIB 300paK€HHs, SCKPaBOCTI, KOHTPACTy, BMICTY IIyMy Ta
CIIOTBOPEHB 017151 KOHTYPIB, 10 YCKJIQIHIOE BUSBJICHHS 3MiH.

e VYaockoHaleHHS B 00poOii 300pakeHb: Traiy3b 00poOkH HHPpPOBUX
300paKeHh 3HAYHO PO3BHUHYNACH, 3a0e3leuyrodu Jo0pe po3polieHi
METOaH 00pOOKH 300paKEHbD.

Opnak mporpec y aiaropurMax CTHUCHEHHS 300pa’k€Hb CTBOPUB
npoOJsieMu JiJis 3a0€3MeUeHHs CTa0lILHOCTI MPUXOBaHOI 1HpopMarlii. Y mipy
BJIOCKOHAJICHHSI TEXHIKM CTHUCHEHHS CTa€ MEHIIE MOXIUBOCTEH IS
BOYZIOBYBaHHS JOAATKOBUX JaHuX. OTxe, Maxig A0 cteraHorpadii 3MIHUBCS
Bl BOyZOByBaHHS 1H(oOpMalli B He3Hauymil OiTH 10 BOYIOBYBaHHS ii B
HaKWO1IBII BaXKJIMBI 0071aCT1 300pakeHb. L{e rapanTye, 1110 BTpy4aHHs B 111 30HU
pU3BEE 10 MOBHOI Ierpajallii 3aXullleHuX KoHTeHepiB. Tomy npu po3pooiii
CTEraHOrpapiyHUX aJrOPUTMIB CTa€ KPUTUYHO BAXXJIIMBUM BpPaxOBYBAaTHU HE
JMIIE ANTOPUTMHU CTUCHEHHS 300pakeHb, ane W XapaKTEPUCTUKH 30POBOT
cuctemu jmoauau (HVS).

1.5.1 TlpuxoByBaHHSA JaHUX Y IPOCTOPOBIii 00aacTi

300paKeHHs

ANTOPUTMH, PO3TJSHYTI paHilie, BKIIOYAIOTh MpsiMe BOYJIOBYBaHHS
PUXOBAHUX JIAHUX MTOB1JIOMJICHHS B MACHB ITIKCEJIIB OCHOBHOT'O 300payKCHHS.
[lepeBara 1ux anrOpUTMIB TOJSTa€E B TOMY, IO BOHH HE TMOTPEOYIOThH
OOYUCITIOBAJIBHO CKJIAAHUX 1 TPYJAOMICTKHX JIHIMHUX TEpPETBOPEHb s
BOYIOBYBaHHSI.

[Ilo6 npencraButu KOJIbOpPOBE 300paxkeHHs1 C, sike CIYyKUTh HAOOpPOM
KOHTEHHEPIB [JIsi cTeraHorpadiyHOro MPUXOBYBAaHHSA, MU BHUKOPUCTOBYEMO
JTUCKPETHY (PYHKIIIO, KA MpU3HAYa€E KOJIPHUU BEKTOP C(X, y) KOKHOMY
MIKceNno (X, y) 300paxeHHs. 3HAUYEHHsI KOJIbOPY 3a3BHYail MPEICTaBICHO
TPUKOMIIOHEHTHUM BEKTOpOM y mpocTtopi koibopiB RGB. ¥V moneni RGB
OCHOBHHMH KOJIbOPAMHU € YEPBOHHM, 3€JICHUN 1 CUHIN, 1 OyIb-SIKU 1HIIHIA
KOJIIp MOKe OyTH BUpaKE€HUM SIK KOMOIHAITIs IIMX OCHOBHUX KOJIHOPIB. BekTop
KOJIbopy c¢(X, y) y mpoctopi RGB mpencraBisie 1HTEHCUBHICTH OCHOBHHUX
KOJILOPIB.



[ToBigomneHHs BOYIOBY€THCS HUISIXOM MaHIMTyJTIOBaHHS
KoMmoHeHTaMu koJbopy {R(X, y), G(x, y), B(x, y)} abo mpsamoi 3miHH
sICKpaBocCTi 4(X, y), sika BapitoeThbes Bia 1 g0 Le.

3arajpHUNA TPUHIUI JaHUX METOIB IOJIATAE B 3aMiHI HAJIMIITKOBOT,
MaJI03HAvYyI0T YaCTHHH 300pakeHHsI OiTaMU CEKPETHOTO IMOBITOMIICHHS, a
JUTSI BUTOOYBAaHHS TTOBIIOMJICHHS HEOOX1THO 3HATH aJTOPUTM 1/ab0 KIirod, 3a
SKAMH PO3MIIyBajlacsi IO KOHTEMHepy 1HQopmarllis ITPUXOBYBAaHOTO
noBigomieHHs.[9]

1.5.1.1 Metoa 3aminy HaliMeHII 3HAYYIOTO OiTa

HaiiGinpmm  49acTO BHKOPHCTOBYBAHMM METOJOM IPUXOBYBAHHS
creradorpadiyaoi iHdopmarlii B mpocTOpoBild 00JacTi € 3aMiHa HAWMEHII
snauymoro Oita (H3b, LSB).

Y 1mpoMy METOHl 3MIHIOETBCS MOJIOJAIINNA 3HAYYHIUHA OIT KOAY
SCKpaBOCT1 IIKCENs, SIKMM EKBIBAJICHTHUM KpOKY KBaHTyBaHHs. lleit OiT
MOYKHa MOPIBHSTH 3 IIYMOM a00 MOMMJIKOIO KBaHTyBaHHs. Uepe3 oOMekKeHy
YYTJIUBICTh JIIOJCBKOTO OKa 3MIHAa 1bOT0 0OiTa YacTo 3aJMIIAETHCA
HenomiueHo0. OCKUIbKY HA01p HIyMiB 300paKeHHs MOKHA BUKOPUCTOBYBATU
JUTSI TIepeHEeCeHHs O1TIB CTeraHOTpaMu, MOYKHA BOY/TOBYBaTH MPUXOBaHI J1aHi B
300paK€HHs.

Jlist 300paxeHb y BIATIHKAX CIPOTo, J€ KOXKEH MIKCEIb KOIY€EThCS
OJIHUM OalToM, 0OCIT BOYIOBaHMX JaHUX MOXKE Jocaratu 1/8 3arajibHOro
00’emy koHTeitHepa. Hanpukian, y 300paxenus po3mipom 512x512 mikcenis
(3 po3mipom daiiny 256 KiB) moxxkna BcraButu 32 KiB indgopmaiii nuisixom
3aminu LSB. fkmo oaHoyacHO 3MIHMTH JBa MOJIOAIIMX 3HAYYyLIUX OiTa
KOMOIHAIlli KOJy SICKPaBOCTI (1[0 TaKOXX HEMOMITHO MJIS OKa), MPUXOBaHY
€MHICTh MO>XHA MOJIBOITH.

[TonynspuicTe MeTony 3aMinu LSB moscHIOETHCS 10T0 MPOCTOTOIO Ta
MO>KJIMBICTIO MPUXOBATH BITHOCHO BEJHKI 0OCSTH 1H(MOpMAIli B HEBETUKUX
¢aiinax. CTBopeHU MPUXOBAHUI KaHaj 3B's13Ky MOxe 3aiimatu Big 12,5% 1o
25% TpOIyCKHOI 3/1aTHOCTI KOHTEHWHEpa, TOl K MOPOXKHIM 1 3all0BHEHUN
KOHTCHHEpH BUTILIAATUMYTh Maibke iIeHTHUYHMMU. lleli Meron 3a3Buuai
BUKOPUCTOBYETHCS NI PACTPOBUX 300pakeHb y (opMarax CTHCHEHHS 0e3
BTpart, Takux sk GIF, BMP, PNG, PCX Ttouro. OgHak MeToj qyKe 4yTIUBHI
HaBIThb JO HE3HAYHUX CIOTBOpPEHb y KoHTehHepl. I1[o0 3MeHmuTH 110
YyTJIUBICTh, MOJKHA 3aCTOCYBaTH IIONIEPEAHE IMM(PPYBaHHS IPUXOBAHOTO
MTOBITOMJICHHS.

[Tix gac iMmopTy 300pakeHHs KOHTeHHepa B 1okyMeHT Mathcad iioro
CNiJ TIArOTYBaTH Y BIANOBIAHOMY pemakTopi Ta 30epertu sk ¢ain y



MOTOYHOMY poOodyomy KaTano3i mokymenta Mathcad. Pexomenmyetncs
YHUKATH KUPWIMYHUX CHMBOJIIB B ajpeci Ta iMeHl ¢ailry, mo0 3amodirtu
MOXJIMBUAM TpoOjeMaM 13 miATpuMKow kupuiuili. Mathcad miaTpumye Taki
dopmaru, sik BMP, JPEG, GIF, PCX 1 TGA, npu4uoMy Jyist HOCIiB cTeraHorpam
Kpalie BUKOPUCTOBYBaTH ¢opmaTH 0e3 BTpart.

Jlnis npukiiaxy po3risiHeMo cTpykTypy BMP-¢aiiny. Bin ckinanaerses 3
TPHOX OCHOBHMX PO3JILJIIB: 3ar0JIoBKa (haiiny, 3arojloBKa pacTpy Ta pacTpOBHX
JnaHuX. 3arojoBoK (ailily MICTUTH 3araibHy iH(MOpMaIiio mpo daiii, Toal K
pacTpOBHiA 3ar0OJIOBOK MICTUTD TaKl JAeTajl, IK IIUPUHA, BUCOTA, KIJIBKICTh OIT
Ha TiKcenb, TINIHOMHA KOJIBOPY, KOe(DilieHT CTHCHEHHA Toulo. Pozmin
pacTpOBHX JIaHWX CTAHOBHTHh TOJIOBHUHM IHTEPEC, OCKUIBKH BiH MICTHTH
iH(opMarlito po KoJip KOXHOTO TiKcens Ha 300paxkeHHi. Koumip mikcens
BHU3HAYAETHCS KOMOIHAIIE€I0 KOMIIOHEHTIB Y€PBOHOTO, 3€JICHOTO Ta CUHBOTO
KOJIbOP1B, TPUYOMY KOKEH KOMIIOHEHT Ma€ BJIaCHE 3HAUEHHS IHTEHCUBHOCTI B
niana3oHi Big 0 1o 255. Takum YMHOM, KOKEH KOJIPHHUM KaHal BiAMOBIAAE 8
oitam (1 OaifT), B pe3ysbTari 4oro 3arajipbHa rMOuHA Koiabopy 24 Oitu (3
0aitTH) 1151 300paKEHHS.

1.5.2 [IlpuxoByBaHHSI [JaHUX Yy YACTOTHiil o0JacTi

300pasKeHHsI

Sk 3ramyBainocs padiiie, creraHorpagiyHi METOAM, SIKI MPUXOBYIOTh
JaHl B IPOCTOPOBIA 00JIacTI 300paK€HHSI, YYTIUBI JO PI3HUX CIOTBOPEHb,
BKJIFOYAIOYM CTUCHEHHS 3 BTparamu. Jlns MiABUIIEHHS CTIAKOCTI JI0
CIIOTBOPEHBb O1IbII €PEKTUBHUMU € METOJIH, SIKI BAKOPUCTOBYIOTh YAaCTOTHY
00J1acTh JJI IPUXOBYBAHHS JIaHUX.

[cHye Kinbka MIAXOMIB A0 PO3KIAJaHHS 300pa)K€HHSI B YacCTOTHY
obnacth. Jledaki mMOmMpEeHi METOAM BKIIOYAIOTh JUCKPETHE KOCHHYCHE
neperBopenns (IKII), nuckperne neperBopenns dyp’e (AI1D), BeitBuer-
nepeTBopeHHs, neperBopeHHs Kapxynena-JIoe ta inmii. Lli meperBopenHs
MOKHa 3aCTOCYBaTH SIK 0 OKPEMHX YaCTHH 300pa)Ke€HHS, TaK i JO BCHOTO
300paxkeHHs1.[8,9]

Cepen  OpTOTOHAJIBHUX  TIEPETBOPEHb  JTUCKPETHE  KOCHHYCHE
neperBopenns ([IKII) 1 BeiiBneT-mepeTBOpeHHsT HaOyIW MOMYJISIPHOCTI B
cTera”orpadii, 4aCTKOBO 3aBJSKH iX MTUPOKOMY BUKOPHCTAHHIO B CTUCHEHHI
300paxkenb. 117 yac mpuxoByBaHHs cTeraHorpadIyHUX JaHUX A0 300paKEeHHS
0akaHO 3aCTOCYBAaTH TaKe X IMEPETBOPEHHsI, sIke OyJie 3aCTOCOBAHO IMij Yac
MOTEHITIHHOTO CTHCHEHHS 3 BTpaTamu. CreraHorpadidyHUil aJlfOPUTM MOXKE
OyTH CTIMKMM 10 TOMAJBIIOTO CTUCHEHHS 300pa)Xe€HHS, JUIIE SKIIO BiH
BPaXOBY€ XapaKTEPUCTUKU KOHKPETHOTO aJrOpUTMy CcTUCHeHHs. Hanpuknan,



JKII € ocunoBuum y crtucHenHi JPEG, Toai sik BelBIeT-mepeTBOPEHHS
BukopuctoByetbcs B JPEG2000. Opnak creraHorpadiuHuii  ajaropurM,
3aCHOBaHMI Ha BEUBIIET-TIEPETBOPEHHI, HE 000B’I3KOBO MOKE OYTH CTIKUM
70 AITOPUTMY JHUCKPETHOIO KOCHHYCHOTO CTHUCHEHHA, 1 HaBmaku. BubOip
BIIMTOBITHOTO  METOMy CTeraHorpaiyHOTO TIEpPETBOPEHHS CTAa€  IIe
CKJIQIHIIIUM IIiJ] Yac MPUXOBYBaHHS JaHUX Y MOTOKOBOMY BiJI€0, OCKIUIBKH
QITOPUTMH CTUCHEHHS BIJIEO BKJIIOYAIOTh BEKTOPU KOMIEHcallil pyXy, fKi
HEOOX1THO BpaXOBYBATH JJI CTaOlIBHOCTI.

[MutanHs mouryky cTabUIbHOTO CTeraHorpagpiyHOrO NePEeTBOPEHHS, SKe
3aUIIATUMETHCS  HE3QJICKHUM  BiJl BHKOPHUCTOBYBAHOTO  alTOPUTMY
CTHCHEHHS B Mail0yTHbOMY, 3aJIMIIAE€THCSA BIIKpUTUM. Pi3HI OpTOHOpMOBaHI
neperBopenHs, Taki sk JADII, JIKII, meperBopenHs XapTii, MepeTBOPEHHS
iJ/11ara30Hy TOI0, OYJIM TOCIIIKEHI 3 TOUKH 30py Teopii iHpopmarrii.

Byno po3pobneno 6arato mojened s OIIHKM MPUXOBAHOI €MHOCTI
cTeraHorpaiyHOro KaHajly, 30CEpEKYIOUHCh Ha CTIMKOCTI JI0 arak
CTUCHEHHs 3 BTparamu. OJHa 3 TaKUX MOJEJIel IpeicTaBlieHa B poooTi. Bin
npuryckae BuXiJHe 300paxeHHs KoHTedHepa C, moBIIOMIIGHHS M, sike
noTpiOHO TMpuxoBaTtH, 1 MoaudikoBaHe 300paxeHHs S (creraHorpadiuHui
KOHTelHep), 3agane S = C + M. MoaudikoBane 300paxeHHsI S MOBHUHHO
BI3yaJIbHO HE BIJPI3HATUCA B1J OpPHUIIHAJIy Ta MOKE 3a3HABAaTU CTUCHEHHS 3
BTpaTamu B creranorpadiunuii kanai: S = O(S), ne O — onepatop CTUCHEHHS.
3aBaaHHs OJep)KyBaya IMOJISITa€ B TOMY, 11100 BUTITTA BOYI0BaH1 OITH JaHHUX
M 3 oTpuMaHOrOo KOHTEWHepa S 1 PEeKOHCTPYIOBATU KOIIO BHUXIJIHOTO
noBigomieHas M.[9]

Po3ain 2. Ocob6auBocTi 00poOKu 300pakeHb B
C#

2.1. 3arajibHe MOHATTHA PO MOBY NPOrpamMmyBaHHHA
C#

[IpakTyHa CTOPOHA MPOEKTY pealli3oBaHa MOBOIO MporpamyBaHHs C#
B cepenoBuili Visual Studio 2017 Community Edition. C# — 1e 00’ ekTHO-
OpIEHTOBaHAa MOBa MporpamyBaHHs, po3poOneHa it tatrdopmu NET,
po3pobiena Aungepcom [eiincOeprom, Cxorrom Bintamyrom i Ilitepom
I'onmom mix kepiBHUIITBOM Microsoft Research.

C# mae cunTakcuc, noaionuit 1o C++ 1 Java. Bin mae cyBopy cTaTuuHy
TUII3AIi0, MIATPUMKY TomMop(di3My, TEpPEeBAHTAXKEHHS OIEpaTopiB,
aTpuOyTiB, MO/, BIACTUBOCTEH, BUHATKIB 1 KoMmeHTapiB (opmaty XML.



basytounce Ha Takux moBax, ik C++, Delphi, Module 1 Smalltalk, C# ycyBae
MEeBHI MPOOJIEMHI MOl B PO3pOOIl MPOrpaMHOro 3a0e3MeueHHs, TakKl SK
MHO>XMHHE YCIaJKyBaHHS KJIACIB.

Ictopis C# TicHO moOB'si3aHa 3 MOBOIO MporpamyBaHHs Java. Sun
Microsystems cTBopwia Java i BHpPIMIEHHS MPoOJeM pPO3MOIiICHUX
oOumcieHp M Yac po3kBiTy IHTepHery. Java, 3acHoBana Ha C+t,
Ipe/iCTaBUIIa TaKl MOHATTS, SIK BIpTyajbHa MalllMHA Ta 0alT-KO, 11100 JOCITTH
MAalIMHHO-HE3aJIe)KHOTO BUKOHaHHS. [IpoTe cynoBuii crip Mixk Microsoft 1 Sun
BUHUK, KoJM peanizamiss Microsoft Java BusiBIIaca HeECyMICHOIO 3
He3aIeKHUM Bij 1iaTdopmu xapakrepom Java. Toxi Microsoft Bupimmia
CTBOPUTH BilacHY MoBY C#, sika ycnaaKkyBaja KOHIENI] BIpTyaJlbHOT MAIlTUHU
(cepenoBume .NET) 1 6aitt-kon (MSIL) Bix Java, oqHOYacCHO MOKpAaIIylOUun
0e3neKy Koy Ta CHHparouuch Ha J0cBij Java.

Opnnum 13 HOBOBBeZieHb y C# € MOro mokpamieHa B3aeMoJlis 3 KOJOM,
HAIMMCaHWM Ha IHIIUX MOBaX, IO € KOPHUCHHUM /IS BEJIMKOMACIITaOHUX
npoekTiB. Komu pi3Hi MmoBH npaioroTs Ha ratdopmi NET, .NET 3a6e3neuye
CYMICHICTb IIPOrpaMm, BKIIOYAIOYN TUITH JTAHUX.

C# BBaxaeTbcs (uarMaHcbkoro MoBOK0 Microsoft, sika HIMPOKO
BUKOPUCTOBYE MOXJIHMBOCTI, mpomnoHoBaHi .NET. Xowa iHII MOBH
MpOoTrpaMyBaHHs MiITPUMYIOTHCSI, BOHU BU3HAH1 TAKUMHU, 1110 MAIOTh HEJOIIKH
y BukopuctanHi .NET.

Ha3By «C#» MokHa IHTEpIIPETYBATH K €BOJItOI10 CH++ 1 K MOCUITaHHS
Ha MY3WYHUH CHMBOJ JUIs nie3 (#), moeaHanwmii 3 miteporo C. CtumizoBaHMiA
CUMBOJI «#» OyB npuiinaTuii Microsoft sik Ha3By MOBH .

C# migkpecialoe TOPTATUBHICTh, BUKOPUCTOBYIOUHM MOXJIMBOCTI
Common Language Runtime (CLR). CLR nagae Taki QpyHKIi, ik 30UpaHHs
CMITTS, SIKE OOpOOJISIETHCS CEPeNIOBUINIEM BUKOHAHHS [UJIi  TIPOTrpam,
Hanucanux Ha C# Ta 1HIIKUX MOBax, opieHToBaHMX Ha .NET.

C# niaTpumye pi3HI TUNM JAHUX, BKJIIOYAIOYU CYBOPUM JIOTIYHUM THIL.
Bin cnpusie Ge3nerri, 103BOJISIOUN JiMIlle OE3MEUHI HESIBHI MEPETBOPEHHS 3a
3aMOBYYBAHHSIM 1 IBHO BU3HAYAIOYM BU3HAYCH1 KOPHUCTYBAYEM MEPETBOPECHHS.
MoBa TakoX BKJIIOYAa€ KOBApiaHTHICTh 1 KOHTPABapIaHTHICTh Yy 3araJbHUX
TUIAX 1 BIAOKPEMIIIOE WICHHU NIepepaxyBaHHs B iX BJIaCHY 00J1acTh.

Metonu B C# BU3HAYAIOTHCS B MEKax KJaciB, MOXKYTh MaTH 3HaK abo
0e3 HbOro, MOBEpPTaTH 3HA4YCHHsA a00 OyTH HeailicHMMU. MoBa MIATPUMYE
BIpTyaJIbHI METOAM, METOAMU PO3IIUPEHHS Ta JUHAMIYHE BBEICHHS IS
3B’SI3yBaHHS METOJIB TIIJ] Yac BHUKOHAHHSA. TakoX MiATPUMYIOTHCS
CUHXPOHI130BaH1 BUKJIMKH METO/IB 1 0J10KyBaHHS. BiacTuBOCTI 3a0€31euytoTh
3pY4HHI crociO 1HKANCYy ALl onepailiii Hax aTpudyTaMu Kiacy.



Cunrakcuc C# mae CTpykTypy, moaiOHy Ao iHmuX MoB y ctuii C,
BUKOPHUCTOBYIOUHM KpamnKy 3 KOMOIO JJIs 3aKIHYCHHS PAIKIB KOAy, (irypHi
OYKKH JUISL TPYTIOBUX OIEPaTOpiB Ta i€papXiyHy CTPYKTYpPY 3 METOJaMH B
KJacax i KjlacaMu B IpocTopax iMeH. KBazmpaTHi Ay)KKH BUKOPHUCTOBYIOTHCS
U1 pOOOTH 3 MACUBAMH, X OTOJIOIICHHS Ta JOCTYITY /10 3HAUYEHB 32 1HIEKCOM.

2.2. CepenoBume Visual Studio

2.2.1 3arajbHe NOHATTH PO CepeaoOBHIIE.

Visual Studio — iHTerpoBaHe cepemoBHUINE PO3POOKH MPOrPaMHOIO
3abe3rneueHHs Big ¢pipmu Microsoft. Jlane cepenoBuiiie 103B0JISIE CTBOPIOBATH
PI3HOMaHITHI TMPOTpaMHiI TMPOIYKTH: KOHCOJBHI MpOTpamu, MNPOTrpaMu 3
rpadiuauM iHTepdeiicom, Hampukiaa BikoHHI goaatku Windows Forms, a
takox Web-go1aTku Tomio.

Cepenosumie Visual Studio nmo3Bojisie  po3poOydATH  JOJATKH,
BUKOPUCTOBYIOUM pI3HI MOBH TmporpamyBaHHs: Visual C#, Visual Basic,
Visual F#, Visual C++, Python i T.1. Takox iCHye MOXJIUBICTh PO3POOIATH
nonaTku He Tutbku mig Windows, a 1 mia 1HII MNOMYJSIPHI IUIATQOpMHU:
Android, 10S.

Bepcis Visual Studio Community € aGCcoIFOTHO O€3KOIITOBHOIO JIJIst
Y4YHIB, CTYJE€HTIB Ta PO3POOHUKIB MPOrpaM 3 BIAKPUTUM IPOrPAMHUM KOJOM.

2.2.2. Windows Form Application y Visual Studio.

st ctBopeHHs1 rpadiyHuX 1HTEphENCiB 3a JOMOMOTOK IIaThOopMHu
NET 3acrocoBytotbcs pizHi TexHosorii - Window Forms, WPF, nonatku ais
marazuny Windows Store (nis OC Windows 8 / 8.1 / 10). OnHak HaiO1Ib1II
MPOCTOI0 1 3pydHOr0 Mmiardopmoro goci 3anumaerbess Window Forms a6o
dbopmu.

CtBOpeHHs rpadigHOTO J0IATKY

Jlist cTBOpeHHs rpadiyHOro MPoeKTy HaM Oyze MOTpiOHO cepeoBUIIe
po3pooku Visual Studio. Ilicms ycTaHOBKM cepefoBuIla Ta BCIX i
KOMITOHEHTIB, 3amyctumo Visual Studio 1 cTBopuMO mpoekT TpadigHoro
nonatky. Jns mporo B meHio BuOepemo myHKT File (®Daiur) 1 B migMeHro
BuOepemo New -> Project (CtBoputu -> [Ipoekr). [licns nporo nepen Hamu
BIJIKDUETHCA J11aJIOTOBE BIKHO CTBOPEHHS HOBOT'O MPOEKTY. Y JIIBiM KOJOHIII
Bubepemo Windows Desktop, a B ieHTpasbH1i YaCTHHI cepe]l TUIIB MPOEKTIB
- tun Windows Forms Application i gamo iiomy sikech iM'st B TIOJIe¢ BHU3Y.
Hamnpuknan, mazsemo ioro HelloApp. ITicas iiporo Hatuckaemo OK.



New Project
b Recent Sort by: Default ~| i Search (Ctri+E P~
4 Installed c#
r_] WPF App (NET Framework) Visual CG#
plication with
Windows Forms App (.NET Framework) Visual C# a Windows Form nterface

Console App (NET Framework)

NET Core
NET Standard

Windt
Empty Project (.NET Framework)
WPF Browser App (.NET Framewaork)
b Other Project Types
b Online WPF Custom Control Library (NET Framework)
WPF User Control Library (NET Fr k)
Windows Forms Control Library (NET Framework)

Not finding what you are looking for?

Name HelloApp)

Documents\Visual Studio 2017\Projects - Browse

Solution name: HelloApp Create

Framework: NET Framework 4 - [] Add to

Cancel

Puc. 2.1 CtBOpeHHs IpOEKTY
[Ticns uporo Visual Studio Bigkpue Haml OpoOeKT 3 CTBOPEHUMH 3a
3aMOBYYBaHHSIM (ailiamu:

BikHo BaacTHBOCTEH I'padiunnii nusaiinep popmu
Puc. 2.2 Burnsg Windows Forms Application
binbury wactuny npoctopy Visual Studio 3aiimae rpadiununii quzaiinep,
AKUW MICTUTh GopMmy MailOyTHbOTO TIporpamu. [Ioku BOHA MOPOXKHS 1 Mae
TUTIBKK 3arojioBok Forml. CnpaBa 3HaXOauThCS BIKHO (haiiliB pilieHHS /
npoekty - Solution Explorer (Ornsimau pimienn). Tam 1 3HaXoAsThCA BCI
MOB'sI3aH1 3 HAIIUM JloAaTKoM (aitinu, B Tomy uunchi (aitinu popmu Forml.cs.



Buusy cripaBa 3Hax0IUThCS BIKHO BIacTUBOCTeH - Properties. Tak sik y
MEHE B JaHW MOMEHT oOpaHa ¢opMa SIK €IeMEHT YIPAaBIiHHA, TO B IIbOMY
OJT1 B1JTOOpa)KaroThCs BIACTUBOCTI, MOB's13aH1 3 (hOpMOI0.

Tenep 3HaifieMo B 1IbOMY BiKHI BJIAacTUBICTh (popmu Text 1 3MIHUMO
HOTO0 3HaYeHHS Ha OyIb-SKe 1HIIIE:

Properties

Form1 System.Windows.Forms.Form

2 @

ForeColor ControlText

FormBorderStyle Sizable
RightTolLeft Mo

RightTolLeftLayout False
Text ImageProcessing
UseWaitCursor False

Text

The text associated with the control.

Puc. 2.3 BikHo BinactuBocteit Form
TakuMm yMHOM MM NMOMIHSUIM 3aroioBoK gopmu. Tenep nepeHecemMo Ha
noJie SIKUA-HEOy/b €JIEMEHT YIPaBJiHHSA, HalpHUKiIad, KHONKY. [ns mporo
3Haiinemo B Bl wactuHl Visual Studio Brimagky Toolbox (Ilanens
1HCTpYMEHTIB). HaTucHeMo Ha 110 BKJIAJAKY, 1 Y Hac BIAKPUETHCS IMAHEIb 3
eJIeMEHTaMHu, 3BIJKA MU MOXEMO 3a JOTIOMOT0I0 MULI EpEeHecTH Ha (HopMy
OyIb-SIKUI1 €JIEMEHT:

Toolbox

4 All Windows Forms
Pointer
BackgroundWorker
BindingMavigator
BindingSource
Button
CheckBox

CheckedListBox

ColorDialog

Puc. 2.4 Criucok ejieMeHTiB

3HalieMo cepell €JIeMEHTIB KHOTIKY 1 3aXOIMUBIIH 11 MOKaKYMKOM MUIIII,
nepeHecemo Ha Gopmy. Lle BizyanpHa yacTuHa. Tenep MpUCTYIHUMO JI0 CaMOTO



nporpamyBanHs. Jlomamo HalnpocTimwuii ko Ha MoBi C #, sikuii OM BUBOIUB
MOBITOMJICHHSI TIICJIsI HATUCKAHHS KHOTKU. JIJ1s IThbOTO MU TTOBUHHI MTEPEHTH B
daiin koay, AKWi MoB's13aHUH 3 1i€r0 popMoro. SKIO y HAC HE BIIKPUTHH (aiin
KOy, MU MOXXEMO HAaTUCHYTH Ha (JOpMY IPaBOIO KHOIMKOK MHIII i B MEHIO
Bubpatu View Code.

OpHak CKOPUCTAEMOCS I1HIIMM CHOcOOOM, MmO He mucatu OaraTo
3aifBoro komy. HaBememo Kypcop MUII Ha KHONKY 1 KJIallHEMO IO Hil
NOJBIMHUM KJAaHHSIM. MM aBTOMATHYHO TMOTparuisieMo B Gala KoIy
Forml.cs.

JlogaeMo BHBIJ HOBIJOMJICHHS IIiCIIS HATHCKAHHS KHOIKH, 3MIHHBIIH
KOJ HACTYITHAM YHHOM:

buttonl Click( sender, EventhArgs

Show( "MpueiT™);

Puc. 2.5 Ilporpama BUBOAY MOB1IOMJICHHS

3anmyck nporpammu

o0 3amycTUTH MOJAaTOK B PEKMMI HAIArOJKEHHS, HATHCHEMO Ha
kiaBimy F5 abo nHa 3enmeny crpinky Ha naneni Visual Studio. ITicas uporo
3alyCTUTHCS Hama (popma 3 CaMOTHBOIO KHOTIKOIO. | SIKIIIO MM HATHCHEMO Ha
KHOIIKY Ha (hopmi, To HaM OyJie BiI0Opa)KeHO MOB1IOMJICHHS 3 TPUBITAHHSM.

Puc. 2.6 PesynbraTt nporpamu
[licns 3amycky mporpamMu CTyJis KOMIIIOE #oro B (daiin 3
PO3IIMPEHHIM exe. 3HAUTH NaHui ¢aill MokHa, 3aiIIOBIIH B MANKy MPOEKTY
1 qami B katanor bin / Debug a6o bin / Release



2.3. IlepeBaru Ta HexOJIKH 00POOKM 300paKeHHA B
C#

OpnHuM 3 HaWOLTBIINX HEAOJIKIB poOOTH 13 300pakeHHsIM Y MOB1 C# €
BIJICYTHICTh BOYJOBaHUX METOAIB Horo oOpoOku. Yepe3 1€ JOBOAMTHCS
CTBOPIOBATH BCE 3 HYJIA 1 1€ IOBOJII HE3PYUHO.

Ane, He 3Baxkaroun Ha 11e y C# BITHOCHO TIPOCTHUH MOPIT BXOHKEHHS, 110
J1a€ MOKJIMBICTh HOBAYKaM HIBUIIE OCBOITHCH 3 poO0TOI0. Takox nmepeBaroro
€ JIOBOJII BEJIMKHM (DYHKITIOHAJ, 3a JIOMOMOTOI0 SIKOTO MOJKHA pealli3yBaTu
nporpaMu 3 €()eKTUBHUMHU CIIocobamMu 00poOKH 300paKeHb.

2.4 3arajgbHe NMOHATTS NMPO MOBY NPOrpPaMyBaHHS
Python

Python — 1we inTepnperoBana, 00'€KTHO-OpIEHTOBaHA MOBA
TIPOTPaMyBaHHS BHCOKOTO piBHA 3 JWHAMIYHOIO CEMAaHTHKOI. Moro
BHCOKOpPIBHEBI BOYZOBaHI CTPYKTYpH HAHUX Yy MO€JHAHHI 3 JUHAMIYHUM
THUII3AIEI0 Ta JUHAMIYHUM 3B’ SI3yBaHHAM POOJISATH HOTO JTyKe MPUBAOIMBUM
JUTS IIBUAKO T PO3pOOKH TOAATKIB, a TAKOXK JIJIs1 BUKOPUCTAHHS B SIKOCTI MOBH
crieHapiiB a00 CKJICIOBaHHS JIJIs 3’ €IHAHHS ICHYIOUMX KOMIOHEHTIB. [IpocTuii,
JIETKUM y 3acBO€HHI cuHTakcuc Python minkpecitoe untaGenbHICTD 1, OTXKE,
3HIDKYE BUTPATH Ha 00CIyroByBaHH rporpamu. Python mintpu m y € monymi
Ta MAKyHKH, [0 CIIPUSE€ MOAYIBHOCTI MPOTrpaM 1 MOBTOPHOMY BUKOPUCTAHHIO
kony. IaTepnperatop Python 1 Benuka crangaptHa 6101i0TeKa TOCTYMHI Y
BUXI1JHIM a00 ABIMKOBIN (hopMi OE3KOIITOBHO ISl BCIX OCHOBHUX MIATHOPM 1
MO>XYTb BUTBHO TIOIIUPIOBATHCS.

Cnouatky Python OyB po3poOieHuil sk HaB4YaJibHa MOBa, ajieé HOTO
IPOCTOTa BUKOPUCTAHHS Ta YUCTUW CUHTAKCUC MPUBEIU JI0 TOTO, IO HOTO
CIIPUMHSIIN SIK HOBAYKHU, TaK 1 ekcrepT. Yuctora cuHTakcucy Python 3mycuna
JEeSIKNX Ha3WBaTH WOTO «BUKOHYBAHMM TICEBJAOKOAOM», 1 CHaBidi, 9acTo
Habararo Jermie MpoYuTaTH Ta 3po3yMmiTu creHapiit Python, Hix uurtatu
noaiOHUH ClieHapii, HamMcaHu, ckaxiMo, Ha C.

Takox ofHa 3 TOJOBHUX TEpeBar JaHOi MOBH € 11 O10JTIOTEKH, SIKUX €
ny’ke Oarato 1 B 0araTbOX HampsIMKax, sIK 4acoOBl psau, HEMPOHHI MEpEexi,
MareMmaTuka, o0poOka 300pakeHp Ta Oarato iHImMX. J[Jis cBo€i poboTu s
BUKOPHUCTOBYIO 610110TeKy OpenCV.

OpenCV — ne kpocmiardopmHa 010110TeKa, 3a JOMOMOTOIO SKOI MH
MO>KEMO PO3POOJISITH MPOTPaMH KOMIT FOTEPHOTO 30py B PEXKHMI peaabHOTO
yacy. B ocHOBHOMY BiH 30cepeKeHH Ha 00poOI11i 300pakeHb, 3aXOIJICHH] Ta
aHaji3l BIJIEO, BKJIIOYAIOYM Takl (yHKLII, SK BHUSBIEHHSA OOIMYuYsd T a



BUABIIEHHSI 00’ekTiB. Came yepe3 ii 3py4yHICTh pOOOTH 13 300paKEHHSAMU S
oOpas 1i.

Pozaia 3. PesyabTaTu podoTu

Y TOpakTUYHIN YacTHUHI S PO3TISHY 3 METOOU I TPUXOBYBAHHS
TTOB1IOMJICHHSI Ha 300pa)keHH1 Ta MOPIBHSIO iX MK c00010. JIJIsT TOCTiHKEHHS
s B35B BUIIQJIKOBE 300pa’KEHHS 3 IHTEPHETY Ta BUNIAJKOBE MOBIJJOMIICHHSIO

Puc. 3.1 OpnriHanLHé 306};8,)K6HH$I

3aBTpa Oyne 3aBTpa Oyne
COHSIYHA MOroJaa COHSIYHA OroJa

Puc. 3.2 Texctu muist aHanizy

3.1 IlpuxoByBaHHSI NMOBIIOMJICHHHI 3 /J0IMOMOIOI0

METOy 3aMiHM HAUMEHII 3HAYYHI0ro 0iTa

Mertos 3aMiHM HaMEHII 3HAYYHIOTO OiTa € HAWUMOIIMPEHIIIUM Cepell
ICHYIOUMX METOJAIB cTeraHorpaiuHoro TmpuxoBaHHA iH(opMmamii vy
IPOCTOPOBIii 06nacti. Mloro iMrieMeHTalis € BiTHOCHO IIPOCTa, OCKIIbKY HE
notpedye nepeBeeHHs 300pakeHHsl y YACTOTHUN TPOCTIP.



Puc.3.1.1 300paxeHHs 13 3aX0BaHUM MOBIIOMJICHHSM Ha CBITIIOMY
doni

Puc.3.1.2 Bunyuene noBiloMJI€HHs
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Puc.3.1.3 300pakeHHs 13 3aXOBaHUM MOBIIOMJIEHHSIM Ha TEMHOMY
doni

Puc.3.1.4 BunydeHne noBiJoMICHHS

3.2 IIpuxoByBaHHH IMOBIAOMJICHHS 3 J0IOMOIOI0
YaCTOTHOI0 METOAY

VY Bumajaky 3 4acCTOTHOIO (POPMOIO, HA MOTPIOHO CMOYATKY MEPEBECTH
300pake€HHSI 1 TOBIAOMJICHHS B HE, a MTICJIsl BHECEHHSI 3Mi1H BUKOHATH 3BOPOTHY
TpaHcopmariito. Lle MoxHa BUKOHATH PI3HUMHU MeETOAaMHu. Y THeEpIIoMYy
MPUKIIAZL 5 3pO0JII0 11€ OAHUM 3 HAWPO3MOBCIOKEHININX CHOCOOIB, a came
IIIBUIKUM TIEPETBOPEHHSIM Qyp €.



Puc.3.1.4 300pakeHHs 13 3aXOBaHUM MOBIIOMJICHHSIM HA CBITIIOMY
doni
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Puc.3.2.2 BunydeHne noBiJoMICHHS




Puc.3.2.3 300pakeHHs 13 3aXOBaHUM TOBIJOMJICHHAM Ha TEMHOMY
¢don1

Puc.3.2.4 BunydeHne noBiJoMICHHS

Sk MOXKHA TOMITUTH, TIOBIJOMJICHHS Ha TeMHOMY (OHI Maiike He
CTBOPIOE apTedakTu Ha 300pa)KEHH1 1 3UUTYETHCS Kpallle.

3.3 IlpuxoByBaHHSI TOBIIOMJIEHHSI 3 JIOIOMOIOI0

YaCTOTHOI0 METOAY BEHMBJIETOBOIO NEPETBOPECHHS

[Ile omuH TPWKIaJ YACTOTHUX METOJIB € BEHBJICTOBE MEPETBOPEHHS,
SIKE€ € CKJIaHIIIE 32 TIONIEPEHE Y CBOEMY MPOIIeCl MEPETBOPEHHS AaHuX. [{aHe
MIEPETBOPCHHS € YacTillle 3aCTOCOBAaHA y JWHAMIYHHMX JaHUX 4Yepe3 CBOIO
MIPUB’SI3KY /10 Yacy. AJjie BOHO € I0BOJII €(heKTUBHE 1 TPU 00pOOIIi 300pasKeHHS.

1.IlpaBopyuy 300paxkeHHS [0 NPUXOBYBaHHA, B LIEHTPI came
MOB1IOMJICHHSI 1 JTIBOPYY 300pak€HHS BXKE 3 HAHECECHUM IOB1IOMJICHHSIM.



| Apply mode | Read mode Aplly Ext

W Jastpa byze
S (OHAYHA MOToTa

Puc.3.3.1 IlpuxoByBaHHS MOBITOMJICHHS 3 YOPHUM (HOHOM

2.TyT MU 34UTyeEMO BOASHUM 3HAK 13 300paKEHHS.
Apply mode "Readmode | Ext

Jarpa Oyze
CORSTHA HOT01A

Puc.3.3.3 BunydyeHHs noBiIoMJICHHS 3 OLTMM (OHOM



Apply mode |Readmode | Read Ext

Jarpa Oyze

COHA'HA HOI0/1a

Puc.3.3.4 BunydeHnHs noBijioMJieHHs 3 011MM (hOHOM

3.Ha mpoMy pHCYHKY BHJHO, IO Yy 300pakeHHI O3 3HaKy HOro He
BHUABUIIN.
Apply mode Readmode Read Exit

Puc. 3.3.5 Pe3ynbrar 3untyBaHHs 300pakeHHs O€3 MOBIJOMIICHHS

BucHoBku

Ha nouaTky BHKOHaHHS JaHOi poOOTHM OyJIO MOCTaBIEHO JEKUIbKa
OCHOBHHX 3aBJIaHb, a CaMe:
® JIOCIIKEHHS IOHATTS cTeranorpadis Ta creranorpadidti CHCTEMH;
® TIONIYK Ta aHaJi3 METOIB KOMIT FOTEPHOI cTeranorpadii;

e po3poOKa Mmporpam Jjis peajizallii JaHuX METO/IB;
e 00poOka Ta aHaji3 OTPUMAHHUX JIAHHX.

Jlam mpoBeieHo JiTepaTypHUi aHalli3 JaHOT TEMU Ta BUOIp METOIB IS
MPaKTUYHOI pearizamii. S BUpIMB 3ynuHUTUCS Ha 3 MeToJjax cTeranorpadii.
Ile mpocTopoBHii MeTOJI 3aMIHM HaMMEHI 3HA4Yylioro OiTa Ta YacTOTHI
METOM IIBUAKOTO MepeTBopeHHs Dyp’e Ta BeiBiaeToBoro neperpopeHus. Lli
MeTou Oynu oOpaHi A BcebiuHOTO aHammizy nutanHa. Meton 3aminu H3b
Oyno0 BUOpaHO uYepe3 WOro MPOCTOTY, BEIUKY PO3MOBCIOKEHICTh Ta



MPOMYCKHY 3MaTHICTh. Hemomikamu X HOTO € HU3bKa 3aBaJIOCTIWKICTh. 3
YaCTOTHHUX METOJIB Oysi0 oOpano Dyp’e 3HOBY kK TaKu 4epe3 HOro BiTHOCHY
IPOCTOTY, @ BEUBIIETOBE NEPETBOPEHHS, K OUIbII CKIAAHIIINN METO/I.

JlocmDKeHHO 1HCTpyMeHTapid 1y pobotu. BuBUeHO 0COOIMBOCTI
00poOku 300pakeHp 3a monomoror MoBu C# y cepemosumii Visual Studio.
[TokazaHo, 1m0 1S MOBa MpPOTpaMyBaHHs BOJIOJIE€ PSIOM IepeBar. A came:
0araTopyHKIIOHAIBHICTh, MOYKJIMBICTh IIBUAKOI OOPOOKH BEIMKOIO 00’ €My
rpadiyHOro Marepiaay, BHKOPHUCTaHHS MOJYJIbHOI cucTeMu. BuBdeHO
0co0IMBOCTI MOBH MporpaMmyBanHs Python Ta ii mepeBaru, a came mpoctora Ta
HAasIBHICTh BEJIMKO1 KUTLKOCTI 0101i0TeK 17151 00poOIeHHS 300paKeHHS.

CTBOpEHO Ta BUKOPUCTAHO MIPOTPAMHU JIJIsl IPUXOBYBAHHS Ta BUSBICHHS
MOBIJIOMJICHHS Ha 300pa)KeHH1 PI3HUMHU METOAaMHU.

3 [0mOMOror JaHuUX MporpaM MPUXOBAHO Ta BHUSBICHO 2
noBiioMJieHHs. OJIHE TOBIIOMJICHHSI Y BUIJISIII YOPHOTO TEKCTYy Ha OLIOMY
(oH1, 1HIIE MPOTHIIEKHE. 3p00JIECHO 1€ OyJI0 JUIsl BUSBICHHSA, YU BIUIMBAE e
acCHeKT Ha KIHUEBUM pe3ynbTaT. Sk BusBmiIocs, TUIbkU Dyp’e mepeTBOPEHHS
Majo A00pe MOMITHI apTedakTh Ha 300pa)KeHHI MICIs HaHECEHHsS O110TO
300paKeHHsI, YO0 HE MOXHa OyJI0 MOMITUTH Micisi YopHOTO. [HII MeToau
BUSIBUWINCST 33JI0OBUIBHOTO PIBHS, X04a OyJIO NMOMIYEHO IEBHE 3aTEMHEHHS
noBigomsieHHs Ha H3b.

VY nopanbIioMy JOCHIJKEH! TUIAHYETHCS OCHIIUTUA 3aBaJIOCTIHKICTD
JAHUX METOJIB Ta JIMIT MOXJIHMBOI JUIsi IPUXOBYBaHHS iH(opmMalii 6e3
CIIOTBOPEHHS HOCIS.

Cnucoxk BUKOPUCTAHOIL JiTepaTtypu
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JlomaTok A

Kon mporpamm it HaHeCEHHS Ta 34YMTYBAaHHS TOBIJOMIJICHHS

YaCTOTHUM METOJIOM 31 IIBUIKUM NEPETBOPEHHAM Pyp’€

import cv2
import numpy as np
import random
im = cv2.imread("29.png")
cv2.imshow('Original’, im)
cv2.waitKey(0)
cv2.destroyAllWindows()
def in_mes(im, mes, res_p, alpha):
im = cv2.imread(im)
im_f = np.fft.fft2(im)
h, w, ch = np.shape(im)
mess = cv2.imread(mes)
mes_h, mes_w = mess.shape[0], mess.shape[1]
X, y = list(range(int(h / 2))), list(range(w))
random.seed(h + w)
random.shuffle(x)
random.shuffle(y)
tmp = np.zeros(im.shape)
for i in range(int(h / 2)):
for j in range(w):
if x[i] < mes_h and y[j] < mes_w:
tmpl[i][j] = mess[x[i]1[y[il]
tmp[h - 1 -i][w - 1 - j] = tmp[i][i]
res_f = im_f + alpha * tmp
res = np.fft.ifft2(res_f)
res = np.real(res)
cv2.imwrite(res_p, res, [int(cv2.IMWRITE_JPEG_QUALITY), 100])
in_mes(*"29.png","text2.png","res_f.png",5)
res = cv2.imread("res_f.png")
cv2.imshow('Hidden', res)
cv2.waitKey(0)
cv2.destroyAllWindows()
def out_mes(orig, im, res_p, alpha):
orig = cv2.imread(orig)



im = cv2.imread(im)

ori_f = np.fft.fft2(orig)

im_f = np.fft.fft2(im)

h, w = orig.shape[0], orig.shape[1]

mess = (ori_f - im_f) / alpha

mess = np.real(mess)

res = np.zeros(mess.shape)

random.seed(h + w)

x = list(range(int(h / 2)))

y = list(range(w))

random.shuffle(x)

random.shuffle(y)

for i in range(int(h / 2)):

for j in range(w):
res[X[i]1[y[il] = mess[i][i]

cv2.imwrite(res_p, res, [int(cv2.IMWRITE_JPEG_QUALITY), 100])
out_mes("res_f.png","29.png","rez1.png",5)
res = cv2.imread("'rez1.png")
cv2.imshow('Message from image', res)
cv2.waitKey(0)
cv2.destroyAllWindows()

JlomaTok B

Kona nporpamu 1151 HaHECEHHS Ta 3YUTyBaHHS TTOBIJOMJICHHS 3
JIOTIOMOTOI0 METOTY 3aMIHHM HalMEHII 3HAYyIOoTo 0iTa

from PIL import Image
import cv2
def hide_image(source_image_path, secret_image_path, output_image_path):
source_image = Image.open(source_image_path)
secret_image = Image.open(secret_image_path)
# Convert images to RGBA mode
source_image = source_image.convert("RGBA")
secret_image = secret_image.convert("RGBA")
# Resize secret image to fit source image
secret_image = secret_image.resize(source_image.size, Image. ANTIALIAS)
# Get pixel data for source and secret images
source_pixels = source_image.load()
secret_pixels = secret_image.load()
# Iterate over each pixel of source image
for i in range(source_image.width):
for j in range(source_image.height):
# Get RGB values for source pixel
r, g, b, a=source_pixelsli, j]
# Get RGB values for secret pixel
sr, sg, sb, sa = secret_pixels[i, j]
# Replace least significant bit of source pixel's RGB values with secret pixel's RGB values
modified_r = (r & OxFE) | ((sr >> 7) & 0x01)
modified_g = (g & OXFE) | ((sg >> 7) & 0x01)
modified_b = (b & OXFE) | ((sb >>7) & 0x01)
# Update the source pixel with modified RGB values
source_pixels[i, j] = (modified_r, modified_g, modified_b, a)
# Save the modified source image with the secret image hidden
source_image.save(output_image_path)
print("Image hidden successfully!")
def extract_image(source_image_path, output_image_path):
source_image = Image.open(source_image_path)
# Convert image to RGBA mode
source_image = source_image.convert("RGBA")
# Get pixel data for source image
source_pixels = source_image.load()
# Create a new image for the extracted secret image
extracted_image = Image.new("RGBA", source_image.size)



# Get pixel data for extracted image
extracted_pixels = extracted_image.load()
# Iterate over each pixel of source image
for i in range(source_image.width):
for j in range(source_image.height):

# Get RGB values for source pixel

r, g, b, a=source_pixels[i, j]

# Extract least significant bit of RGB values as secret pixel

sr=(r & 0x01) << 7

sg=(g & 0x01) << 7

sb=(b &0x01) <<7

# Set extracted pixel RGB values
extracted_pixels[i, j] = (sr, sg, sb, a)
# Save the extracted secret image
extracted_image.save(output_image_path)
print("Image extracted successfully!")
# Example
source_image_path = "29.png"
secret_image_path = "text2.png"
output_image_path ="res_p.png"
hide_image(source_image_path, secret_image_path, output_image_path)
# Example
source_image_path = "res_p.png"
output_image_path = "p.png"
extract_image(source_image_path, output_image_path)
res = cv2.imread("res_p.png")
cv2.imshow('Marked', res)
cv2.waitKey(0)
cv2.destroyAllWindows()
resl = cv2.imread("p.png")
cv2.imshow('Mark from image', resl)
cv2.waitKey(0)
cv2.destroyAllWindows()

Homatok C

Kon nporpamu i1t HaHECEHHS Ta 3YUTYBaHHS MOBIJJOMJICHHS 3
JIOTIOMOT OO0 BEHBIIETOBOTO NIEPETBOPEHHS

using System;

using System.Drawing;

using System.Windows.Forms;
using AForge.Imaging.Filters;
using System.Collections;
using System.Lingq;

namespace dyplom
{
public partial class Forml : Form
{
Color default_color = Color.FromArgb(64, 64, 64);
Color selected_color = Color.FromArgb(94, 94, 94);

public Forml()
{

InitializeComponent();
ApplySwitch.BackColor = selected_color;

}

private void Clear()

{

ImageBox.Image = null;
WatermarkBox.Image = null;



ResultBox.Image = null;

}

private Bitmap ToGreyScale(Bitmap bitmap)
{
int grey, i, j;
Color color;
Progress.Maximum = bitmap.Width * bitmap.Height;
Progress.Step = 1;
for (i = @; i < bitmap.Width; i++)
{
for (j = @; j < bitmap.Height; j++)
{
color = bitmap.GetPixel(i, j);
grey = (int)((color.R + color.G + color.B) / 3);
bitmap.SetPixel(i, j, Color.FromArgb(grey, grey, grey));
Progress.PerformStep();
}
}

Progress.Value = 0;
return bitmap;

}

private byte getByte(byte[] bits)
{

String bitString = H
for (int 1 = 0; i < 8; i++)
bitString += bits[i];
byte newpix = Convert.ToByte(bitString, 2);
int dePix = (int)newpix * 2;
return (byte)dePix;
}

private byte[] getBits(byte simplepixel)
{
int pixel = ©;
pixel = (int)simplepixel * 2;
BitArray bits = new BitArray(new byte[] { (byte)pixel 1});
bool[] boolarray = new bool[bits.Count];
bits.CopyTo(boolarray, 0);
byte[] bitsArray = boolarray.Select(bit => (byte)(bit ? 1
0)).ToArray();
Array.Reverse(bitsArray);
return bitsArray;

}

private void ReadSwitch_Click_1(object sender, EventArgs e)
{
ReadSwitch.BackColor = selected_color;
ApplySwitch.BackColor = default_color;
GoButton.Text = "Read";
WatermarkBox.Visible = false;
Clear();

}

private void ApllySwitch_Click(object sender, EventArgs e)
{
ApplySwitch.BackColor = selected_color;
ReadSwitch.BackColor = default_color;
GoButton.Text = "Aplly";
WatermarkBox.Visible = true;
Clear();

}

private void ExitButton_Click_1(object sender, EventArgs e)



{
}

Application.Exit();

private void GoButton_Click_1(object sender, EventArgs e)

{

WatermarkBox.Image

secretGreyScale.Width

simple.Height);

newGreen, newBlue);

(GoButton.Text.Equals("Aplly") && !(ImageBox.Image ==

null))

Bitmap simple = new Bitmap(ImageBox.Image);

Bitmap secretGreyScale = new Bitmap(WatermarkBox.Image);

if (secretGreyScale.Height = simple.Height [
I= simple.Width)

{

ResizeBilinear resizeFilter = new ResizeBilinear(simple.Width,

secretGreyScale = resizeFilter.Apply(secretGreyScale);
¥
Color pixelContainerImage = new Color();
Color pixelMsgImage = new Color();

byte[] MsgBits;
byte[] AlphaBits;
byte[] RedBits;
byte[] GreenBits;
byte[] BlueBits;
byte newAlpha = 9;
byte newRed = 0;
byte newGreen = 0;
byte newBlue = 0;
#region Encryption
Progress.Maximum = simple.Height * simple.Width;
Progress.Step = 1;
for (int 1 = @; i < simple.Height; i++)
{
for (int j = 0; j < simple.Width; j++)
{
pixelMsgImage = secretGreyScale.GetPixel(j, i);
MsgBits = getBits((byte)pixelMsgImage.R);
pixelContainerImage = simple.GetPixel(j, i);
AlphaBits = getBits((byte)pixelContainerImage.A);
RedBits = getBits((byte)pixelContainerImage.R);
GreenBits = getBits((byte)pixelContainerImage.G);
BlueBits = getBits((byte)pixelContainerImage.B);
AlphaBits[6] = MsgBits[0];
AlphaBits[7] = MsgBits[1];
RedBits[6] = MsgBits[2];
RedBits[7] = MsgBits[3];
GreenBits[6] = MsgBits[4];
GreenBits[7] = MsgBits[5];
BlueBits[6] = MsgBits[6];
BlueBits[7] = MsgBits[7];
newAlpha = getByte(AlphaBits);
newRed = getByte(RedBits);
newGreen = getByte(GreenBits);
newBlue = getByte(BlueBits);
pixelContainerImage = Color.FromArgb(newAlpha, newRed,
simple.SetPixel(j, i, pixelContainerImage);
Progress.PerformStep();

}
}

ResultBox.Image = simple;

ResultBox.SizeMode = PictureBoxSizeMode.StretchImage;
Progress.Value = 0;

#endregion



else if (GoButton.Text.Equals("Read") && ImageBox.Image != null)
{
Bitmap EncryptedImage = (Bitmap)ImageBox.Image;
Bitmap hiddenImage = new Bitmap(EncryptedImage.Width,
EncryptedImage.Height);
Color pixelToDecrypt = new Color();

byte[] BitsToDecrypt
byte[] AlphaBits;
byte[] RedBits;
byte[] GreenBits;
byte[] BlueBits;
byte newGrey = 0;
#region Decryption
Progress.Maximum = EncryptedImage.Height * EncryptedImage.Width;
Progress.Step = 1;

for (int i = @; i < EncryptedImage.Height; i++)

{

new byte[8];

for (int j = @; j < EncryptedImage.Width; j++)
{
pixelToDecrypt = EncryptedImage.GetPixel(j, 1i);
AlphaBits = getBits((byte)pixelToDecrypt.A);
RedBits = getBits((byte)pixelToDecrypt.R);
GreenBits = getBits((byte)pixelToDecrypt.G);
BlueBits = getBits((byte)pixelToDecrypt.B);
BitsToDecrypt[@] = AlphaBits[6];
BitsToDecrypt[1] = AlphaBits[7];
BitsToDecrypt[2] = RedBits[6];
BitsToDecrypt[3] = RedBits[7];
BitsToDecrypt[4] = GreenBits[6];
BitsToDecrypt[5] = GreenBits[7];
BitsToDecrypt[6] = BlueBits[6];
BitsToDecrypt[7] = BlueBits[7];
newGrey = getByte(BitsToDecrypt);
pixelToDecrypt = Color.FromArgb(newGrey, newGrey,
newGrey);
hiddenImage.SetPixel(j, i, pixelToDecrypt);
Progress.PerformStep();
}
¥
ResultBox.Image = hiddenImage;
ResultBox.SizeMode = PictureBoxSizeMode.StretchImage;
Progress.Value = 0;
#endregion

}

private void ImageBox_Click_1(object sender, EventArgs e)

{
OpenFileDialog ofd = new OpenFileDialog();
ofd.Filter = "Png Image (.png)|*.png| Bitmap Image (.bmp)|*.bmp| Gif
Image (.gif)|*.gif| IPG Image(.jpg) | *.jpg";

if (ofd.ShowDialog() == DialogResult.OK)
{

ImageBox.ImageLocation = ofd.FileName;
ImageBox.SizeMode = PictureBoxSizeMode.StretchImage;

}

private void WatermarkBox_Click_1(object sender, EventArgs e)

{
OpenFileDialog ofd = new OpenFileDialog();

ofd.Filter = "Png Image (.png)|*.png| Bitmap Image (.bmp)|*.bmp| Gif
Image (.gif)|*.gif | IPG Image(.jpg) | *.jpg";



if (ofd.ShowDialog() == DialogResult.OK)

{
Bitmap img = new Bitmap(ofd.FileName);
WatermarkBox.Image = ToGreyScale(img);
WatermarkBox.SizeMode = PictureBoxSizeMode.StretchImage;
}

}

private void ResultBox_Click_1(object sender, EventArgs e)
{

if (ResultBox.Image == null) return;

SaveFileDialog sfd = new SaveFileDialog();

sfd.Filter = "Bitmap Image (.bmp)|*.bmp";

if (sfd.ShowDialog() == DialogResult.OK)

ResultBox.Image.Save(sfd.FileName);

}
}



