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BCTVII

AxtyanpHicTh. OmHMM 13 BaXJIMBUX 3aCO0IB  OTPUMAHHS  IMOCIYT
ayreHTH(diKamii € nudpouit mianuc. JochmimkeHHs eJIEeKTPOHHUX MIiANMUCIB HUHI
HaOyBalOTh aKTyaJIbHOCTI 3 BAHUKHEHHSM KBAaHTOBOTO KOMIT'TOTEPA.

[TosiBa HOBUX OOYHMCITIOBAIBHUX TIIATGOPM, TAKUX SIK XMapHI oOuuciieHHs, 10T,
BUMarae MpUUHATTS BCE OUIBINOI KITBKOCTI CTaHApTIB O€3IeKH, 1110, B CBOIO YEpry,
BHUMarae BIPOBAKEHHS Pi3HOMaHITHOTO Habopy kpunrtorpadiunux npuMmitusiB. Ha
piBHI  OOUMCHIIOBAIbHOI  TIATGOPMH  BUAHO  PI3HOMAHITHICT  MOXJIMBOCTEH
O0OYHCITIOBAIBHOI TEXHIKH, TOYMHAIOUH B1Jl BUCOKOE(EKTUBHUX (Y PEXKUMI PEaIbHOIO
4acy) BIpTyaJli30BaHUX CEPEOBUII, TaKUX SK XMapHI OOYMCIIOBAJIbHI PECYpCH Ta
IIPOrpaMHO BHU3HAYEHI MEPEXI1, 10 CHIIBHO 0OMekeHHX pecypciB miatdopm [oT, mob
peanizyBaTu OaueHHs [HTepHEeTy peuei .

Ile cTBOpro€ TpPyIHONIl MPH PO3pOOI Ta 3AIMCHEHHI HOBHX CTaHAApPTIB
Kkpunrorpadii B OTHOMY BaplaHTI 3A11CHEHHS, OCKIIbKA O0OUYHCIIIOBANIbHI IIAT(HOpMU
TOYHO BU3HAYAIOTH IILJI1 Ta OOMEKEHHSI.

Metoro maHoi poOOTHM € MOCHIIKEeHHS MHUGPOBUX MIAMKMCIB Ta aHali3 ix
0€3MEeYHOCTI.

O6’exTOM IOCIIKEHHS € IU(PPOBUH ITiIITHC.

[Ipeamerom — anropuT™MHu 3a0e3neueHHS OE3eKH 1TU(PPOBOTO ITiAMHKCY.

JI71s1 NOCATHEHHS MOCTaBJIEHOT METH HEOOXI1THO BUPIIIMTH HACTYIIHI 3aBJIaHHS:

1. JocmiauTu TeOpeTH4H1 0COOIUBOCTI MOHSITTS IU(POBOTO I IHCY.

2. PosrmsayTH cdhepy 3acTOCYBaHHH.

3. IlpoanamizyBath MPOTPaMHO-TEXHIYHUN  KOMIUICKC JJIS  3aXHUCTY
iHdopmartii

4. TlincymyBaTu OTpUMaHi pe3yybTaTy.

HaykoBa HOBHM3HA MaHOT pOOOTH TOJIATAE Y TOMY, IO 3a3HABIIU MOAAIBIIIOTO
PO3BUTKY IM(PPOBUIM MiANUC CHpPSIMOBaHUN Ha 3a0e3reueHHs Oe3NeKu JaHuX, 3
3aCTOCYBaHHSIM Cy4YaCHUX BEO-TEXHOJIOTiH; YTOUYHEHO MOHSTTS «IU(PPOBUMA MIAIHCH
Ta MOJAHO aHaIi3 OCHOBHHUX aJITOPUTMIB 3a0e31eueHHs Oe31eKH TaHuX.

[IpakTyHe 3HaYEHHS OACPKAHUX PE3YJIBTATIB MOJIATA€ Y HACTYITHOMY:



. HaBEJICHO KJIacu(iKaIlil0 OCHOBHUX aJITOPUTMIB IIU(PPYBAHHS;

. PO3pOOIEHO CUCTEMY 3aXUCTY AaHUX Ha 0a3i MeTody mu@pyBaHHs RSA.

JIOCTOBIPHICTh TEOPETUYHHUX MOJOKEHb POOOTH MIATBEPKYETHCS CTPOTICTIO
MIOCTAaHOBKH 3a/1a4, KOPEKTHUM 3aCTOCYBaHHSIM MaTeMaTHYHUX METOIIB IIiJ] dac
JIOBEJICHHS HAYKOBUX MOJI0XEHb, CTPOTMM BUBEICHHSIM aHATITUYHUX CIIBBIIHOIICHB,
MOPIBHSHHAM PE3YJIBTATIB 3 BIIOMUMHU.

Crpykrypa Ta 00'eM poboTu. PoboTa ckiamaeTbes 13 BCTYIy, TBOX PO3JLIIB,

OCHOBHHUX BHCHOBKIB IO POOOTI, MEPETIKy MOCHIIAHb.



PO3/ILII 1
TEOPETUYHI OCOBJIMBOCTI ITIOHSATTS LIU®POBOI'O ITIJIITUCY

1.1. TlonsaTTs mudpoBoro mianucy ta chepa 3acToCyBaHHS

[Hudpopuit miamuc - e kpunrorpadivyHuii 3aci0, 110 J03BOJISIE IEPEKOHATHUCS Y
BIJICYTHOCTI CIIOTBOPEHb B TEKCTI €JEKTPOHHOIO JOKYMEHTa, 1, Y BIJIMOBIIHUX
BUIAJKaX, 1ACHTU(]IKYBaTH 0c00y, fKa CTBOpWJIA TaKui MiAMHC. Y PO3BUHEHHUX
KpaiHax CBITY HU(PPOBUH MIANKUC ITUPOKO BUKOPUCTOBYETHCS [1].

ANTOpUTM BUKOPUCTAHHS CKJIAJAETHCS 3 Py ONepaLliid:

- TEHEPYETHCS Mapa KIIOUIB: BIAKPUTUH 1 3aKPUTHUIA;

-  BIAKPUTHM KIIOY TEPEJAEThCS  3alllKaBICHIM CTOPOHI (OAepKyBauy
JOKYMEHTIB, MIAMKCAaHUX CTOPOHOIO, 1110 3reHepyBaia Kitoui);

- BIAIIPaBHUK MOBIIOMJIEHHS IIU(PY€E HOTO CBOIM 3aKPUTUM KIIIOUYEM 1 MEpeaae
OJIep’KyBady IO KaHaJax 3B'SI3KY;

- OJIepKyBad po3IMKU(PPOBYE MOBIJOMIICHHS 3a JOMOMOIOK BIJKPUTOIO KIHOYa
BIJIMPaBHUKA.

CyTh B TOMY, IIO TUIbKM BJIACHUK 3aKpUTOTO KJO4a, TOOTO BiJMIPaBHUK
MOBIJJOMJIEHHS, MO)X€ CTBOPUTH 3alM(poBaHE MOBIJOMIIEHHS, MPH PO3MHU(POBII
SKOTO BUXIJIHUH TEKCT BHUXOAWUTH 3a JOMNOMOIOI BIJIKPUTOrO Kioya. s 1poro
HEMOXKJIMBO BHUKOPUCTOBYBaTH BinkpuTuil kirod. [IudpyBaHHS BHKOPHUCTOBYETHCS
TUTst 3a0e31e4eHHsT KOH(1ASHITIITHOCTI (CEKPETHOCTI) MOBIIOMIICHHS [1].

Jnst mudpyBaHHS TOBITOMJIEHHS BHKOPUCTOBYETHCS Tapa BIAKPUTOTO 1
3aKpPUTOrO KIIOYIB, Taka K, Ak 1 jua ¢opmyBanHs ELIL. [nsg mmdpyBanHs
noBigoMIIeHHS (MOXJMBO, Bke mianucaHoro EIIT) BHKOPUCTOBYETHCS BiIKpUTUN
KJIIOY  ajapecara, 1 OTpuMaHe 3amr@poBaHe TMOBIAOMJIEHHS MOXe OyTH
po3mm(pOBaHO TUTEKH CaMUM aJIpecaroM 3 BUKOPHUCTAHHSIM HOTO 3aKPUTOTO KITFOYA.
HaBiTh BiampaBHHK, SKWWA WIOWHO 3amm@pyBaB MOBIJOMIIEHHS, HE MOXE HOTO
po3mmdpyBaru. Takum YWHOM, MPUBATHUIA KITIOY BiJIPaBHUKA BUKOPHUCTOBYETHCS
JUTSI TIAMKACY TIOBIIOMJICHHS, a BIAKPUTHI KITIOY OJIEpKyBadya BUKOPHUCTOBYETHCS IS

mudpyBaHHs [2].



BianoBinHo, oJep)KyBau BHUKOPUCTOBYE CBIM  3aKpUTHM  KJIHO4 IS
pO3mMGPOBKU, a BIAKPUTHA KIIOY BIAMpPaBHUKA - JJIS TMEPEBIPKH aBTEHTUYHOCTI.
ENIT 1 nmdpyBaHHs MOBIIOMIEHP MOXYTh BHUKOPUCTOBYBATHCS SIK CHUIBHO, Tak 1
OKpeMo, Ha po3cy/l kopuctyBada. Hanpukias, Haka3 qupekTopa opraHizallii IoBUHEH
OyTtu mignucanuii 3a goromororo EIIT myst migTBEepmKeHHS HOTO CIPaBXHOCTI, aie
HE TTOBUHEH OyTH 3amu(poBaHuii.

Ceptudikar kiroua MiJNUACY CIYXHUTh JJI JTOJaTKOBOTO 3aXMCTy BIJKPUTOTO
KIo4a  (MITBEPKCHHS  MPHUHANEKHOCTI  BIAKPUTOTO  KJIIOYa  KOHKPETHOMY
KOpPUCTYBa4€Bi), B pa3i KOMIpoMeTarlii 3aKkpuToro kioya CepTtudikaT BiIKINKAETbCA,
TEPMIH [1i CTaHOBUTH | piK, micas 3akiHYeHHs gkoro CepTudikaT aBTOMATUYHO
NOTparvisie B KaTeropilo HeMIMCHUX 1 moTpiOeH HoBuM ceprtudikar. [ns 3axucry
iHdopmarlii, 1mo MICTUThCA B cepTudikari, BukopuctoByerbcs ELIl wnentpy
ceprudikarii (CC).

[IpuitHaTo KimacudpikyBaTH 3aXUCT JAHUX KpPUNTOTpadiuHUMU METOJaMH B
3aJIEKHOCTI BIJ MICIS 3aCTOCYBaHHsS IIM(pyBaHHS: - pPIBEHb MPOTPaMU; - PIBEHb
(aliJIoBOi CHCTEMH; - MEPEKEBHI PIBEHB; 3aXUCT HA PIBHI MPOrPaMH € ONTUMAILHOIO
B TOMY CEHCi, IO IIHHICTh JaHUX 1 PHU3UKH, TIOB'3aHI 3 TMOPYUIEHHSIMU
iHdopmariitHoi  Oe3nmek, crno4yarky (QOpMyJIOIOThCS Ha  PIBHI  IPOTPAMH.
HesBaxkatounn Ha Te, 1m0 3 3arajdbHOI TOYKH 30py cepBep 0a3 JaHUX MOXKHA
po3mIsAaTh AK JOAATOK IO BiJHOIICHHIO JI0 OIEpalliifHOi CHUCTEMH, SIK MPaBUIIO,
OI3HEC-JIOT1KA 3HAXOIUTHCS BHIIE, HE TUIBKHM HaJ TAOIUIIMHU 1 CTOBIIISIMHU, a M HaJ
NPU3HAYEHUMH JIJI1 KOpUCTyBada cxemaMu. SED-xopouuii npuknaf [2].

Sk mpaBuiao, TOKYMEHT ICHYE€ pPa3oM 3 MOTo €JeKTPOHHOK PEECTPAIiHOIO
KapTkoro. Y mporeci oOpoOKH JOKyMEHTa 10 HBOTO MNPUEAHYETHCS Psi 1HIIUX
00'€KTIB - PE30JIOLIi, TTOB'sI3aHl 3 HUMH 3aBJIaHHS, 3aTBEP/KCHHS Ta MOTO/DKEHb. Y
I[bOMY KOHTEKCT1 YMNPABIIHCHKUN JTOKYMEHT-II€ 3alKcaHa 1CTOpis BUHUKHEHHS,
00poOKM Ta MPUUHSTTA PIMICHHS IIOAO YMpaBiIiHCHKOI mosii. [loBHOBaXkeHHS 11010
OPUMHATTS pillleHb € HaWOUIbII BaXXJIMBUM PECYpPCOM IMiJNPUEMCTBA 1 TMOBUHHI
BIJIMOBIAHUM YUHOM KOHTPOJIIOBATHUCS.

[Ipu cTBOpeHHI 3aBIaHHS TAKOXX HEOOXITHO MaTW Ha yBa3i €IHICTH IIJICH

1H(opMaliitHOT 6€3MeKu, BU3HAUCHUX Y BUIIISAII TPIaJIN:



-I[UTICHICTB;

- KOH(1ICHIIIHICTD;

- TOCTYTIHICTb.

Enexrponnuii 1nudpoBuil miaANMC B OCHOBHOMY BIAMOBIJAE IUISIM 3aXHUCTYy
IUTICHOCTI, @ U(PYBaHHS - UM 3aXHCTy KOH(IAEHIIHHOCTI. [[f0 BIAMIHHICTB CIiA
MaTH Ha yBa3l, HE3BaKalOuM Ha 3arajibHy TEXHOJOTIYHY 0a3y ajisi [UX 3aBIaHb -
apxitektypy Binkputux kimouiB [6 C. 37-39]. IlpusHaueHHs Ta 3acTOCYyBaHHS
€IEKTPOHHOTO MHM(POBOTO MAMKUCY CEICKTPOHHUHN MIANUC TPU3HAYCHUW IS
imenTudikaimii ocobu, ska MiANuUcana eJICKTPOHHUU JTOKYMEHT, 1 € IMOBHOIIIHHOIO
3aMI1HOIO (@HAJIOrOM) BJIIACHOPYYHOT'O MIANUCY y BHUIIAJKaX, MepeadadyeHrX 3aKOHOM
[2].

BuxopucTanHs €J1eKTPOHHOTO MiIUCY JO3BOJISE:

- 3aXMCT BIJ 3MiH (MiApoOKa) TOKyMEHTA: TapaHTisl BUSABICHHS MiIPOOKU IpH
IepeBiplll MUTICHOCTI pOOUTH MiAPOOKY HEIOIIJILHOI B OUIBIIIOCTI BUITA/IKIB;

- HEMOXJIMBICTh BIAMOBHU BiJl aBTOpCTBA. OCKUIBKM CTBOPHUTH MPaBHIbHHIA
MIANUC MOKHA, TUIBKY 3HAKOYM 3aKPUTHI KITF0Y, 1 BIH MOBUHEH OyTH BIJOMHU TIIBKU
BJIACHHUKY, BIJACHUK HE MOKE BIIMOBHMTHCS B1JI CBOTO ITIAMKCY ITi1 JOKYMEHTOM;

-I0Ka30BE€ IMIATBEP/PKEHHS aBTOPCTBA JIOKYMEHTA: OCKUIBKH  CTBOPHUTH
NPaBUWIBHUIN TIAMUC MOXKHA, TUIBKM 3HAIOUM 3aKPUTUN KIIIOY 1 BiH MOBHUHEH OyTU
BIIOMHUI TITBKH BJIACHUKY, BJIACHUK MapH KIIOYIB MOXE JOBECTH CBOE aBTOPCTBO
MIJMKACY 1T TOKYMEHTOM.

3anexHo BiJ AeTajell BU3HAYCHHS IOKYMEHTA, Taki 1o, K "aBTop", "BHECEH]
3MiHM", "TUMYacoBa MiTKa" 1 T.1I., MOXKyTh OyTH mianucani 1o cyti, EL{II-ue neBHa
MOCHIZIOBHICTh CHMBOJIB, SIKa BUXOAWUTh B pE3yJlbTaTl MEBHOTO MEPETBOPEHHS
BUXITHOTO JOKyMeHTa (abo Oyab-skuii 1HmME iHQopMarlii) 3a JOMOMOTOIO
creriagpHoro mporpaMHoro 3aodesnedeHHs. EIIIl momaeTbes mpu mepecwsiaHHI 10
BUXIJTHOTO JOKYMEHTa. byab-sika 3MiHa BuUXiZHOTO mokymeHTa pobutsh EILIIT
HEIMCHOIO.

Ha mnpaxtumi EIII yHikanbHa AJis KOXKHOTO JIOKyMEHTa 1 HE MOxe OyTH
MepeHeCeHa Ha IHIMMKA JOKYMEHT, HEMOXXIUBICTh MAPOOKH EJIEKTPOHHOTO

u(ppoBOro MIAMUCY 3a0€3MeUyeThesl YK€ BEIMKUM OO0CSTOM MaTeMaTHYHHX



o0uuciaeHb, HeoOX1AHUX IS 11 BUOOpy. Takum 4HMHOM, NMPU OTPUMAHHI JTOKYMEHTA,
nignucanoro EIII, omepkyBau Moke OyTH BIEBHEHHMI B aBTOPCTBI 1 HE3MIHHOCTI
TEKCTy IBOTO JAOKyMeHTa. EjexTpoHHMI 1U(POBUI MiANNC BUKOPUCTOBYETHCS IS
MIITBEP/KECHHSI aBTOPCTBA Ta HE3MIHHOCTI 1H(opMaIlii (€IeKTPOHHOTO JOKYMEHTA).
B cuctemi eneKTpoOHHHMX TOPTiB MOCTauyaJbHUK, KU MOJaB LIHOBY MPOIMO3HUIIII0 a00
3asBKy Ha y4acTb B TEHJHEpl, 3000B'A3Y€ThCS MOCTaBUTU TOBapu ab0 MOCIYrd Ha
yMOBax, 3a3HaueHHX Yy Horo mpono3uii. bymyun migmucanum EIII, nana
Mporo3uIliss HaOyBae IOPUIAMYHOTO 3HAYCHHS 1 TATHE 3a COOOI0 BiAMOBINAIBHICTH
BIITIOBIIHO JI0 3aKOHOIaBCcTBa [1].

Takum 4YHHOM, 3aMOBHUK B CHCTEMI EIIEKTPOHHHMX TOPTiB Mae€ CIpaBy 3
peaJbHUMH TPOIO3UIIISIMU, BUKOHAHHS SIKUX TapaHToBaHO 3akoHoMm. EIIII
BUKOPHUCTOBYETHCSI B HACTYITHUX BUIIAJKAX:

- JUIsl eNeKTPOHHUX TOPTiB: MOCTAaYaJdbHUK MOXE IMiIMUCATH 3asaBKy 3
BukopuctandsM EIIIl Ha aykiioHi, 1 1Ie¢ TapaHTy€ IOPUIUYHY 3HAYUMICTH HOTO
MPOIO3HIIi1, 3aMOBHUK MOKE MIANUCATH 3as8BKy 3 BUkopuctanHsaMm EIII, po3mimeny
B CUCTEMI E€JIEKTPOHHHUX TOPTIB.

BuxopuctanHsi €JIeKTPOHHOTO IU(POBOTO MIANMUCY HE 3MIHIOE TMOPSIOK
MIIMUCAHHS JI0TOBOPIB Ta 1HIIMX JOKYMEHTIB, BCTAHOBJIEHUM 3aKOHOM JIJIs BUMHECHHS
PaBOYMHIB Y MHUCHMOBIN (opmi. BucHoBku mo posminy Enekrponnuit nuudposuii
nianuc (ELIT) - mocnigoBHICTS CHMBOIIB, OTPUMaHa B PE3yJIbTaTi KpUnTorpagpiaHOro
MEPETBOPEHHS BUXIAHOI 1HQopManli (kpunrorpadiuHuid 3axucT 1HpopMalli
3aCHOBaHA Ha (YHKI[IOHAJIBHOMY MEPETBOPEHHI 1HPOPMAIIlli 1 BAKOPUCTOBYETHCS IS
MPUXOBYBAHHS 3MICTy 1H(poOpMallii), SKa A03BOJISI€E MIATBEPAUTH LIUIICHICTh 1
HE3MIHIOBAHICTh BUX1IHOI 1H(OpMaIlii. 1151 1H(OopMallisl, a TAKOX ii aBTOPCTBO.

[udpopuii mignuc-me KinmeBa I{udpoBa MOCTTOBHICTh, sSKa 3aJ€KUTh Bif
CaMOro MOBIJOMJICHHSI a00 JOKYMEHTa 1 BiJi CEKPETHOTO KJIIOYa, BIIOMOTO TIIbKH
cy0'exTy TIAMKUCY, MPU3HAYSHOTO NI BCTAHOBIICHHS aBTOpPCTBA. OCKUIbKU U(PpoBUi
MiIUC 3aCHOBAaHUN HAa KPUNTOCUCTEMI 3 BIAKPUTUM KIIFOYEM, HEOOXIJTHO MaTH Mapy
KIIOYIB - CEeKpeTHUH 1 BiaAKpUTH. CeKpeTHUN K04 BHUKOPUCTOBYETHCS ISt
dbopmyBaHHs 1TUGPOBOTO MIAMKUCY, TOMY HOro moTpiOHO 30epiratv B TaeMHHIN. A

BIIKDUTUNA KIIFOY BUKOPUCTOBYETHCS I TEPEBIPKA  BIJIMOBIAHOCTI MIAMHUCY



JTOKYMEHTY, TOMY BiH TIOBUHEH OyTH  OIyOJIKOBaHWM, HampuKIamg, y

3arajbHOIOCTYITIHOMY KaTayo31. eJIeKTPOHHHM 3aXUCT HUPPOBUI TIAMHC

1.2. XapakTepuctrka 0COOIMBOCTEH 3aCTOCYBaHHS LIU(PPOBOTO MiAIUCY

[udpori mianucu 3acHOoBaH1 Ha KpunTtorpadii 3 BIAKPUTHUM KITIOYEM, TaKOXK
BIJIOMIA SIK acUMETpU4Ha Kpurnrorpadis. BUkopucTOByI0UH aaropuT™M BiIKPUTOTO
Kkmoua, Takuii sk Rivest-Shamir-Adleman a6o RSA, reHepyrorbcsi aBa KIiIrOdi,
CTBOPIOIOYM MaTEMaTHMYHO TMOB'SI3aHy Mapy KIIOYIB: OAWH MPUBATHUN Ta OJUH
BIIKPUTHUH .

[{udposi mianucu npamroTh 3a J0MOMOTOI0 ABOX KPUNTOTpadiuHUX KITIOYIB 3
BIJIKDUTUM KITFOYEM, 110 3a0€e3MeuyIoTh B3aeMHy aBTeHTU(]iKalito. st mudpyBaHHs
Ta AemHU(ppyBaHHI 0c00a, sIKa CTBOPIOE LU(PPOBUM MiANKC, BAKOPUCTOBYE MPUBATHUN
K04 JUid  mudpyBaHHS JaHUX, TMOB'SI3aHUX 13 miAnUcoM. €auHMA crnocid
pos3ir@pyBaTH 111 JIaHi - 3a J0MOMOTI'0I0 BIIKPUTOTO KJI0Ua MiAnucyBaya [4].

SIKIo ozmep:KyBad HE MOXKE BIIKPUTH JOKYMEHT 3a JOTIOMOTOIO BiIKPHTOTO
KJIF04a TIANUCyBavya, 1€ BKa3y€ Ha HASBHICTH MPOOJIEMH 3 JOKYMEHTOM a0o
nignucoM. Came Tak 311HCHIOETHCS ayTeHTU(IKALSA TU(PPOBUX ITIMHUCIB.

[Hudpori ceprudikarh, sSKi TaKOK HA3UBAIOTHCSA CepTU(dIKATaMHU BIAKPUTOTO
KJIF0Ya, BUKOPUCTOBYIOTHCS ISl TIEPEBIPKU TOTO, IO BIJKPUTUN KIHOY HAICKUTH
emiteHTy. L{ludposi cepTudikaru MICTATH BIAKPUTHHA K04, iHGOpMALI0 Mpo HOro
BJIACHUKA, AT 3aKIHYCHHS TEPMIHY J1i Ta UPOBHI MIAMKC eMiTeHTa cepTudikara.
Hudposi cepTudikatu BUAAIOTHCA JOBIPEHUMH CTOPOHHIMH LIEHTpAMU CepTH(iKaiii
(CAS), takumu sixk DocuSign a6o GlobalSign, nanpuknan. CTopoHa, 1110 BiANPaBIIse
JIOKYMEHT, 1 oco0a, 10 MiAMUCY€ HOro, MOBWHHI TOTOJUTHUCS BUKOPHUCTOBYBATU
JaHuM HEHTp cepTudikarii .

TexHonoris uu@poBoro miAnucy BUMarae, mo0 ycli CTOPOHU Oyiau BIEBHEHI,
10 0c00a, sIKa CTBOPIOE 300pakKeHHsI MIANKCY, 30epirae CEKpPEeTHUN KIII0Y y TAEMHHIII.
SIKIIO XTOCH IHIIUEI Ma€ MOCTYI 10 MPUBATHOTO KIFOYA MIAIMKCY, L CTOPOHA MOXKE
CTBOPUTH MIaXpanchbKi IUGPOBI MIAMUCH Bij] IMEH1 BIaCHUKA IPUBATHOTO KJTtoda [2].

[udposi mianucu MarOTh HACTYITHI IEPEBATH:



besneka. MoxymBocTi ©Oe3neku BOygoBaHI B UMGPOBI MAMUCH, 100
rapaHTyBaTH, W0 IOPUIWYHUA JTOKYMEHT He Oyde 3MIHEHHM 1 miamucu OyayTh
3akoHHUMH. DyHKIIT Oe3MeKd  BKIIOYAIOTh  ACUMETPUYHY  Kpumnrorpadiro,
nepcoHanbHi imeHTudikamiiai Homepu (PIN-koau), KOHTPOJIbHI CyMH Ta I[UKJIIYHI
nepeipku HagMmipHocTi (CRCS), a Takoxk nepeBipky CA Ta mocTadaibHHUKA JOBIPYUX
nocayr (tsp).

TumuacoBa miTka. lle mo03Bosisie BkazaTu Aary Ta 4ac HUGPOBOro MiAMUCY 1
KOPUCHO, KOJM TE€PMIHH MalOTh BHpIIIAJbHE 3HAUYEHHsS, HANpUKIaL, Mpu OipKOBUX
TOoprax, BUJiadi JIOTepEHHUX KBUTKIB 1 CyJOBUX po3risaax [1].

BusHanuii y BChOMY CBITI 1 BIANOBIAHMI 3akoHOAABCTBY. CraHmapT
iHdpacTpykrypu Biakputux kiaouiB (PKI) 3abesneuye Oe3neduHe CTBOpPEHHsS Ta
30epiraHHs KJIO4YiB, CTBOPEHUX TMOCTAYAIbHUKOM. OCKUIBKH 1U(POBI MiAMHCH
CTalOTh MIKHAPOJHUM CTaHJAPTOM, BCe OUIbIIe KpaiH NPUUMAIOTh iX SIK FOPUIAYHO
000B'SI3KOBI.

Exonomia wacy. Ludpoi mnianucu copouryroTh TPYAOMICTKI MPOLIECH
(13MYHOTO MIANKMCAHHS JOKYMEHTIB, iX 30epiraHHs Ta OOMIHY, JO03BOJIIOYU
MIPUEMCTBAM IIBUIKO OTPUMYBATH JIOCTYT JI0 TOKYMEHTIB 1 MIMUCYBaTH iX.

Exonomisa komtiB. Opraizaiiii MOXyTh nepeiTu Ha Oe3nanepoBuil ¢opmar i
3a0IaAUTH TPOIITi, paHile BUTpadeHi Ha (i3udHI pecypcu, Jac, mepcoHan ta odicHi
NPUMIIICHHS, $KI BHUKOPUCTOBYIOTHCS [IJIi YIOPAaBIIHHS JOKYMEHTaMHU Ta iX
TPAHCIIOPTYBAaHHS.

[To3uTHBHUI BIUIMB HAa HAaBKOJMILHE CEPEAOBUILE. 3MEHIICHHS BUKOPUCTAHHS
nanepy TakoX 3MEHIIY€e KUIbKICTh (DI3MYHUX BIJIXOMAIB, IO YTBOPIOIOTHCA MpPH
BUKOPUCTaHHI TMamepy, Ta HETaTHBHUM BIUIUB TPAHCIOPTYBAaHHS TMarepoBUX
JOKYMEHTIB Ha HaBKOJIUIITHE CEPEIOBUIIIE.

[IpocTexyBanicTh. Ll poBi miAMKUCH CTBOPIOIOTH KOHTPOJIBHUM KypHaI, KU
CIPOIIyE BEACHHS BHYTPINIHBOTO OOMIKY it mianpueMcTB. OCKITBKH  BCE
3aMHUCYEThCS Ta 30epiraeTbCs HUPPOBUM CIOCOOOM, KOPUCTYBay, SKUU IIJIIUCYE
JOKYMEHTH BPYYHY, MAa€ MEHIIIE MOXJIMBOCTEH MOMIIIUTHUCS 200 TIOMICTUTH IIOCh HE

TYIU.



Jns  crBopeHHST 1MGPOBOrO  MIAMNUCY BUKOPUCTOBYETHCS  IMPOTpamMHe
3a0e3MevyeHHs Ui MIAIICY, TaKe K MporpaMa eJIeKTPOHHOI MOIITH, sike 3abe3neuye
OTHOCTOPOHHIH XeIll eIeKTPOHHUX JAHUX, IO MiJJISTal0Th MIHCY.

Xemr-1ie psAgok OykB 1 mudp GIKCOBaHOI JOBKHHH, IO TE€HEPYETHCS
anroput™moM. [[ns mmdpyBaHHS Xenly BUKOPHUCTOBYETHCS 3aKPUTHH KIIFOY TBOPIIS
udpoBoro mianucy. 3amm@poBaHUid XeHI-pa3oM 3 IHIIOK 1HPOPMAIIIEI0, TAKOIO SK
aJTOPUTM XEIIyBaHHs, - 11e U(PPOBUIL MiIHUC.

[TpumunHOIO mMM(pyBaHHS XEITy 3aMiCTh YChOTO TTOBIJOMJICHHS YU JTOKYMEHTA €
T, 0 Xem-(QyHKIIS MOXe MEepPEeTBOPUTH JOBUIBHMM BXia y 3HaueHHS (DiKCOBAHOI
JOBXHUHM, SKe 3a3Buuail Habarato kopotiie. lle eKOHOMUTh dYac, OCKUIbKU
XeIllyBaHHs B1/I0yBaeThCa Habararo MBI, HIXK MIAMHUCAHHS.

3HaueHHs Xelly yHIKaJbHE JUIsl XEUIOBaHUX JaHuX. bydb - sika 3MiHA JaHUX -
HaBIThb 3MiHAa OJHOTO CHMBOJY-NPU3BOAUTH A0 IHIIOTO 3HaueHHA. Llel arpulyt
JI03BOJISIE 1HIIIUM KOPUCTYBa4yaM BUKOPHCTOBYBATH BIJKPUTHUHN KIIIOY MIAMUCYBaya s
pO3MIM(PPOBKYU XEITy sl NEPEBIPKH IITICHOCTI IAHUX.

Axmo po3mmppoBaHUl Xeml 301raerbest 3 APYIMM OOYMCIEHHM XEIIeM THX
caMHX JaHUX, II€ JIOBOAMTH, IO JaHl HE 3MIHMIIMCS 3 MOMEHTY iX MianmucaHHs. Aue,
SKIIO JBa Xe€Ill He 30irarThcs, AaHli abo Oyau SKUMOCh YMHOM 3MIHEHI Ta
CKOMITIPOMETOBaH1, a00 mianuc OyB CTBOPEHUU 3a JOMOMOTOI0 MPUBATHOTO KIIKOYA,
AKUW HE BIANOBIJA€ BIIKPUTOMY KIIOUY, MPEACTABICHOMY TmianucyBadeM. lle

CUTHaJII3Ye€ Mpo npolnemy aBTeHTudikaii [2].

Po3ain 3 3abe3neueHHss KOHPIAEHIIHHOCTI HU(DPOBUX MiAMKCIB

3.1. Anroputmu mmdpyBanHs HUGPOBUX MIAMKCIB

Anroputmu  mMQpyBaHHS TOMIISIOTH Ha aCUMETPUYHI (3 BIIKPUTHUM,
nyOMiYHUM KJIIOYeM) Ta CHUMETpUYHI (3 TPUBAaTHUM, CEKPETHUM KIIHOUEM,
OJHOKIIIOYOB1). ANTOpUTMU IU(PYBaHHS, M0 HA3UBAIOTHCA CHUMETPUYHUMU
0a3yroThCsl Ha NPUHILMII TOTO, IIO 1 BIAIPABHUKH, 1 OJEPKYyBadl KOPUCTYIOTHCS
omHakoBUM 13 modem. TaeMHUN K04 TIOBUHEH TpPUMAaTHCA B CEKpeTi 1
MepenaBaTuch Tak, MO0 3amo0IrTH HOTO MEepeXoIuIeHHs. B pa3i sSKio TaeMHUN K04

3aXMINeHUHN, Mpu po3mubpyBaHHI TOBIIOMJICHHS aBTOMAaTHUYHO aBTEHTU]IKaIis



BIJITPAaBHMKA, TOMY WO CaM€ BIH € BIIACHUKOM KJt04Ya, 3a SKUM MOXJIHBO
sammdpyBata iHPOpMaIlito 1 camMe OTpUMyBa4 Ma€ KIIO4Y, 32 JOTIOMOTOIO SIKOTO
MOkHa AemudpyBaTi moBimomiieHHS. OCKUIbKM BIANPABHUKA Ta OJEPKyBadl €
€IMHUMHU KOPUCTYBayaMH, SKI MalOTh Il CHUMETpPUYHUN KIIOY, MOpU CrpoOi
CKOPHUCTATUCh HECAHKI[IOHOBAHO KIIIOYEM, Oyle CKOMIIPOMETOBAHO B3a€MOJIS JIUIIIE
X JBOX KOpHCTyBauiB. be3rneka 1pOro TUMY CUCTEMHU MIU(PYyBaHHS 3aJEKHUTh Bijl
30€pEKHOCTI 3aXHUILIEHOCT] KIII04a, 1[0 BUKOPHUCTOBYETHCS B aITOPUTMI MU PYBaHHS,
a He BiJ 30epiraHHs B CEKpeTi aJroputMy. 3a3Buuail cumeTpuyHuil Bapiant ELIIT
nepeadayae MPHUCYTHICTh B CUCTEMI TPEThOI CTOPOHU — «apOiTpay, KM BUCTYIAE
JOBIPEHOIO ~ CTOPOHOKO 000X  KOpPUCTyBayiB.  AyTeHTU(QIKAlisl  JTOKYMEHTY
BU3HAYA€TbCA caMuM (pakT 3amu(pyBaHHS HOro CEKpETHUM KIIIOUEM 1 Iepejaya
apOiTpy. BUKOpHUCTOBY€TbCS PIAKO, TOMY IO €(QEKTUBHUX AJITOPUTMIB HE ICHYE.
[lepeBarn cMMETPUYHOTO METOLy T€HEPYBaHHS €IEKTPOHHOTO MU(PPOBOTO MiAMUCY: -
KPHUIITOCTINKICTh CUMETPUYHUX CXEM MAa€ BHUCOKI MOKAa3HUKU 332 PaXyHOK CTIMKOCTI
On0ouyHMX MHUQPIB, 0 BUKOPUCTOBYEThCA. I1X HAMifHICTh TaKOXk JOCTATHHO
JTOCHIKEHA; - AKIIO0 CTIMKICTh MU(pPy HETOCTaTHS, MOTO JIETKO 3aMIHUTH 1HIIHM.
Henocrarku cumerpuunnx metofiB st ctBopenHs ELIL: - HeoOXiqHO mianucyBaTu
KO’KEH 3 O1TIB 1H(popMallii, [0 3HAYHO 30UIbIIY€ MIANUC (BIH YacTO OyBa€ Ha MOPSIIOK
JOBIIMM 32 JIOBKHHY JIOKYMEHTY); - CTBOPEHI I MIANHUCY KIIOYl MOXXHA
BUKOPHUCTATH JIMIIE OJUH pa3, TOMY IO MICIS MIAIUCY PO3CEKPEUY€eThCs MOJIOBHUHA
CEeKPETHOI0 Kitoya. bByab-sIKI KpPUIITOCUCTEMH, B OCHOBI POOOTH SIKMX JIEKHUTH
BUKOPHUCTAHHS 3aKPHUTOTO KIIt04Ya, O€3M0CepeIHbO 3aJI€KaTh BiJl CTYNEHSI CEKPETHOCTI
WX JTaHUX.

Anroputmu mudpyBaHHS, sIKI HA3UBAIOTh ACUMETPUUYHUMU (200 mudpyBaHHS
3 MyOMIYHUM KJTIOYEM), BIIMIHHO BiJi aCUMETPHUYHHUX CXEM, BUKOPHUCTOBYIOTH J[Ba
KITI04l - cekpeTHuil kitou (secret key wnum private key) 1 Biakputuii kimou (public
key), CTBOpEHI TaKUM YHMHOM, IO iX MOCIIAOBHE 3aCTOCYBaHHS J10 1H(OPMAIIiITHOTO
00’ekTy He 3MiHIO€ 1Iel 00’ eKT. 111 kiTtoul pi3Hi 1 HE MOXKYTh OyTH OTpUMaH1 OJUH BiJl
OITHOTO, HE JMBISYNCH HA T€, IO BOHW 3reHepoBaHi pasoM. [[ms 3ammdpyBaHHs
BUKOPUCTOBY€ETbCS JIMILIE BIAKPUTUNA KIIOY, AJI1 JEKOAYBaHHS BUKOPUCTOBYETHCS

TIJIbKM CEKpEeTHHM Kitod. Po3mmdpoBka komy 0e3 3HAHHS CEKPETHOIo Kiroua — Iie



HaJMIpPHO CKJaJHa 3ajada. 30KpemMa, 3ajjadya po3paxyHKy CEKpETHOro Kiruda IIo
BIJIOMOMY BIIKPUTOMY KIIOUYy € MPAaKTUYHO HEPO3B's3HOI0. OCHOBHOIO NEPEBArolo
mudpyBaHHs 3 MyOMIYHMM KJIIOYEM € MPOCTHHA MeXaHi3M mepenaui kirodiB. [lpu
3’€JHAaHHI KaHAJIOM 3B'SI3Ky MEpeNaeThCsl JuIle BIAKpUTUN Kkimod. Lle mo3Bosse
BHUKOPUCTOBYBAaTH 3BUYANHUI KaHa JUIsl [HOTO 1 BUKJIIOUAE MOTPEOy CIeliaJbHOTO
KaHaTy Oe3MeKH I Iepecuaants Kiaoda. B acumerpuunoi mozaeni nodynosu ELII €
cBOi HemocrtaTku: - acuMerpuuHi cxemu EIIl 0a3yroThes, K 1 acHMETpHUYHE
muQpyBaHHs, Ha OOpaxyHKOBO CKJIaJHUX 3a7adax (3agada JAMCKPETHOTO
gorapudMyBaHHs abo0 3amada dakTopuzalli); - KPUINTOCTIMKICTh AaJrOpPUTMIB
mu(GpPyBaHHS 3 BIAKPUTHM KIIFOYEM MOKHM IO HE JOBEJEHA CTPOr0 MAT€MaTUYHO; -
JUTSl TIOKPAIEHHSI KPUIITOCTIMKOCTI HEOOX1THO POOUTH JOBKHUHY KIIOUIB OLIBIIOK0.
CaMe KpUNTOCUCTEMHM 3 BIAKPUTHUMM KJIHOUaMU ILIUPOKO 3aCTOCOBYIOTHCS IS
reHepyBaHHs enekTpoHH-uu@posoro nianucy (ELIT). Ludposi mianucu, 6azosani 15
Ha aCHUMETPUYHHUX METOAAaX IM(PYBaHHS, NO3BOJISIOTH OJEP)KyBauy IEPEBIPUTU
MOBIJOMJICHHA Ha aBTEHTUYHICTh JpKepena iHdopmarii (IHIIMMHU CIIOBaMH, aBTOpa
iH(popmarlii), a TakoXK MEPEeBIPUTH, YU 3MIHMIACS 1H(GOpPMaLlis, B MPOLEC] Hepeaadl
aapecary. Tomy mudpoBi miamucu € 3acobom ayTeHTU(IKAIli Ta KOHTPOIIO
LJIICHOCTI JaHUX.

3.2. IEII Ha ocnoBi anroputmy RSA

LIEIT na ocHoBi anroputMy RSA Moske OyTH CKJIaJI€HUM HACTYITHUM YHHOM:

1. BigmpaBHuK mu@pye MOBIIOMJIEHHS 3a JOMOMOTO IyOJIYHOTO KIro4a
OTpUMYBaya.

2. OtpuMyBau OTpUMYe€ 3alIM(pPOBAHE MOBIJOMIIEHHS Ta BUKOPHCTOBYE CBIi
MPUBATHUM KJTIOY JIJ1s1 po31IK(pyBaHHs HorO0.

3. SIkmo oTpuMyBa4 Xod4e BIAMOBICTH Ha MOBIIOMJICHHS, BiH MHQpPye Horo 3a
JOTIOMOTO10 ITyOIIYHOTO KJTF04a BiANpPaBHUKA.

4. BiampaBHHK OTpuMy€ 3amupoBaHy BIANOBIAbL Ta BUKOPUCTOBYE CBIH
MPUBATHUN KITFOY JIJIs1 po31udpyBaHHs 1.

5. lle#t mporec Moke MPOAOBXKYBATHUCS Aaii Uil KUIBKOX OTPUMYBauiB Ta

BIJIMMPaBHUKIB.



IIEIT Ha ocHoBi anroputMy RSA no3Bojisie 3a0e3meunT O€3MeKy JaHuX Ta
3aXHCT BiJl HECAHKI[IOHOBAHOTO JOCTYITy 10 HuX. e 0coOIMBO BaXKJIMBO y BUMAAKY
nepenadi koHpineHiHHo1 iHpopmalii, Takoi K (piHAHCOBI Ta MEAUYHI JIaHI.

LIEIT na ocHoBi anroputmy RSA Inest BUKOpUCTaHHS airOpUTMY UG PYBaHHS
RSA nonsirae B Tomy, mo sikijo Crenan oTpuMye MOBiAOMIICHHS Big Maptu, BiH xoue
NEepPEeKOHATHUCS, 10 BOHO Hacmpas/i Big Maptu, a He Big 3opsHu. Skiio 3opsiHa MOxe
BUJaBaTu cebe 3a Maprty Ta Haacuinatu noBigomieHHs CrenaHy, NMPUKHUIAIOYUCH
Maproto, TO 1€ 37a€ThcA moraHor crnpasBoro. Ha macta, RSA Bu3Hauae mpocrty
cxemy mudposoro miamucy. ILle He 000B’SI3KOBO HaMKpamui Mmaxia 10 Hu(ppoBUX
MIJIMKUCIB, ajie BIH MIAXOAUTh, aJ)Ke II€ CBOTO POAY JOBEICHHS KOHIEMII, Xo4a i
ciabKi CTOPOHU Y HbOMY TaKOXK MPUCYTHI. J[Ji1 BUKopucTaHHs IUGPOBUX MiAIMUCIB
RSA 1 Mapra, 1 Crenan noBuHHi Mmaru kmodi RSA. Jlnsg HuUX Ham moTpiOHO
BU3HAuUWTH (QYHKUIT mudpyBanHa Ta gemudpoBku. I[lpumyctumo, mo QyHKIis
mudpyBaHHs NoBiAoMIeHs Maptu — eA, a 11 dynkuis genmdpoku — dA. o6
3amudpyBaTy BIAKPUTE TEKCTOBE MOBIIOMJEHHSA T Uil BianpaBku Mapti, Crenan
obuucitoe ¢ = eA(T). Lllo6 posmudpysaru ¢, Mapra obuuciroe dA(c), Tak o dA(c)
= dA(eA(m)) = 1. AHanoriuno, Hexai ¢yHkuis mudpysanHs Crernana Oyne eB, a
¢ynkuis pemmdposkun — dB. 10 Tenep mpumyctumo, mo Mapra xoue Hafgiciartu
noBimomiieHHs T CremaHy, 1 BOHa Xoue Ie mianucartu ioro, mo0 CremaH MIr He
TUIBKHA po31udpyBaTy HOTO, alle W MepeKoHaTucs, Mo Woro Haaiciana Maprta, a He
3opsHa. Maprta crniouatky oOuuciioe 3amudpoBaHuil TekCT ¢ = eB(T). [loTiM BoHa
obuncioe 11 = ¢/A(c), manucanuii 3ammdpoBanuii Tekcr, 1 Haacuiae g Crenany. e
anroputm Jii Biomuil sik nporokon 1111111 (mmdpysanns, a notiM mianuc). o6
posmdpyBartu noBigomiieHHs, CTenaH crno4yarky oO4uciaioe ¢ = eA(3), a MoTIM
obuucioe T = clB(c).

3.3. Cucrtema 3axucTy JaHuX Ha 0a31 metoay mu@pyBaHHs RSA (BiakpuTuii
KJTFOY )

Binkputuii K04 BIAOMHUNA BCIM KOpPUCTyBauaM, $IKI MOXKYTh BIJIINPaBISATH
3amudpoBaHi TOBIJIOMJIEHHS 3a JOMOMOIOI IBOTO KJIto4Ya. 3aKpUTHUNA  KITHOY
BUKOPHUCTOBYETHCSI TITBKH BJIACHUKOM, SKUM MOXE po3mudpyBaTu OTpUMaHe

HOBiI[OMJ'IeHHSI 3 BUKOPHUCTAHHAM IbOT'O KJIIO4a.



[Ipu mudpyBanHi NMOBITOMIIEHHS 3a A0MoMOror RSA cmouarky oOupaerbcs
7IBa MPOCTI YKCaa P Ta (, SKI BUKOPUCTOBYIOThCS ISl OOYMCIIEHHSI MOAYJS N = p*q.
[Torim BuOHMpaeThCs YHUCIO €, siKe Oyde BIIKPUTUM KIIOYEM, 1 BHUKOHYETHCS
oOuuciaeHHsa yncna d - 3aKpUTOro KIroua, o 3a70BoJibHsIe yMoBy e€*d = 1 mod ((p-
1)*(a-1)).

Jns mmudpyBanHs noBiiomiieHHsT M BukopuctoByeTbes dopmyna C = M”e
mod n, ne C - 3ammudpoBane nopigoMieHHs. s po3mmdpyBaHHS MOBIIOMIICHHS
BUKOpHUCTOBY€eThCs hopmyna M = C*d mod n.

RSA € nocuts HagiiHuM MeTOI0OM UG PYBaHHS, ajie HOro Oe3reka Moxe OyTH
MOpYIIEHa, SKIIO 3JTOBMUCHUK 3MOXKE OTPHUMATH 3aKPUTHHA Kitod. ToMy BasKIMBO
3a0e3neunT Oe3rneKy 30epiraHHs 3aKpUTOrO KIIKOYa, HANpPUKIIAJ, 3ald(pyBaBIId
foro mie ogHUM MeTonoM IHudpyBaHHS abo 30epirimu Ha (i3UYHOMY HOCIT 3
00OMEKEHUM JOCTYIIOM.

3.4 BpaznuBocti anroputmy RSA

Cnpo6a 3mamaru EIII daktuuHO O0OMEXY€TbCSd 37aMOM  QJITOPUTMY
mudpyBaHHs. Y BUNAAKYy crnpoou 31amy mudpy RSA icHye nekiibka TEOpETUYHUX
Ta MPAKTUYHUX croco0iB. Haitbinbm eheKTUBHUM CIOCOOOM € TMOIIYK CEKPETHOTO
KJI0Ya, SIKAWA BIANOBIJA€ JOCTYIHOMY BIIKPUTOMY KIIO4y. TakuM YHHOM,
3IOBMUCHUK MOXE TIApOoONIOBaTH MIAMNUCH Ta TPoYUTaTu abCONIOTHO BCi
MOBIJIOMJICHHS, 3aMpOBaH] MyOIIYHUM KJTto4eM. Taka araka Mo)ke OyTH BUKOHaHA
IUISIXOM 3HAaXOJ[KEHHsI OCHOBHMX MHOXKHUKIB 3arajibHOro Moayis p 1 q. Ha miacrasi
P, q 1 n (3aranbHU TOKAa3HHUK) 3JIOBMUCHUK MOXE JIETKO OOYMCIUTH APOOOBHIA
noka3Huk d. Sk yxe Oyno 3a3Hau€HO, CKIAIHICTh I[OJIATa€ B TMOLIYKY LUX
MHOXHUKIB. besnexka RSA Hanpsmy 3anexuTh Biag (akropuHry (po3kiamy Ha
MHOXXHUKH), LI0 € Maibke HEBUKOHYBAaHMM 3aBJaHHSAM, J[UId SIKOTO HeMae
edekTuBHOTO pimeHHs. Hacnopapnai, 3agaya BIATBOPEHHS MPUBATHOTO —KIJIHOYa
OJJHAKOBa 3a CKJAIHICTIO 3 MpOOJIEMOI0 TOIIYKY MHOXXHUKIB MOIYJS: MOXKHA
BUKOpUCTAaTH d 1Ji1 3HAXOJKEHHS CIIBMHOXXHUKIB N. A TaKoX HaBMaKH, MOXXHA
3actocyBatd n st 3HaxomxkeHHs d. Cmig 3a3Ha4dTH, IO BIOCKOHAJICHHS
KOMIT'FOTEPHHX TEXHOJOTIM HE 3MEHIINTh KPUITOCTIMKICTH Big RSA, skmo kmrodi

OyIyTh JNOCTaTHbOI JOBKMHU. @DakTUYHO, MOJEpHI3allis oOJagHaHHSA TIJIbKU



OiBUIILY€E HaAlHICT, KpunrtocucteM. Hactrymaum wmetogom 3mamy RSA €
3HAXO/KEHHSI METOILy OOUYHCIICHHS KopeHs cTynens e 3 mod n. Tak sk C = Me (mod
n) (1.2), To xopeHem mopsAaKy e 3 mod n € came noBigomieHHs M. 3HaAUMIOBITH
KOpiHb, MOXKHA BIIKpUBATH IMK(pOBaHi MOBIIOMJICHHS 1 MIAPOOUTH MIANHUCH HABITH
0e3 3HaHHS 3aKpUTOro Kiroya. Taka aTaka HE € €KBIBAJCHTOM (aKTOPHUHTY, ajie B
JAaHUM Yac He 1CHY€ BIIOMUX MeTO/IB 3710My RSA Takum unHoM. OHaK y 0COOIUBHUX
BUIIAJIKaX, KOJU 06araro moB’A3aHUX M1k COOOI0 MOBITOMIICHB MU(PYETHCA HA OCHOBI
TUX K€ TIOKa3HUKIB BIJHOCHO HEBEIUKUX PO3MIPIB, € MOXIIHUBICTh BIIKPUTH
noBiiomieHHsA. I{i aTakum € e€auMHUM CHOCOOOM BIITBOPUTH BC1 IOBIIOMJICHHS,
3aKO/I0BaHI 3a J0moMororo 1uporo mudppy RSA. 28 IcHytoTh Takox 1HINI THIM aTak,
AK1 JI03BOJISIIOTH PO3MIM(POBYBAaTH JIMIIE OJHE MOBIJIOMIIEHHS 1 HE Jal0Th 3MOTH
3JIOBMUCHUKAM BIJKpWBATH 1HIII MOBIJIOMJICHHS, sIKi 3a1IM(POBAaHI OJHUM 1 THUM K€
KJIfoueM. Takoxk JOCIIIKEHO Ta MPOaHaII30BaHO MOKIIMBICTh A€M (PpyBaHHS TUIBKH
AKOICh YacTUHM 3amndpoBaHOro mnosinomiieHHs. Haiinpocrimow arakowo Ha
KOHKPETHE TOBIIOMJICHHSA € aTaka 3 JOMYIICHHSIM MOKJIMBOTO BIIKPUTOTO TEKCTY.
30BMUCHUK, SAKUH Ma€ 3amU(QpOBaHUI TEKCT, IOBHHEH JIOMYCTHTH, WIO
MOBIJIOMJICHHS Ma€ SIKMMCh KOHKPETHUH TEKCT, MICISA IbOTro MHU(pye Medl TEeKCT
nyosiyHUM mU(poM oJepKyBada, 1 MOPIBHIOE TEKCT, 10 OTPUMAaB 3 ICHYIOUHUM
mudpoBaHUM TEKCTOM. Takuil BU aTakk MOXKHA TTepe0adyuTi CriocoO0M JT01aBaHHS
JEKUIbKaX paHIOMHHUX OITIB B KiHI[l TEKCTY. [HIIa aTaka Ha KOHKPETHE MOBIIOMJICHHS
BUKOPUCTOBYETHCS, KOIMU KOPUCTYBau IIOCHJIA€ OJHAKOBE TOBIIOMIJICHHS TPHOM
OTpUMYyBauaM BiJpa3y, KOKEH 3 AKUX Ma€ CHIIbHUN 1HIAUKATOp € = 3. 3 1M 3HAHHSIM
3JIOBMUCHUK MAa€ 3MOTY IMEPEXOMUTH LIeW TEKCT 1 AemH@pyBaTH MOBiAOMIEHHS M.
Taky araky MoxHa nepeadauuTH 3HOBY K TaKd UUIIXOM BBEICHHS ACKUIBKOX
BUITAJIKOBUX OITIB /IO MOBIJIOMJICHHS, B 1€ pa3 Mmpu KoxxHOMY Imm@pyBaHHi. Kpim
TOrO, ICHY€ JEKIJIbKa aTak Ha 3aM(pOBaHMM TEKCT (aTaku Ha OKpEeMI BIANpPABIICHI
TEKCTHU IS MAPOOKHU MIAMKCIB), B IKMX 3JIOBMUCHHUK CTBOPIOE ACSKUN MH(PPOBAHUN
TEKCT 1 OTPUMYE PE3YIbTYIOUMM BIAKPUTUN TEKCT, JIg MPHUKIALY, [1BIBIIH
3apEECTPOBAHOTO KOPUCTYBaua 10 pO3MUQPYBaHHS TiJCTaBHOTO TOBIJOMIICHHS.
3BUYAiHO, € Ti, XTO HE 30CEPEHKYEThCA HE Ha caMiid KPUNTOCHUCTEMI, a Ha

CHOPUMHATIMBOCTI BCIEl CUCTEMH KOMYHIKalli B IoMy. Taki araku HE MOXKHA



BBaKaTu B3JIOMOM RSA, Tak siIk BOHM HE CBiYaTh Mpo ciiabKocTi anroputMy RSA, a
PO BPA3NMMBICTH I1i€i peamizamii. Hampukian, 37J0BMHUCHUK MOXXE€ MaTH CEKPETHHMA
KJTIOY, SIKIIO BiH 30epiraeThcsi 0e3 moctaTHhoi o0epekHocTi. Ciia 3a3HAYUTH, 110 JJIS
IITKOBUTOTO 3aXHUCTy HEIOCTaTHhO poOoTH anropuTMy RSA 1 3axofiB ISl 3aXUCTY
Oe3meKkn 31 CTOPOHM MAaTeMaTUKH, TOOTO BHUKOPHUCTATH KIOY 3 JIOCTATHHOIO
JOBXKUHOIO, OCKIJIbKM (PAaKTUYHO aTaky Ha 29 He3axXHIleHi JJaHKW CHCTEMH B3a€MOJIi1
Ta renepailii kioudiB RSA maroTes 611NN yCTiX
Jlitepatypa:
1. What is a digital signature? [Enextponnuii pecypc] — Pexxum goctymy
710 pecypcy:
https://www.techtarget.com/searchsecurity/definition/digital-signature.

2. Kpunrorpadiunmii 3axuct iHdopmarii [Enextponnmit pecypc] // AT
"I — Pexum IOCTyIy 10 pecypcy:
https://iit.com.ua//index.php?page=itemdetails&p=9&atype=1&type=1
&id=38.
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