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AHOTALIA

Jlana kypcoBa poOOTa NPHUCBSIYCHA JOCIIDKCHHIO DPI3HUX METOIB aBTEHTH]IKarii
KOPUCTYBauiB y Be03aCTOCYHKax 3 (POKycoM Ha iX MOMYISPHICTh, IEPEBaru, HEJIOMIKH 1
CKJIQJHICTh peati3alii Ta BAKOPUCTAHHS.

Pesynbratit 1OCHIIKEHHS J03BOJIATh Kpallle 3p03yMITH CydacH1 METOIU aBTEHTHU(IKaIi
KOpUCTYBauiB y B€03aCTOCYHKAX, a TaKOX PO3poOMTH BlacHUU BeO3acTocyHOok “Media
Storage”, B sKoMmy Oyae BOPOBAHKCHO OJWMH 3 HAUMNOMYISPHIMIUX METOIIB
aBreHTH(iKalli KopucTyBauiB, a came ‘“‘bararodakropra aBTeHTH(IKAIIA AKUN
BUMaratTuMe TMIATBEP/KCHHS 1IEHTUYHOCTI KOPUCTyBaua depe3 JBa pi3HI (PaKTOpH:

3BUYANHUN Mapojb Ta TEMYACOBUM Kof cTBOpeHuid TOTP-anroputmom.

ANNOTATION

This coursework is devoted to research of various methods of user authentication in web
applications in view of their popularity, advantages, disadvantages and complexity of
implementation and use.

The results of the research will allow a better understanding of modern user
authentication methods in web applications, as well as the development of our own
“Media Storage” web application, which will implement one of the most popular user
authentication methods, namely “Multi-factor authentication”, which will require
confirmation of the user's identity through two different factors: the usual password and

the temporary code is created by the TOTP algorithm.
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BCTYII
VY cyyacHOoMy 1M (ppoBOMY CBITI, JI¢ Mai>ke KOYKEH acTIEKT HAIIIOTO KUTTS CTA€ BCE OLIBIII
3aJIe)KHUM B1JI TEXHOJOT1M, 3a0e3nmedyeHHs Oe3MeKH Ta 3aXHUCTy KOH(PIACHIIHHOCTI
CTalOTh KJIIOYOBUMH IMpioputeramu. OgHUM 3 (QyHIaMEHTaJIbHUX AacCMeKTiB U(pPOBOi
0e3MeKH € METO/IM aBTEHTU(IKaIIl] KOPUCTYBAYIB.
ABTeHTU(]IKaLllSI - 1€ MpOoIeC TMEepPeBIPKH 1IEHTUYHOCTI KOpHCTyBaya, IO Ja€
MOKJIUBICTb KOHTPOJIIOBATH JOCTYI JIO0 PI3HUX pPECypCciB Ta MOCAYr B IHTepHETI.
Be63actocynku, Taki SK OHJAWH-OAHKIHT, COIlaJbHI MEPEXi, EJICKTPOHHA IIOIITa,
€JICKTPOHHA KOMEpIIis, Ta 1HIN, BUMAralooTh HaJIWHUX METOAIB aBTEHTHGIKAIll s
3aXUCTY BiJ] HECAHKI[IOHOBAHOTO JIOCTYMY Ta 3JIOYMHHUX JIIH.
MeTta naHoi KypcoBoi poOOTH TOJISITaE B JOCTIIKEHH] PI3HUX METOIB aBTEHTU]IKAIIT,
AKl 3aCTOCOBYIOTBCSI B CY4YaCHHUX KOMII'FOTEpPHHUX CHCTEMaX, a TakKoX 30Kpema Yy
Be03acTocyHKax, 3 (OKyCOM Ha aHali3l iX MOMYyJSPHOCTI, MepeBar, HEAOMIKIB 1
CKJIQJJHOCTI peai3allii Ta BAKOPUCTAHHS.
Pesynprat  moCHimKEHHS JO3BOJISATH HaM  Kpalle 3pO3yMITH CydacHI METOIu
aBTeHTU(IKAIli KOPHCTYyBadiB y Be03aCTOCyHKaX, a TaKoX pO3pOOUTH BIACHHUI
BeO3acTocyHOK “Media Storage”, B skoMy Oyze BIIPOBAKEHO OJIMH 3 HAUTIOMYJISIPHIIITAX
METO/1IB aBTEeHTHU(DIKaIlli KOPUCTYBauiB, a came “‘bararodaxkTopHa aBTeHTU(IKALIS AKUN
BUMaratTuMe TMIATBEP/KCHHS 1IEHTHYHOCTI KOPUCTyBaua uepe3 JBa pi3HI (haKTOpH:

3BUYAHHUN Napojb Ta TAMYACOBUM Kof cTBOpeHuid TOTP-anroputmom.



1. METOJIU ABTEHTU®IKAIIII KOPUCTYBAUIB Y BEB3ACTOCYHKAX
1.1. Knacudikauis
1.1.1. ITaposbHa aBTeHTUIKALIA

[laponbHa aBTeHTHU(IKAISL € OJHUM 3 HAWNOIIMPEHIIMIMX METOMIB MEepPeBIpKU
IZIGHTUYHOCT1 KOpUCTYBaya B KOMI'toTepHUX cucteMax. Lleit Meron mossirae B ToMy, 1110
KOpUCTYBaud TMOBMHEH BBECTUM MPAaBWIbHUA TMapoyib JUIsl MIATBEPIKEHHS CBOET
IZIGHTUYHOCT1 Tepell OTPUMAHHSIM JOCTYIYy 10 OOJIIKOBOrO 3amucy, cucTteMu abo
pecypcis.

Ha puc. 1.1.1.1. npomemoHcTpoBaHUM BHUIIAA (QOPMU BXOAY 3 BUKOPHUCTAHHSIM

MapoJbHOT aBTEHTH (PiKaIlii.

( ) YkpXa6

Maponb

3abynu naponb?

Puc. 1.1.1.1. — Bumsig popMu BXoy 3 BUKOPUCTAHHSM MApOJIbHOI aBTEHTU(IKALII].

[Tporec maponpHOi aBTeHTH(DIKAIIIT 3a3BUYail BKJIIFOYA€ HACTYIHI KPOKH:
1. KopuctyBau BBOIUTH CBIM 1AeHTU(]IKATOp, Takuil AK 1M's KOopucTyBaua abo
€JIEKTPOHHY aJpecy.
2. KopuctyBau BBOJUTH CBIW Mapoiib, IKMH BIH 00Mpae Mpu CTBOPEHHI 0OIIKOBOTO

3anucy abo KU HAJA€ThCS CUCTEMOIO.



3. Cucrtema nepeBipsie, YU CIIBIAIa€ BBEACHUHN Mapoib 31 30€peKEHUM MaposieM JJis
BIJIMOBITHOTO OOJIIKOBOTO 3aITUCY.

4. SIkuio BBENEHHWI Mapojib 30ITacThes 31 30€pEeKCHUM IapoJieM, CUCTeMa BBaXKae,
10 KOPUCTYBAa4 MPOUIIIOB aBTEHTU(IKAIIIIO 1 HAJJa€ HOMY JOCTYM J0 BiAMOBITHHUX

pecypciB abo QyHKITIH. Y TPOTUICKHOMY BUITAJIKY TOCTYII OyAe BIIXUICHUMN.

Jlis Be0G3acTOCYHKIB ICHYe KUIbKa CTaHJAPTHUX MPOTOKONIB 1Jisi aBTEHTHU(IKaIli
napoJjeM, a caMe:

e [Iporokon HTTP Basic: Lleit npoTokoa BUKOPUCTOBYE 3ar0JIOBOK aBTOpHU3ALll Y
¢dopmari "Authorization: Basic <credentials>". Ilpu 1ipomy iM's KopucTyBaua Ta
napojb KoaywThes y Base64 1 mepenatorhes y 3aroioBky 3anuty HTTP. Bapro
3ayBaxuTH, 1o mpotokod HTTP Basic He € HaiiOe3medHImMM, OCKUIBKH JaH1
MePeIatoThCs y BIAKPUTOMY BUIVISAII Oe3 mudpyBaHHS.

e [Iporokon HTTP Digest: Lleii npoTokom TakoX BHKOPUCTOBYE 3arojiOBOK
aBTOpU3allii, ajie MapoJIl MepelaloThCA Yy BUTIISAI1 XEII-CYMU. 3alliT BKJIFOYAE XEIII-
CyMy TapoJjsi, II0 3aCHOBaHa Ha BIJIOMUX IapameTpax, 1 cepBep MepeBipsie, 4u
30iraeTbces xemni-cyma. Lle mokpanrye 6e3nexy nopiBasiHo 3 HTTP Basic, ockinbku
MapoJii He MEePEAAITHCS Yy BIIKPUTOMY BUIJISIII, aJie MPOTOKOJ BCE III€ MA€ MEBHI
O0OMEKEHHS.

e [Iporokon OAuth: OAuth - e nportokon aBropu3zailii Ta AeaeryBaHHs JOCTYIY,
KWW BUKOPHUCTOBYETHCS JJIs1 aBTeHTU(ikallii BeO3acTOCYHKIB. Xo4ya BiH OUIbIIE
CHpSIMOBaHUM Ha J€JIETYBaHHs JOCTYIy 10 pecypciB, OAuth Takox Moxke OyTH
BUKOPUCTAHUUN 711 aBTEHTUQIKAIT 3a JOMOMOTOK0 MapoiiB. Y I[bOMY BHUIAJKY
Mapojb BUKOPUCTOBYETHCS JUIsl OTPUMaHHS Mapkepa JOCTymly, SKUH MOTIM
BUKOPHUCTOBYETHCS IS 3A1MCHEHHS 3alUTIB A0 3aCTOCYHKA.

e Jlporoxon Lightweight Directory Access Protocol (LDAP): LDAP

BUKOPHUCTOBYETHCS JUIsl JOCTYIy JO KaralioriB, Takux sk Active Directory Ta



BKIIIOYA€ MOXKJIMBICTh aBTCHTH(]IKaIlii 3a JOMOMOrow mnapoxiB. Bin mmpoxo

BHUKOPHUCTOBYETHCA B KOPIIOPATHBHUX CCPCAOBUIIAX.

1.1.2. biomerpuuHa aBreHTUdiKaLisK
biomeTrpruuna aBTeHTH(}IKAIlIS Y Be03aCTOCYHKAaX BUKOPUCTOBYETHCS IS 1eHTH(IKAIIT
KOPUCTYBadiB Ha OCHOBI iX OIOMETPUYHHMX [aHWX, KOJIM BOHU B3aEMOJIIOTH 3 BeO-
mwiargopmoro abo cepBicoM. lle Moke OyTH BHKOPHCTaHO SK aJbTepHaTHBa ado
JOJATKOBUM MeTON aBTeHTH(IKaIii mopsx 3 TPamulilHUMUA METOAaMH, TAaKUMHU SIK
MapoJIl Yu MiH-KOJIH.
Ha puc. 1.1.2.1. nmpomemoHCTpoBaHWU BUIISLA (GOPMH BXOAY 3 BHKOPHCTAHHSIM

6iomeTpuuHOi aBTeHTU(DIKAIiT (CKAaHYBaHHS BiIOUTKY MaJbIIs).

Link Your Fingerprint For
Faster Login

Place you finger over
the Sensor

Puc. 1.1.2.1. — Buriisin ¢opMu BXoay 3 BUKOPUCTAHHSM OiOMETPUYHOT aBTEHTH DiKaIlii

(cxaHyBaHHS BiIOUTKY MAJBIIs).



J10 OCHOBHUX OIOMETPUYHUX XapaKTEPUCTUK HAJIECKATD:

e Bindurox nmanabusa: KopuctyBaui MOXYyTh CKaHyBaTHU CBiMl BiIOMTOK Maiblis 3a
JIOTIOMOTOI0 BOY/IOBaHMX JAaTYMKIB HAa MPUCTPOAX, TaKUX SIK cMapTdoHU abo
CKaHEpH BIIOUTKIB MaJIBI(IB, 00 iAeHTH]iKyBaTH cebe.

e PosnizHaBanus o6au4us: Kamepu BOynoBaHi B IPUCTPOT MOXKYTh 30MpaTu JaH1
npo oO0nauYus KOPHUCTyBaya, $AKI TOTIM aHaMI3ylOThCA IS TEpPEBIPKU Ta
11eHTH(1KaL] 0cOOu.

e lonocoBmii BiAOMTOK: AJropuTMu OOpOOKM 3BYKY MOXKYTh aHalli3yBaTu
OCOOJIMBOCTI TOJIOCY KOpUCTyBaua, Takli K TOH, PUTM 1 IHTOHAIA JUIs
iaeHTudikarii.

o Xapakrepuctuku DNA: [nentudikaiiis Ha OCHOBI T'€HETHUUHHUX JAHUX MOXKE
OyTH BHUKOpPHCTaHa, X04a II€ 3a3BUYail BUMarae CIeliaai30BaHOro OOJiaJHaHHS 1

nporeaypu Jyist 300py Ta aHamizy 3pa3kiB DNA.

Jlis BOpoBaJKeHHSI O1OMETpUYHOI aBTeHTH(QIKAIli y BeO-3aCTOCYHKaX HEOOX1THO
peanizyBaTy HACTYIHI KPOKHU:

1. 30ip OiomeTpnuHuX JaHuX: Be63acTOCYHOK MOBUHEH MaTH MOKJIMBICTH 30UpaTu
OloMeTpuyYH1 JaHi BiJ KOopucTyBayiB. lle Moke BKIIIOUaTH BUKOPUCTAHHS KaMepH
a00 ckaHepy BIIOMTKIB MaJbIliB, 800 MOXXJIMBICTh 3aBaHTAXUTU (OTO YU BiJICO
JUTS aHAJTI3Y.

2. O0poOka nmanux: 3i0paHi OIOMETpPUYHI JlaHI MEPETBOPIOIOTHCA Ha LU(PPOBUIA
dbopmar Ta miraroTh 00poOIll 3a JOMOMOTOI0 CHeiadbHUX aaropuTMiB. Lle
BKJIIOUA€ BUSABJICHHS Ta BUAUJICHHS 0COOIMBOCTEN O10METPUUHOI XapaKTEPUCTHUKHU.

3. 30epe:xkenHs1 Ta 3a0e3neyeHHs Oe3neku qaHux: bioMmeTpuyHi JaH1 MOBUHHI OyTH
30epexeHi B 0e3MeYHOMY CEPEIOBHII, OCKUTBKHA BOHU MPEICTABISIIOTh OCOOUCTY
iHpopmaiito. i 3aXUCTy UUX JAaHUX MOXKYTh BUKOPHCTOBYBATHUCS PI3HI METOIU

M pyBaHHS Ta 3aXUCTY JIOCTYILY.



4. TlopiBusinHsl Ta Bepu@ikauia: 3i0paHi OiOMETpUYHI JaHI MOPIBHIOIOTHCA 3
30epeKeHUMHU 3pa3kaMu, 100 MepeBIpUTH, UM BIJANOBIIAIOTH BOHU HasiBHUM
nanuM. Lle Moxke BKIIIOUATH BUKOPUCTAHHS alrOpPUTMIB BU3HAUYEHHS MOJIOHOCTI,
mabiaoHiB @00 IITYYHOTO IHTENIEKTY JUIsl 3a0e3leyeHHsT TOYHOCTI Ta

JIOCTOBIPHOCTI Mpoliecy Bepudikairii.

BaxxnuBo BpaxoByBaTH MPUBATHICTH Ta 3aXUCT JAaHUX KOPUCTYBAYiB MPU BUKOPUCTAHHI
O0iomerpuyHoi aBreHTH(iIKaiii. [loTpiOHO 3abe3nmeuynTH BIAMOBIAHI MpaBmiIa 300Dy,
30€peKeHHs] Ta BUKOPUCTAHHS OIOMETPUYHUX JaHUX, a TAKOXK PEryIsipHO OHOBIIOBATU

CUCTEMY JIJIsl 3a100IraHHsI MOKIIMBUM arakaM ado 3J10MYy.

1.1.3. ABTeHTU(iKaILIA HA OCHOBI MICHIE3HAXOIKEHH S
ABTeHTU(]IKaLllsI HA OCHOBI MICLIE3HAXOMKEHHS - 1€ METOJ NEPEBIPKH 1IEHTUYHOCTI
KOpUCTYBaua, BUKOPHUCTOBYIOUM Horo (ismuHe wmicue3HaxomkeHHa. Lleir Meron
BUKOPHCTOBYE JaHI Mpo Treojokaiito, IP-aapecy ta iHII mapamerpu, mod BCTAaHOBUTH,

3BIJIKH 301MCHIOETHCS JIOCTYII /10 Be03aCTOCYHKY.

[Ipomiec aBTeHTH(iKallii HA OCHOBI MICIIE3HAXOKEHHS MOXE BKJIIOYATH HACTYMHI
KpPOKU:

e 30ip nanux: Cuctema 30upae aaHl Mpo MICIE3HAXOMKEHHS KOPUCTYyBaJa, Taki K
reoyokairist uepe3 GPS, IP-ampecy, abo iHImI MeTOau, SKI HAAalOTh 3arajibHy
1H(OPMAIIIIO TPO MICIIE3HAXOKESHHS.

o IlopiBHssHHa 3 goBigHukom: 3i0paHi JaHi TOpO  MICUE3HAXOKEHHS
MOPIBHIOIOTHCS 31 3a37ajierib BCTAHOBJICHUM JIOBITHUKOM, SIKUH MICTHTh
J103BOJICH1 a00 0OMEXKEH1 MICIISl TOCTYITY.

o IlpuiinarTa pimeHHsa: Ha ocHOBI MOPIBHSHHSA CUCTeMa MpPUNMAE PILLICHHS PO
nomyck abo BIAXWICHHS JOCTYIYy KOpUCTyBada. SIKIIO MiCIe3HAXOMKECHHS

BIJINIOB1JIa€ BUMOTraM, KOPUCTYyBauy HaJa€ThCs JOCTYII 0 BE0O3aCTOCYHKY.



ABteHTH(]IKaIliT HA OCHOBI MICIIE3HAXOKECHHA MOXXE OyTH BUKOPHCTaHA JJIsl PI3HUX
[IJIeH, TAKUX SIK KOHTPOJIb JOCTYNY J0 BaXXJIUBUX PECypciB abo MOCHyT, 3a0e3neueHHS

O€3IMeKH Ta BUSBICHHS MOTEHIIIMHO MIKIITUBOI a00 MaxpaichbKoi MISIIbHOCTI.

1.1.4. ABrenTudikaunis 3a 10MoMorow ceprudikaris
ABTeHTU]IKaLlIS 32 TOMOMOIOI0 CEPTUPIKATIB - 11€ MPOLIEC NEPEBIPKU 1 MIATBEPIKEHHS
IICHTUYHOCT1 KOPUCTYyBaya 3a JOMOMOror Inudposoro ceprudikara. ¥ 1boMy METOIl
KOpUCTYBau Hajae cBi 1mudpoBuil cepTudikar, SKUil BUJAETHCA HAIIHHOIO CTOPOHOIO
(uentpoMm ceprudikaiiii). Ceprudikar MICTUTh MYONIYHUN KIIIOY KOPHCTyBada, a TaKOXK
HIIT B1JIOMOCTI, Taki SIK iM's, opraHizaiis, TepMmid Aii Tomo. CeprudikaT miamuCy€eThCs
LHEHTPOM cepTu(ikallii 3a J0MOMOro HOoro MpUBATHOTO KJIOYa, 10 MIATBEPIKYE HOTO
BaJIIHICTb.

[lix yac mpouecy aBreHTHdIKAIll cCUCTeMa TiepeBipse mianuc mudposoro ceprudikara,
BUKOPHUCTOBYIOUM MYONIYHUN KIIOY4 IIeHTpa cepTudikamii, a TakoX MepeBipse, 4u
JificHu# cepTudikaT Ha MOMEHT MepeBIpKU. SIKIIO MepeBipKa yCIillHa, KOpUCTyBad abo
CYTHICTh BBa)XXalOThCSI ABTCHTUUYHHUMHU 1 IM HAJA€THhCS JOCTYI O BIAMOBITHUX PECYpCiB
abo0 MmocCayr.

ABTeHTH(DIKAIIIS 32 TOMTOMOTOI0 CepTU(]PIKATIB € MHUPOKO BUKOPUCTOBYBAHUM METOJIOM Y
PI3HHUX Traly3ax, TaKuX fK KOMII'IOTepHa Oe3IeKa, €JIeKTPOHHA KOMepllis, 0e3IpoToBi
Mepexi Tomo. Bona 3abe3nedye BHCOKMH piBEHb O€3MEKHU, OCKUIBKM BUKOPHUCTOBYE
KpunrorpadiuHi METOAM JUIsl NEPEBIPKU TA 3aXUCTY 1IEHTUYHOCTI.

Ha puc. 1.1.4.1. npoeMOHCTpOBaHUM MPUKJIIA]] CTBOPEHOTO CEPTU(IKATY.
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P Certificate X

General Details Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Allows data on disk to be encrypted
+ All issuance policies

Issued to: Tom
Issued by: Tom

Valid from 9/11/2013 to 3/18/2113

]? You have a private key that corresponds to this certificate.

Issuer Statement

Puc. 1.1.4.1. — Ilpuknan ctBopeHoro ceptudikary.

1.1.5. bararodakropHa apreHTHQiKALliS

bararodakropna aBTeHTH(IKAIIIA - 11€ METOJT 3aXUCTY OOJIIKOBUX 3aITUCIB, IKUW BUMarae
BiJl KOPMCTYBauiB HAJaTW KUIbKA PI3HUX (DAKTOPIB JUISl MIATBEPIKEHHS 1X 1IEHTUYHOCTI
nepea OTPUMaHHSIM JIOCTYMY JI0 CUCTEMHU abo pecypciB. 3aMICTh OIHOIO MapoJis, AKUU
Moke OyTW BKpaJeHuil abo Brajanuii, OaraToakTopHa aBTEHTHU(IKAISI BHUMAarae
BBEJICHHS JI0JIATKOBUX (PAKTOPIB, TAKUX SIK:

e [lloch, 1110 BU 3Ha€TE: TUMYACOBUI MAPOJIb, MH-KOJ 200 CEKPEeTHA BiJIMOBI/Ib.

e [lloch, mo Bu Maete: (i3uyHuil 00'eKT, HaNpUKIad, cMapT-kapty, USB-kiou abo

MOOUIbHUIA MPUCTPIH.
e Illoch, mo BH €: OIOMOTIYHI XapaKTEPUCTUKH, Takl SK BIAOMTOK Majblsg abo

pO3Ii3HaBaHHA 00U,
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bararodakropna aBreHTH(DIKALS T0Ha€ e OAWH map Oe3MeKH, OCKUIbKU 3JJ0BMUCHUKY
NOTPiOHO MaTH HE TIILKU MPaBUIbHUN MApOIb, aje W T0CTYI 10 JOJATKOBUX (haKTOPIB.
Ile poOUTH HECAHKITIOHOBAHHM JOCTYI /10 OOJIKOBHX 3alMCIB 3HAYHO CKJIQJHIIIUM JIJIs
3JI0BMUCHUKIB.

baratodakropna aBTeHTH(IKALII BUKOPUCTOBYETHCS B Oararbox cdepax, BKIIOUAIOUU
KOMIT'IOTEpHI CHCTEMH, MOOLUIbHI JOJATKW, OAHKIBCbKI omepailii, eJIeKTPOHHY IOIITY,
COLllaJIbHI MepeXi Ta 1HII OHJaiiH-cepBicU. BoHAa € BaXXJIMBUM 1HCTPYMEHTOM JUJIst
3aXUCTy KOHQIACHIINHOI 1HPopMallii Ta 3aMo0IiraHHs HECaHKIIIOHOBAHOMY JOCTYIY 0
O0COOMUCTUX JAHUX.

Ha puc. 1.1.4.2. npomemoHCTpoBaHUM BHUINIAA (QOPMU BXOAY 3 BHUKOPHUCTAHHSIM

OararoakTopHOi aBTEHTU(iKaIIli.

Media Storage

and_you

MFA token (optional)

6 4 7

YeiTu Peectpauin

3abynu napans?

Puc. 1.1.4.2. — Bumsig dopMu BXo1ly 3 BUKOPUCTaHHSAM OararodakTopHO1

aBTeHTH(IKAIII].
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1.2. IlepeBaru Ta HexOJIKH
1.2.1. IlepeBaru Ta HeJ0JiKH MapPOJIbHOI AaBTeHTU(IKALIT
[laponpHa aBTeHTH(IKALIS € OJHUM 3 HAUMOIMUPEHIIINX METO/IB aBTeHTU(IKAIIll, TPOTE
AK 111001 MeTo/] aBTeHTHU(IKAIlli BiH € HE 1/IeaJIbHUI 1 Ma€ CBO1 IIEpeBark Ta HeIOIIKH.
[lepeBaru naponbHO1 aBTEHTHDIKAILIT:

e IIpocrora Bukopucranus: [laponi € npocTuMH y BUKOPUCTAHH1 Jyisi OUTBIIOCTI
KOPHCTYBauiB. IX MOXHa JIerko CTBOPUTH, 3aIaM'sITaTH i BUKOPUCTOBYBATH.

e Husbki BUTpaTu Ha peaizaunir: [HppacTpykTypa maponbHOi aBTeHTU(DIKAIIT HE
norpedye CKIAJHUX TEXHOJOri abo JOoporux pecypciB. BUIbIIICTh cUCTEM Bke
HNIATPUMYIOTh aBTEHTU(DIKAIIO 32 JOTIOMOT OO MapOJIiB.

e I'nyukicTsb i 3MiHHicTH: KoprcTyBadui MOXXYTb JIETKO 3MIHIOBATH CBOI ApoJIi MpU

HEOOX1HOCTI, 1110 A03BOJIsiE€ iM 30epiraTu 0e3meKy CBOIX 00JIIKOBUX 3aIKCIB.

Henoniku mapoiabHOi aBTeHTUDIKAIIIT:

e Husbkmnii piBenb Oe3nexu: [laponi MoxyTh OyTH JieTKO BrajiaHi abo BKpaJeHI.
baraTo kopucTyBauiB BUKOPUCTOBYIOTH CJIa0K1 Maposii, Taki K MPOCTI ciaoBa abo
koMOiHalil nudp ski Jierko Bragaru. Lle poOuTh iX Bpa3auBUMH NEpe]l aTakaMu
Ha 371aM [apoJiB.

e Bumora g0 ckaagnocti: [ 30uthlieHHs Oe3neku, Mapoiii MOTPeOyroTh
CKJIAJHOI CTPYKTYypH, TaKOl SIK MO€AHAHHS BEJIUKUX 1 Malux Jitep, mudp i
crienianbHuX CuMBOJIIB. OTHAK, 11€ MOKE YCKIIQJIHUTH 3alaM'sTOBYBaHHS MapoJIiB.

e BuxopuctaHHsi 0JHOr0 mapoJjsi AJf KiJIbKOX cepBiciB: barato kopucTtyBauiB
MaloTh 3BUYKY BUKOPHUCTOBYBATHU OJIMH 1 TOM CaMHil Mapoiib JUIsl pI3HUX CEPBICIB.
Ile cTBOpIOE pHU3UK, IO SKIIO OJWH MAPOJIH CTAE KOMIIPOMETOBAHUM, BC1 OOIIKOBI

3allMCHU KOPpUCTYBada CTAalOTh BPpa3JIMBUMM.
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1.2.2. [lepeBaru Ta Hex0JIiKU 0iOMEeTPUYHOI aBTeHTHPiKaLiT
biomerpuuna aBTeHTH(IKAllL CTa€ BCe OUIBII MOMYISPHOIO y pi3HUX cepax >KUTTS,
BKJIIOYAIOYU CMapTPOHU, KOMI'IOTepU, (PIHAHCOBI yCTAaHOBU, OXOPOHHI CHUCTEMHU Ta
rpoMajicbkuil TpaHcnopT. Bona mpomoHye 1oBosii 3pydyHuil Ta Oe3medHuil crocid
1IeHTU(IKALll, OCKUIbKA BHUMAarae Jumie (QI3UYHOTrO TMPEeJACTaBICHHS OCO0H, 110
YHEMOKJIUBIIOE BTpaTy abo 3al0yBaHHs mnapoio. OJHaK, BapTO 3a3HAYUTH, WIO
OloMeTpuyHa aBTEHTHU(IKAI[IS Ma€ SIK MEPEeBaru Tak 1 HEIOMIKH.

[lepeBaru 6i10MeTpUYHOT aBTEHTHU (DIKAILIT:

e Bucoka 0e3neka: bioMeTpuuHi XapaKTepUCTUKH YHIKaJbHI JUIsI KOXKHOT 0coOH,
10 pOOUTH TX BaXKKUMHU JJIs1 M1IpOOKHU a00 BUKPAJACHHS.

e 3pyuHicTb: Bukopuctanus 610METpUUHUX JAHUX JJI aBTeHTU(IKALIl 3pydHe JJIs
KOpUCTYBauiB, OCKUIBKH HE MOTPIOHO 3amam'iTOBYBaTH Mapoii a0o MiH-KOH.

o IlIBuakicTs: biomeTpuuHa aBTeHTH]IKALS MOXKE OyTH MIBUAIIOI B MOPIBHIHHI
3 TPAIUIIIHTHUMH METO/IaMH, OCKUIBKH HE TTOTP1IOHO BBOIAUTH MapoJib a00 MIH-KOJ,.

e Bincyrnicts 3a0yrTi 260 BTparu: OCKUIBKM OIOMETPUYHI XapaKTEePUCTUKU
MPpUB'A3aH1 10 caMoi 0COOM, HEMOXJIUBO 1X 3a0yTH ab0 BTPATUTH, SIK 11€ MOKIIUBO

3 HapoJIAMU UM KapTKAMHU JTOCTYILY.

Henoniku 6ioMeTpuuHOT aBTEHTU(IKAIIIT:
e [IpuBarHicTh i KoHigeHUiliHicTL: 30ip 1 30epexeHHsT OIOMETPUYHUX JAHUX
MOXK€ TIOPOJIKYBaTH MUTAHHS I0J0 MPUBATHOCTI Ta MOXXJIMBOCTI BUKOPUCTAHHS

[UX JaHUX JUIs1 HEJOPEUHUX IIUICH.
e HeoOopoTHicTb: Y pa3i BukpaaeHHs a00 KOMIIpoMmeTallii 010MeTpUYHHUX JaHUX,
iX HEMOXKJIMBO 3MIHUTH a00 CKacyBaTH, Ha BIIMIHY BiJl IApOJIiB YU MIH-KOJIB, K1

MO’KHA 3MIHUTH y pa3i moTpeou.
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e Bapricte Ta ckaagnicTs: BrpoBamkeHHs OioMeTpuyHOI aBTEHTH(IKAIlii
BHUMarae creliaaizoBaHoro o01aHaHHs Ta MPOrPaMHOTO 3a0€3MEUCHHS, 1110 MOXKE
OyTH BUTPATHUM 1 CKJIQJAHUM IIPOLIECOM JIJIsl OpraHizaiii.

e Yyrmuusicts 10 30BHimHIX ¢akrTopiB: [leski OioMETpUYHI XapaKTePUCTUKU
MOXYTh OyTH YYTIMBUMH JI0 3MIH Yy 30BHIIIHIX yMOBaX, III0 MOXKE BIJTUBATH Ha

TOYHICTH 1/IeHTU(]IKaLlll, HAIPUKIIAJ], OCBITICHHS 200 MOIIKOKEHHS IIKIPH.

1.2.3. IlepeBaru Ta Hea0JiKH aBTeHTH(diKaNil HA 0CHOBI MiCHIE3HAXOIKEe HHS
ApteHTH(]IKaIlisT HA OCHOB1 MICIIE3HAXOKEHHSI € IOBOJI1 CIIEU(IYHOI0 a yepe3 1€ Mae
CBO1 TIepeBaru i HEMAOMIKH.

[TepeBaru aBTeHTH(]IKAIIIT HA OCHOB1 MICIIE3HAXO>KCHHS:

o JlonarkoBuii piBeHb Oe3nexku: BukopucTaHHs MICIE3HAXOMKCHHS IS
aBTeHTH (DIKaIli MOXKE JIOMMOMOI'TH BUSIBUTH HE3BUYHY a00 Mi03pLTY aKTHUBHICTD.
SIK110 KOpUCTyBau HaMaraeTrbCsi OTPUMATH JOCTYN 3 HE3BUYAWHOTO abo
HE03BOJICHOTO MICIIS, CUCTEMa MOX€E BIIXWJIMTH TaKUil JOCTyn abo BHMararu
JOJTATKOBY TEPEBIPKY.

o leorpadiune oome:keHHs1 AocTyny: Buxopucranus aBTeHTH(IiKaIli HA OCHOBI
MICIIE3HAXO/IKEHHS JIO3BOJIUTh OOMEXHUTH JOCTYIl JI0 BE€0-3aCTOCYHKIB 3aJICKHO
Bl reorpadiyHoro periony. lle kopucHO IS 3aXUCTy KOH(IAEHIIHHOT
iH(popmallii a00 JOTPMMAaHHS MPABOBUX BUMOT y MEBHUX FOPUCIUKIIIAX.

e Buxkpurrs maxpaiictBa Ta HeCAHKIIOHOBAHOI AiJIbHOCTI: ABTeHTU(DIKAIlIs Ha
OCHOBI1 MICII€3HAXOKCHHSI MOXE JOTIOMOT'TH BUSIBUTH BUITAJKW IIaxpancTBa abo
HECAHKI[IOHOBAHOI JAISJIBHOCTI, TaKl SIK CIPOOW HECAHKI[IOHOBAHOTO JIOCTYITY a0o

(1HaHCOBHMX MaHIMYJIAIIM 3 HE3BUYAHHUX MICIIb.
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Henoniku aBTreHTH(]iKaIii Ha OCHOB1 MICIIC3HAXOIXKSHHS:

Ooxin Ta oOman: Jleski KopuCTyBaul MOXYTb HamaraTucs OOIMTH
aBTEHTU(IKAIII0 HAa OCHOBI MICHE3HAXO/KEHHSI LUISIXOM BUKOPUCTAHHS
TEXHOJIOT1{, SIK1 3MIHIOIOTh 1X MICIE3HAXO/KE€HHS, TAaKUX SIK BIpTyaJibHI MPUBATHI
mepexi (VPN).

HenocroBipui nani micue3naxomxennsi: Jleski ¢akropu, Taki SK TEXHIYHI
MOMMJIKM, HENPaBWIbHI HaNAIITyBaHHA a00 BHUKOPUCTAHHA aHOHIMaM3epiB,
MOXYTh  HPHU3BECTH JO  HEMpaBWIbHMX a00  HEJOCTOBIPHUX  JIAHHUX
Miclie3HaxokeHHd. Lle Moxke Mmpu3BecTH A0 BIAXWIICHHS JAOCTYIY MpPaBUILHUM
KOpUCTyBauaM a00 HEMPaBUIHLHOTO JIOMYCKY HET03BOJIECHUM.

IlpuBarHictTb Ta HemoBipa: 30ip 1 BuKopucTaHHs 1HQoOpMmamii Mpo
MICILI€3HAXO/I>KEHHS MOX€e MOpYIIYBaTH MPUBATHICTh KOPUCTYBAUIB 1 COIPUUUHITH
HenoBipy. KopucrtyBaui MokyTh OyTH 0OepexHI IWIOJ0 TMepenadi  CBOiX
TeOJIOKAIIMHUX JaHUX Yepe3 MOXKJIMBICTh 3JI0BKHBaHHSI a00 HEJIOCTaTHIO

3aXHUIIEHICTh TaKoi 1H(pOopMaIii.

BpaxoBytouu 111 nepeBaru 1 HeI0I1KU, BUPIIICHHS PO BUKOPUCTAHHS aBTeHTHU(IKAIlIT Ha

OCHOBI MICII€3HAXO/DKEHHSI Y Be0-3aCTOCYHKAX MOBUHHO 31MCHIOBATUCS 3 ypaxXyBaHHIM

KOHKPETHUX MOTPEO, PU3HKIB Ta BUMOT O€3MEKH KOKHOTO KOHKPETHOTO BUMAKY.

1.2.4. IlepeBaru Ta Hex0JIiKM aBTeHTU(IKALII 3a J0IOMOI010 ceprudikaris

[lepeBaru aBTeHTHU(IKAIT 32 JOMOMOIOI0 CEPTUPIKATIB:

Bucoknii piBenb 0e3mexu: Ceprudikaru 3abe3neuyroTh O€3MEYHUI MeXaHi3M
MEPEeBIPKU 1IEHTUYHOCTI, 3aMo0iraloyu migpooOIll Ta MiJICTABHOMY IIPEICTaBICHHIO
JaHUX.

Cymichicts: Ceptudikatu 0a3yloTbcsi Ha CTaHAaprax, M0 JIO3BOJAE iX

BUKOPHUCTAHHS B PI3HUX CUCTEMAX 1 CIPUSE B3AEMOJIT MI>K HUMHU.
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HentpanizoBane ynpasainas: Llentpu ceprudikaiiii 3a0e3neuyoTh KOHTPOJIb
HaJl BHUJAHHSAM, BIJKJIMKAHHSIM Ta OHOBJICHHSAM CepTHU(DIKATIB, CHPOIIYIOUN

YIOPaBIIHHS 1A€HTU(DIKAIIEI0 KOPUCTYBAYIB.

Henoniku aBrenTudikaiiii 3a JTOMoMorow ceprudikaris:

CxaagnicTs HaJamTyBaHHA: [HTEerpaiiisi Ta BCTAHOBICHHS CepTU(]IKATIB MOXKe
OyTH CKJIaJHUM MPOLECOM, OCOOITUBO JJIsl 3BUYAHUI KOPUCTYBauiB 00 CUCTEM.
3agexHicTb Bix HeHTpPY ceprudikauii: /[ nepeBipku ceprudikara HEOOX1THA
JOBIpeHa 1H(pacTpyKkTypa LEHTpy ceprudikamii. Skmo ueHtp ceprudikaiii
KOMIIPOMETOBaHUN a00 HEJOCTYIHHM, MOXYTh BHHMKHYTH MpoOIeMu 3
aBTEHTH (DIKAIIETO.

CxyagHicTh BUKOPHMCTAHHSA: 3BUYAHUM KOPUCTyBayaM MOK€ OyTH CKJIAJHO
BCTAHOBUTH Ta HAJIAIITOBYBAaTHU CEPTU(PIKATH HA CBOIX MPUCTPOAX 1 BUKOHYBATH
HEOOX1H1 KPOKH Ui 1X BUKOPUCTAHHS IT1]1 Yac aBTEHTU(IKAIII.

BapricTrs: OTpuMaHHs Ta KepyBaHHS cepTH(iKaTaMu MOXYTb OyTH MOB'si3aHi 3
BUTpaTaMu, OCOOIMBO JUIsl OpraHizamiid, 10 BHUKOPHUCTOBYIOTH 0araTto
ceprudikariB ad0 MParHyTh A0 BUCOKOTO PiBHS OE3MEKH.

Oo0Me:xeHHs1 mnpuBaTHOCTI: Bukopucranus ceptudikariB MoXKe BUMaraTu
PO3KPUTTS JEAKUX MEPCOHAIBHUX JaHUX UEHTPY ceprudikamii ado 1HIIUM

CTOpPOHAM, I1I0 MO>KE€ OPYIIYBaTH MPUBATHICTb.

3arasiom, aBTeHTH(IKAIliS 3a JAOMOMOTOK cepTU(IKATIB € e(PEeKTUBHUM Ta OE3MEeUHUM

crocoOOM TEPeBIPKH 1JEHTUYHOCTI KOpUCTyBada, OCOONMBO B cdepax, /€ BaxIMBa

KOH(M1ICHIIIHHICT, Ta Oe3meka JaHux. BTiM, HEO0OXIIHO BpaxoBYBaTH CKJIAIHICTh

HaJalTyBaHHA Ta BUKOPHUCTAHHS, 3aJ€XKHICTh BiJ LEHTPY cepTudikaili, BapTiCTb Ta

MO>KJIUB1 OOMEKEHHS TPUBATHOCTI.
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1.2.5. IlepeBaru Ta HexoJIiku 0araro(pakTopHOi aBTeHTH Pikaii

baratodakropHa aBreHTUIKaLls MAa€ KIJIbKA MEepeBar 1 HeJAOMIKIB:

[lepeBaru 6araToakTopHOi aBTEHTU(IKALIT:

IinBumena O0e3neka: BukxopuctanHs ACKUIbKOX (aKTOpiB aBTEeHTHUdIKAIIT
3MEHIIIYE PU3MK HECAHKI[IOHOBAHOTO JocTymy. HaBiTh skmio oauH (daxTop
KOMITIPOMETOBAHUH, 3JI0BMUCHHUKY Oy/ie HEMOXKIIMBO OTPUMATH JOCTYN O€3 1HIIKX
(dakTopis.

3axucT Big napoabHoro BiarBopenHsi: Ockinbku MFA He 3aneXuTh BUKIIIOUHO
BiJl MapoJid, BiH 3MEHIIYE€ PU3UK BHUKOPUCTAHHS CIaOKMX ab0 MOBTOPIOBAHUX
MapoJiB.

I'nyuxicTs BUOOpy pakropiB: MFA no3Bosse Bubuparu pizHi (pakTopu 3a1eKHO
BiJl MOTPeO 1 MOXKJIMBOCTEH KOpUCTyBauiB, M0 3a0e3neuye OuIbIIii KOMQOpT 1

3pYYHICTh BUKOPUCTAHHS.

Henomniku 6ararodakroproi aBrenTudikaii (MFA):

CxaagnicTs BrnpoBajxkeHHs: IMmuiemenTaiist 6araroakTopHoi aBTeHTH(IKALIIT
MOXKe OyTH CKJIagHOIO 1 BHMararu JOJATKOBUX pEeCypciB Ta IHTerpaii 3
ICHYIOUUMH CUCTEMaMHU.

Jonarkosi 3arpaTu Ta 3ycuJuist: Bukopuctanass MFA moke BUMaraTtu BUTpAT Ha
npuaOaHHd Ta ynpaeiuiHHA (i3uyHuMH oO'ekramMu  ab0  OlOMETPUYHUMU
texHonoriamMu. Kpim TOro, kopuctyBauam MOTPIOHO 3AIMCHIOBATH J1OAaTKOBI
KPOKH JIJISI aBTEHTHU (pIKaIlli, 1110 MOXKe OyTH HE 3pyYHHM.

MosxnuBi npodJiemu 3 cyMicHicTIo: Jleski cuctemu abo miatpopMu MOXYTh HE
OiATpUMYyBaTu Bcl jaoctynHi ¢akropu MFA, mo Moxe yCcKIagHUTH ix

BHUKOPHUCTAHHA.

He 3Baxkatoum Ha HEAONIKM, BUKOpHUCTaHHS OararoakTopHOi aBTEHTHU(]IKALIl €

BaXUIMBUM KPOKOM Y MOKpaIlleHH1 0e3neku 1HPOopMaliitHUX CUCTEM, OCOOIMBO B yMOBaXx
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3pOCTaKY0i KUIbKOCTI KiOeparak. OnTUMalbHMM MiAX1J MOJIArae B 30ajJaHCOBAHOMY

MO€IHAHH1 PIBHIB O€3MEKU Ta 3py4YHOCTI JIJ1s1 KOPUCTYBaYiB.

1.3. ITonyasipHicTh

OcTaHHIM 4acoM 3pOCTa€ CBIIOMICTh PO BaXKJIMBICTh O€3MEKU Ta KOH()IIECHIIIHOCTI B
oHJylaitH-cepenoBuil. KopucTyBaui Bce OUIbINE AOBIPSAIOTh BE0-3aCTOCYHKaM CBOI1
OCOOHMCTI JlaHl, TOMY METOAM aBTEHTH(QIKAIli CTalOTh KJIIOYOBUM €JIEMEHTOM Yy
3a0e3MeueHH] JOCTYIy JHIIEe MIpaBOMIPHUM KopucTyBadaMm. I[lomynspHIiCTh pi3HHX
METOJIIB aBTeHTU(IKAIli Yy BeO-3aCTOCYHKaX MOCTIHHO 3MIHIOETbCS, BPaxoBYIOUU
0e3MeKoBl CTaHJApTH Ta 3PYYHICTb BUKOPUCTAHHA JUIsl KOpPHUCTyBadiB. Jlisg aHamizy
MOMYJISIPHOCTI METOAIB aBTeHTU(iKaIli OyB BUKOPUCTAHHI CHUCOK HAWMOMYJSIPHIIINX
BeOCalTIB y CBITI 3a Bepciero caTy SimilarWeb. 31 ciucky Oynu BUKITIOUEH1 BeO-cailTh
3 Pocii, a Takox TI, SIKI MICTATb HENPUCTOMHUN KOHTEHT ab0 HE BUMAararoTh
aBTeHTH (DiKaIli KOPUCTYBaUiB.

B Tabmuui 1.3.1. IIpogeMoHCTpOBaHO AOCTYMHICTh PI3HUX METOMAIB aBTEHTU(]iKallil Ha

BeO-calTax.
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Bebcaut

MaponbHa
aBTeHTUIKaLin

BiomeTpuuHa
aBTeHTUIKaLin

ABTeHTU}iKauinA
Ha OCHOBI

ABTeHTUdiKauina
3a AONOMOroio

BaratodakTtopHa
aBTeHTUIKaLin

IHWi meToau
aBTeHTUdiKauLii

MicL,e3HaxXoAXKeHHA cepTugikaris

google.com v v v X v v
youtube.com v v v X v v
facebook.com v v v X v v

baidu.com v X X X X X
instagram.com v v X X v v

twitter.com v v v X v v

yahoo.com v X v X v v
wikipedia.org v X X X X X
amazon.com v v X X v v

live.com v X X X v X
netflix.com v v v X v X
reddit.com v X X X v v

qg.com v X X X X v
ebay.com v X v X v v

bing.com v X X X v X

linkedin.com v v v X v v
whatsapp.com v v X X v v
aliexpress.com v X X X v v

sogou.com v X X X X v
pinterest.com v X X X v v

office.com v X X X v X

msn.com v X X X v X
twitch.tv v X X X v v
paypal.com v v X X v v
imdb.com v X X X v v
taobao.com v X X X X v
github.com v v X v v v
v v v v v v

microsoft.com

Ta6muis 1.3.1. — JJocTynHICTh pi3HUX METO/IIB aBTeHTU(IKAIlIT Ha BeO-caliTax.

3 pe3ynbpTaTiB aHalli3y MOXKHA 3pOOUTH BHUCHOBOK, IO HAa JaHWH MOMEHT MapoJibHa
aBTeHTU(IKAIlIS Ta JOMOBHEHHS N0 Hei y BUDIAAl O6ararodakTopHoi aBTeHTH(]IKaIii €
HaNWOUIb I MOMIMPEHUMH CIIOCOOAMU MIITBEPXKEHHS 1ICHTUYHOCT1 KOPUCTYBaya Ha BEO-
caiitax. bumbmiicTh BeO-CalTIB TaKOX HAJAIOTh 1HIN CHOCcOOM aBTeHTH(IKaIIIi,
Hanpukiaa, yepe3d SMS-noBigomiieHHss abo 3a Jonomoror o6ikoBux 3anucie Google
abo Apple.

Xoua OioMeTpuyHa aBTEHTHU(IKAIlIS CTa€ BCE OUIbII MOMYISPHOI0, BOHA BCE 1€ HE TaK
HIMPOKO BUKOPUCTOBYETHCS Ha BeO-caiiTax. ABTEeHTH(IKAIlISI HA OCHOBI cepTU]IKaTIB, 31

CBOro OOKY, € HallMEHIII MOLIUPEHOI0 (POPMOIO aBTEHTHU(IKAIIIT HA TAHUI MOMEHT.
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1.4. CxaaaHicTs peaJizauii Ta BAKOPUCTAHHA
OxpiM HamIMHOCTI, IPOCTOTA peasizalli Ta BUKOPUCTAHHS METOJIB aBTCHTH(IKAIlil €
TaKOXX BOKJIMBOIO K JJI1 KOPUCTYBaYiB, TakK 1 ISl pO3pOOHUKIB.
JIist KOpUCTyBadiB, MPOCTOTAa BUKOPUCTAHHS METOIB aBTEHTU(IKAIl € KIIUYOBUM
¢dakropom. CknaaHi npouenypu aBTeHTHU(IKaIli MOXYTb OyTH 3alUIyTaHUMHU Ta
BUMaraTl JOAAaTKOBUX 3yCWJIb BiJ KOPUCTyBauiB. [IpocTOoTa BHUKOpUCTaHHS J0MOMAarae
3a0€3MeUnTH 3PYYHICTh Ta MIBUJKICTH MPOXOHKEHHS MPOILIECYy aBTEHTH(QIKAIll, 10
pOOUTH HOTO MPUEMHHUM 1 O€3MPOOIEMHUM JUJIsI KOPUCTYBAUiB.
Jlst po3poOHUKIB, MPOCTOTA peani3amii Ta BUKOPUCTAHHS METOMIB aBTEHTHU]IKaIii
BIJIIrpa€ BaXJIMUBY pPOJb y MIBUAKOCTI 1 HaAIMHOCTI po3poOku cucteM. Jlerkicthb
IHTerpauii MeToAiB aBTEeHTU(IKalli y BXKE ICHYIOUl CUCTEMH Ta IPOrpamH J103BOJISE
po3poOHUKaM e(PEeKTUBHO BUKOPUCTOBYBATH iX Oe3 3aiiBux 3ycuib. [IpocTora peanizarii
JoroMarae 3MEHIIMTH PU3MK TOMUJIOK 1 3a0e3neuye THYUYKICTh Y KoH(Irypauii Ta
YIpaBIiHHI METOJaMHU aBTEHTHU(]IKaIlii.
Otxe, mpOCTOTa BUKOPUCTAHHS Ta peali3allli METOAIB aBTEHTUQIKAIllI € BaKJIMBUMU
dakropamu, L0 CHPHUSAIOTH TOKPAILIEHHIO JOCBiYy KOPHUCTYBa4iB Ta €(QEKTUBHOCTI
PO3pOOKH 1Sl PO3POOHUKIB.
B Tabmuumi 1.4.1. ppoaeMOHCTpPOBaHO TOPIBHSAHHA CKIAQJHOCTI peani3amii Ta

BUKOPHUCTAHHS PI3HUX METOJIB aBTEeHTHU(IKAIli y BeO3aCTOCYHKaX.

21



MeTopa aBTreHTUdIKaLii CknapgHictb peanisauii | CKnagHicTb BUKOPUCTAHHA

MaponbHa aBTeHTUIKaLIA HusbKa CepegHa
BiomeTpunyHa aBTeHTUIKaL,A Bucoka CepepgHs
ABTeHTUIKALiA HAa OCHOBI
) CepepgHs CepepgHs
MiCLLe3HaXO4KEeHHA

ABTeHTUIKALiA 33 LONOMOrOHo

o Bucoka Bucoka
ceptudikatis

BaratodakTopHa aBTeHTUIKaLiA CepepHs CepeaHAa

Tabmuns 1.4.1. — [opiBHSHHS CKJIAHOCTI peatizallli Ta BUKOPUCTaHHS PI3HUX METO/IIB

aBTeHTU(DIKAIl] y BeO3aCTOCYHKaX.

IMaposabHa aBTeHTHdiKALlisA, X0U 1 € IHUPOKO BUKOPUCTOBYBAHUM METOJIOM, IIPOTE Ma€
CBOI CKJIQJHOCTI B peasi3ailii Ta BUKOPUCTAHHI. 3 TOYKH 30py peaizallii, cucrema
MOBHHHA 3a0e3meunT Oe3reuHe 30epeXeHHS MapojiiB, a TaKOX IMOTPIOHO PO3pOoOUTH
MEXaHI3MU JUIsl KEPYBaHHSI apOJISIMU IS MTONEPEIXKeHHS 371aMy MapoiB.

3 TOYKHM 30py BUKOPUCTAHHS, MapoJibHA aBTeHTUdiKalis Moxxe OyTH BUKIUKOM JUJIs
KopucTyBauiB. YacTo BOHM MarOTh 3TraJlyBaTd Ta MamM'aTatd OaraTo pi3HUX MapoiliB JJIs
pI3HUX cepBiciB 200 00iKOBHX 3amuciB. Lle MOXe cTaTh HE3pYYHUM Ta MPU3BOAUTH 0
BUKOPHUCTAHHS CNAaOKUX MapoiiB ad0 MOBTOPHOTO BUKOPUCTAHHS OIHOTO Mapojs s
KUIbKOX cepBiciB. TakoX MOXYTb BHHUKATH MpoOJeMu 31 3MIHOIO TMapoiiB Ta

BIJTHOBJIEHHSIM JIOCTYIY B pa3i Horo BTpaTH.

B cBoo uwepry mia OiomerpuuHoi aBTeHTH(ikauii HEOOXIJHO MaTU HAJIEKHE
oOnanHaHHs 1715 300py Ta 00poOKu OloMmeTpuyHux naHux. Lle MoxyTh OyTu ckaHepu
BIIOMTKIB MalblliB, KaMepu MJisi PO3MI3HABAHHS OOIMYYs, CEHCOPU PpPO3MiI3ZHABAHHS
rojocy ab6o i npuctpoi. Taki o0nagHaHHS TOBUHHI OYTU HaAIMHUMU Ta TOUYHUMU JIJIS

e(exTuBHOT poOOTH 3 O1I0METPUUYHUMHU JAHUMH.
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OxpiM 1OTO, PO3POOHMKM TMOBHMHHI BpPAaXOBYBaTW MHUTaHHS O€3MeKH Mpu poOOTI 3
OlomeTpuyHuMU JaHuMHu. L1 7aHI € OCOOMCTMMM Ta YHIKAJbHUMH I KOXXHOTO
KOPHUCTyBaya, TOMY BaXKJIMBO 3a0€3MEYUTH iX 3aXHCT BI1J HECAHKIIIOHOBAHOTO JIOCTYITY
abo 3nomy. lle Bkimtouae B cebe mmdpyBaHHS OIOMETPUYHHUX JaHUX, 30epiraHHs iX B
3axXuIeHnX 0a3ax JaHMX Ta BHUKOPUCTAHHS MEXaHI3MIB  1JeHTH(]iKalii Ta
aBTeHTU(IKAITI].

3 TOYKH 30py BUKOPHUCTAHHS, 010MeTpHUYHA aBTEHTHU(IKAIIT MOXKE CTUKATHUCS 3 ICSTKUMHU
npobnemamu. Hanpukian, TOYHICTh PO3MI3HABAHHS MOXKE 3aJI€KaTh BiJ SIKOCTI 300py
O0lIOMETPUYHUX JIAHUX, TAKUX SIK OCBITJIEHHS, SKICTh 300paXK€HHS TOLIO. TaKOX MOXKYTh
BUHUKATH NMPOOJIEeMH 31 300pOM O10METPUUHUX JaHUX Y BUIAJKAX, KOJIU KOPUCTYBAY Mae

MOIIKO/IKEHHS a00 3MIHU B (PI3MUHHUX XaPAKTEPUCTHUKAX.

[Ilono aBTeHTH(iKALII HA OCHOBI MiCI€3HAXOMKEHHS, BIPOBAKEHHS I[bOTO METOY
norpelye CKIaAHUX TEXHIYHUX pilieHb. Jns oro peanizamii HEOOX1AHO MaTU AOCTYI
JI0 TaHUX TPO MICHE3HAXO/KEHHSI KOPUCTYyBaua, Takux gk reosokauis yepe3d GPS, 1P-
aapecy, abo iHmi mMetoau. OHAK, TOUYHICTh Ta HAMIMHICTh IUX JaHUX MOXYTh OyTH
0OMEXeHMMH, OCOOJMBO B yMOBax 3 OOMEXKEHHMM JOCTYIIOM JI0 Mepexi abo y
BHYTPIIIHIX MPUMIIICHHAX, [0 MOKE MTPU3BOAUTH 10 TTOMUJIOK TIiJT 4ac aBTeHTU]IKAIi

Ta HE3PYYHOCTEH /1JIsi KOPUCTYBaUiB.

ABTeHTH(}iKaLiA 32 J0MOMOroK cepTU(IKATIB € CKIaAHOIO 3 TOUKH 30py peanizamii
Ta BUKOpUCTaHHsS. BoHa BUMarae po3ropTaHHs IHQPACTPYKTypu MyOJIIUHOTO KIIOYa
(PKI), mo Bkitoyae B cebe BUIMYCK, PO3MOBCIOPKEHHSI Ta YNPaBIiHHS cepTudikaramu, a
TaKOX 1HTETpaIlii 3 1oAaTkaMu Ta cucteMamu. Lle Moke BUMaraTu 3MiH y TPOTPAMHOMY
3a0e3MeueHHl, PO3MIMPEHHSIX ITPOTOKOIIB ab0 HaJaIITyBaHHI CXEMHU aBTEHTU(IKAIIi.
KpiMm Toro, xopuctyBauam Moke OyTH CKJIQJHO BCTAHOBUTHU Ta HAJAIlITOBYBATU
cepTudikaTé Ha CBOIX MPUCTPOSX 1 BUKOHYBATH HEOOX1/IHI KPOKU Uil X BUKOPHUCTAHHS

M Yac aBTeHTHUIKAITI].
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Bararodakropna aBrenTudikania B CBOIO yepry, Moxke OyTH ACIIO CKIATHIIION JJIs
peanizaiii Ta BUKOPUCTAaHHS IMOPIBHAHO 31 3BUYAWHUMH METOJaMHU aBTEHTU(IKallii,
TaKHMHU SIK T1apOJib.

Jna peanizauii  OGararopaktopHoi aBTeHTU(IKaIli HEOOXIAHO HaNAIITyBaTH Ta
IHTErpyBaTH J0JaTKoBl (akTopu aBTeHTU]IKalii, Taki SK (QBUYHUN [OpPUCTPil
(Hanpukiiazn, TOkeH abo cMapr-kapTa), OlOMETpUYH1 AaHl (HampukKiIaa, CKaHyBaHHS
BIIOMTKY majibll ab0 po3mi3HaBaHHS oOmuyusi) abo TumuacoBi mapoini. lle Bumarae
HAsIBHOCT1 MEBHUX alapaTHUX ab0 MpOTrpaMHUX 3aC001B ISl MIATPUMKHU KX (PAKTOPIB.
Jlna xopuctyBauiB, Bukopuctanus MFA Moke BuMararu J0JaTKOBUX KpPOKIB IiJ 4ac
nporiecy aBreHTudikamii. Hampukiiam, KopucTyBad MOXKe 3a3/1aJIeTiib HAJAIITyBaTH CBii
cMapT@oH SK J0AaTKOBUM (pakTop aBTeHTH(IKAILIl 1 OTPUMYBaTH MOBIJOMIICHHS 3
THMYAaCOBUMHM KoJlaMH TiaTBepkeHHs. Lleit kom HeoOxi1mHO Oyne BBECTH pa3oM 31 CBOIM

napoJjeM, o0 OTpUMaTH JOCTYII 10 OOJIIKOBOTO 3aIuCY.

1.5. Ilincymox

[IpotaroM ocCTaHHIX ACCATWIITH OyJIO PO3pOOJEHO Ta BIPOBAIKEHO Oararo METOMIB
aBTeHTU(IKAIlIl 3 METOI 3a0€3MEeUCHHs] HAIIMHOTO 3aXHUCTy JOCTYITY 110 iHdopmaIllii Ta
pecypciB. IIpore Ha ChOTONHIMHINA J1€Hb, HEMAE €IUHOTO Ta 1ICAJBHOTO METOAY, IO
3aJI0BOJIbHSIB O BC1 MOTPEOHU.

OaHuM 3 HAWNONIMPEHINIMX METOMAIB aBTEHTU(IKalll € mapojibHa AaBTEHTH(IKALIIS.
[laponi [103BOJSIIOTH JOBOJII 3pYYHO MIATBEPAUTH OCOOMCTICTH KOpHUCTyBada B
KOMIT'IOTEPHUX CHUCTEMax, MpOTe iX BUKOPUCTAHHA MOXe OyTHM HeOe3NMeYHHM dYepes
MOJIMBICTh 3JIaMy Ta HEJOCTaTHIO CKJIAJHICTh. Yepe3 ue, AJis MOCUIICHHA Oe3neKku
Maiike BCl Be03aCTOCYHKM KOMOIHYIOTH 1ed MeToh 3  OararoaxTopHOIO
aBTeHTH (DIKaII€r0. 3aMICTh OJJHOTO MapoJs, IKU Moxke OyTH BKpaJeHU abo BraJaHui,
OaraTodakTopHa aBTEHTHU(IKallisi BUMarae BBEICHHs JOAATKOBUX (DaKTOPIB, HAIIPUKIIA]

SMS-kodiB MiATBEPIKEHHS a00 TUMYACOBUX KOJIB.
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B ocranni poku OioMerpuuHa aBTeHTU(IiKallisl HaOyBa€ MOMYISIPHOCTI, IPOTE CaMe Y
Be03aCTOCYHKax ii BUKOPUCTAHHS € BCE II€ CHJIBHO OOMEXEHUM M0 MPUYUHI TOTO, IO
TaKUi METOJ aBTeHTU(]iKallll MOTpedye CIeliali30BaHOTO 00JaJHAHHS Ta MPOrPAMHOTO
3a0€e3MeUeHHsI, IKE He 3aBXK/U € TOCTYIHUM JJIs 3BUYalHUX KOPUCTYBauiB.

[Iomo aBTeHTH(iKaIll HA OCHOBI MICIIE3HAXOMKECHHA TO HAa JaHUW MOMEHT ii PIiJIKO
BUKOPHUCTOBYIOTh K CaMOCTIMHUI cnoci0 ineHTu(ikamii KOpUCTyBayiB uepe3 Horo
OoOMeXeHy TOYHICTb, MPOTE BIH J00pe 3apeKOMEHAYBaB ceOe SIK JOJATKOBHM IIap
3aXUCTY SIKUWA MOXXE JIOOMOI'TH BUSBUTH HE3BUYHY a00 M1103p1Jly AaKTUBHICTb.

B cBoro uepry aBreHTH(DIKAILIA 32 JOMOMOrol0 ceptudikariB € edekTuBHa Ta Oe3MneuHa,
aje He 3pyd4Ha JUIsl MOBCAKACHHOTO BUKOPHUCTAHHS 3BUYAWHUMM KOPUCTYyBauaMH 4epe3

CKJIQJIHICTh CTBOPEHHS Ta HaJAIITyBaHHS CEPTU]IKATIB HAa MPUCTPOSIX.
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2. OBPAHI TEXHOJIOT'II
2.1. ®dpeiimBopk Apache Maven
Apache Maven — 1e ¢pelMBOpK s aBTOMaru3aiii poOdOTH 3 MIPOTrPpaMHUMU
npoekramu. OcHOBHA KOHIryparisi 30ipku BiA0yBaeTbcsl 3a gornomoroto xml daiina,
AKUNU MICTUTh B €001 OMUC MPOEKTY, HOro BIACTUBOCTI, 3B’SA3KM 31 30BHIIIHIMU
MOJYJASIMH 1 KOMIIOHEHTaMH, KOH(Iirypamito mHopsaky MnoOylIOBH Ta HaJlalITyBaHHS
IUIariHiB sIKI BUKOPUCTOBYIOTHCS HA PI3HUX e€Tamnax 301pKu MpOeKTy. 30BHILIHI MOJY1
MOXYTh 3HaXOJIUTUCH SIK B JIOKAJIbLHOMY PEMO3UTOPIl TaK 1 Ha BIIJAICHUX 3 MOXKIIUBICTIO
JUHAMIYHOTO TMiJBaHTa)keHHsA. [l omucy koHirypaiii, BUKOpUCTOBYeThcs POM

KOHCTPYKILiS.

2.1.1. O0'exTHA MOaE/Ib ONIMCY POEKTY
OcHoBHa KOH(]irypamis mnoOyIoBM MpoekTy, miaTpumyBaHoro Apache Maven,
onucyeThes B xml (aitni, axkuii 3a 3aMOBYYBaHHSIM Ha3uBaeThcsa pom.xml. Ha mouarky
noOyJOBH TPOEKTy BiOyBaeThCcsl IMepeBipka KoHbIirypauiiHoro ¢aiiny Ha Horo
CUHTAKCUYHY NIPABUWIbHICTh Ta HasIBHICTh BCIX HEOOX1THUX JaHUX.
[Mpuknazn gainy pom.xml:
<project>
<!-- Bepcisa mogeni gna POM-¢ainny Maven 2.x 3aBxgu 4.0.0 -->
<modelVersion> 4.0.0 </ modelVersion>
<!-- KoopaMHaTK npoekTy, TO6TO Habip 3Ha4YeHb, AKUK
AO3BONIAE OAHO3HAYHO ipeHTudPikyBaTM uen npoekt -->
<groupId> com.mycompany.app </ groupld>
<artifactId> my-app </ artifactId>

<version> 1.0 </ version>

<!-- 3anexHocTi -->
<dependencies>
<dependency>
<!-- KoopAMHaTM HeobxipHol 6ibnioTekmn ->
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<groupId> junit </ groupId>
<artifactId> junit </ artifactId>
<version> 3.8.1 </ version>
<! - uAa 6i6bnioTeka BUKOPUCTOBYETbLCA TinbkKu ANA 3anycky i kKomninwBaHHA
TecTiB ->
<scope> test </ scope>
</ dependency>
</ dependencies>

</ project>

2.2. MoBa nporpamyBaHHs Java
Java - 1ie BHUCOKOpiBHEBa, OO'€KTHO-OPIEHTOBAaHA MOBA MPOTrpaMyBaHHS 3arajibHOTO
MIPU3HAYCHHS, OCHOBHA 1/Iesl AKOi MOJisAra€ B 3MEHIICHH1 3aJICKHOCTEH peasizailii Bif
omepaIliinoi cuctemu. Bunmymena 1995 poky kommaniero “Sun Microsystems”. I{s moBa
MporpaMyBaHHs HaJa€ MporpaMicTaM MOXJIUBICTh MUCATH KOl OJAWH pa3 1 3allyCKaTh B
OyIb-sIKOMY MICIIl, TOOTO CKOMILILOBAaHUM KOJI MOXKE€ IpalloBaTH Ha J1t001il muatdopmi
sgKa marpumye Java, 06e3 HeoOXiaHOCTI mepexommisaiii. [Iporpamu HamucaHi MOBOIO
nporpamMyBaHHsl Java KOMIIUIIOIOTbCA y OalT-koN, sKUi 3amyckaerbcss Ha JVM.
BukopuctanHs Takoro mpomiapky poOUTbh KOJ HE3AICKHMM BIJ apXITEKTypu
KOMIT'IOTEpA Ha SIKOMY BiH 3amyckaeThcsi. Ha Binminy Big MoB nporpamysanns C ta C++,
Java Mae MmeHie HuU3bKOpiBHEBUX 3aco0iB. [Ipote, uepe3 mpomapok y Buniaai JVM,
CEepeloBUILE BHUKOHAHHS Java HaJae MporpamicTy AUHAMIYHI — MOXJIMBOCTI
B110Opa’keHHs Ta MOIU(DIKYBaHHS HATMCAHOTO KOJY, i1 YaC BUKOHAHHS nporpamu. J{is
TPaAUIIHHUX MOB MIPOTPAMyBaHHs, SIK1 MIepe]l BAKOHAHHSM, TTOBHICTIO MIEPETBOPIOIOTHCS

B MAIIMHHUHN KOJ, TaKl MOXJIMBOCTI 3a3BUYail HEAOCTYIIHI.
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2.2.1. Ocob6auBocTi

Oco0nrBOCTI MOBH ITpOTrpaMyBaHHs Java:

He3zasexuicts Big niargopmu: Komniisitop nepeTBoproe BUXIIHUM Koj y OaifT-
KOJl, AKMM moTiM BHUKOHYeThca JVM. bBaifT-kom Moxke mpairoBatd Ha Oyab fKi
mwiargopmi: Windows, Linux, macOS. Amxe s KOXKHOT OMEepaliitHOT CUCTEMH €
okpema JVM, sika 103BOJISIE 3aITyCTUTH OAUT-KO/I.

O0'ekTHO-Opi€cHTOBaHA MOBa MNporpaMmyBaHHsl: Bukopucranuil mniaxig 1o
MporpamMyBaHHs, B OCHOBI SIKOTO JISKUTh MOHATTS 00’ €KTa SIK IE€BHOI CyTHOCTI.
IIpocToTa: Java 1ie 10BOJI1 MpOCTa MOBA, OCKUIBKK BOHA HE Ma€ TaKUX CKJIAJIHUX
(GyHKIIN SIK: BKa31BHUKHU, IEPEBAHTAXKEHHS ONIEPATOPiB, MHOKMHHE CIaJIKyBaHHS,
SIBHE BUJIIJICHHS ITaM'sTI.

HaniiinicTh: Java po3po0neHa Tak, 110 J0KJIagae 0arato 3yCUiib JJiS MEPEBIPKU
MOMMJIOK SIKOMOTa paHillle, TOMY KOMIIUIATOP java 3/1aTHUW BUSBUTH HaBITh TI
MTOMMJIKH, SIK1 HEJIETKO BUSIBUTHU 1HILIOIO MOBOIO MPOTPaMyBaHHS.

Bbe3neunictb: Y Java HEMOXJIMBI Taki HEAOMIKM OE3MEKU SIK MOIIKOKEHHS CTeKa
abo mepenoBHEHHs Oydepa.

BararonorokoBicTh: Java miaTpuMye 60araTornoToKOBICTb.

Bucoka npoaykTuBHicTh: ApxiTekTypa Java BU3Hau€Ha TaKMM YHMHOM, 1[0 BOHA
3MEHIIy€E HAaKJIaJH1 BUTPATH MiJ 4ac BUKOHAHHS. (711 1bOro BHUKOPHCTOBYETHCS
komrisiaTop Just In Time (JIT), sikuii koMIuUTIOE JHUIIE T METOAM SIKI MOTPIOHI
JIUIIIE B IEBHUM MOMEHT 4acy.

JuHamiuHa rHyuYkicTh: OCKUIbKH Java MOBHICTIO 00'€KTHO-OpPIEHTOBAHA MOBa
MporpamMyBaHHs, MPOTPaMICT MOXKE JIETKO PO3LIMPIOBATH HAIMKCaHI MPOrpamu,
3aBASKM JIOIAaBaHHIO HOBHUX KJIACIB, METOAIB JIO ICHYIOUMX KJACiB 1 HaBiTh

CTBOPIOIOYM HOBI1 KJIaCH uepe3 MiAKIacH.
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2.3. ®peiiMBOpK Spring
Croroani Spring ¢ppelMBOpK 1ie CTAaHIAPT 3a 3aMOBUYBAaHHSAM IIPU CTBOPEHHI Oyib SKO1
nporpamu Java Ha npodeciiHoMy piBHI.
Spring — 11e ppelMBOPK 3 BIIKPUTUM BHUXIJIHUM KOJOM Ta KOHTEHMHEpPH 3 MIATPUMKOIO
iHBepcli ynpaBimiHHs i mwiatgopmu Java, pospobienuid Pogom [Ixonconom y 2003
pori. Lleit ¢peliMBopk Hamae OGarato (YHKIIH 3 TOYKH 30py MPOCTOTH, MOMKIHUBOCTI
TECTYBaHHS Ta CJIA0KOCTI 3B’sA3yBaHHS. Spring MNPOMOHYE Ha 3aMiHy CcTapuMm Java
o0’exkTaM HOBI, K1 Ha3WBAIOTh beans, s JIOCATHEHHS peued, sKi paHilie Oynu
MOXKJIMBUMH JInIIIe 3 TexHojoriero Enterprise Java Beans (EJB).
OpHiero 3 TOJOBHUX TepeBar Spring € Te, M0 BiH JETKUM Ta HE BUKIUKAE 3aCMIYCHHS
nporpamu BiacHuM API. Spring € MonynbHUM, IO A03BOJII€ BUKOPUCTOBYBATH JIUIIE Ti
MOIy/dl, SIKI BaM MOTPiOHI, HE BBOAAYM Hi4oro 3aitBoro. Ili Momymi HanalTh yce
HEOOX1He A7l pO3pOOKU MpOorpaMu KOPIOPaTUBHOTO piBHS. BuUkopHCcTaHHS MOAYIBHOI
apXITEKTypu [103BOJISIE YHUKHYTH IOBHOTrO 0Oa3yBaHHS NpOrpaMd Ha OCHOBI Spring
¢dperimBopk. [IporpamicT Moke BUOpaTH JHINE TaKWi MOMAYJb, SIKUM BIAMOBIiAa€ HMOTO
norpedaMm. Takox Spring mporoHye cia0ke 3B’si3yBaHHS KOMIIOHEHTIB Yy Mporpami 3a
JIOTIOMOTOIO 1H €KII11 3aJI€KHOCTEM.
In’exmiss 3anexunocteit (Dependency Injection) - 1e ¢yHAamMeHTaIbHUN acHEKT
(dbperiMBOpKYy Spring , 3a JOIMOMOIOI0 SKOTO KOHTEWHEp Spring BOPOBAIKYE 00 €KTH B
=1 00’ekTH a00 3anexHOocTi. [IpocTime kaxydu, 11e A03BOJISE peanizyBaTu cliabke
3B’sI3yBaHHsI KOMIIOHEHTIB 1 MepeKiIagae BIANOBIIAIbHICTh 32 KEPyBaHHS KOMIIOHEHTAMU

Ha CTOPOHY KOHTENHEpA.
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2.3.1. Spring apxitekTypa

Ha puc. 2.3.1.1. 300paxxena pnpiarpama sika JAEMOHCTPYE OCHOBHI KOMIIOHEHTH

apxIiTEeKTypu Spring.

Spring apxiTekTypa

COCHOBHI KOMNOHEHTH

Data Access/Integration Web
JDBC | | ORM ‘ WebSocket | | Serviet ‘
OXM | | JMS ‘ Web | | Portlet ‘

Transactions

AQP Aspects Instrumentation Messaging

Core Container

Core | Beans ‘ ‘ Contex | SpEL

Test

Puc. 2.3.1.1. — OCHOBH1 KOMIIOHEHTH apXiTEKTypu Spring.

KonTtetinep Core, MiCTUTh OCHOBHI MOAYII, SIK1 € pyHAaMEHTOM (HPEUMBOPKY Spring:

Core (spring-core) — Moayinb, sikHil € saapoMm (peliMBopka, 3abe3neuye poboTy
TakuX (PyHKIIIH, sIK IHBEpCisl KEPYBaHHS Ta 1H'€KLIS 3aJI€KHOCTEM.

Beans (spring-beans) — monynb, sxuii 3a0e3nedye Beanfactory, sika € CkiagHOIO
peanizaiiero narepny Padbpuka.

Context (spring-context) — Monynb, askuii rpyHTyeThcsa Ha Core Ta Beans 1 Hagae
CepelloBHINlE IS  JOCTYIy JO  BHU3HAUYGHMX  00’ekTiB.  [HTEepdeiic

ApplicationContext € ocHOBHOI0O YacTHOIO Moxayns Context, a spring-context-
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support 3abe3neuye MIATPUMKY CTOPOHHIX B3a€EMOJINA, TaKHUX SK KEIIyBaHHS,
pPO3CHIIKa Ta MEXaHI13MHU Ia0JIOHIB.

e SpEL (spring-expression) — MoAyJdb, SKHUH JO3BOJISIE KOPUCTyBauam
BUKOPHUCTOBYBaTH MOBY Spring Expression uist 3anuTiB Ta KEpyBaHHS 00'€eKTaMu

1] YaC BUKOHAHHS.

Konreitnep Data access / integration ([loctyn 1o nanux / inTerpaiiis), MICTUTh MOZYIIL,
Kl BUKOPHUCTOBYIOTHCA JUISl HaJaHHS JOCTYIYy JO JaHUX Ta OOpOOKM TpaH3aKiiil y
nporpami. Cepes; OCHOBHUX, BAPTO BIA3HAYUTH:

e JDBC (spring-jdbc) — momynw, sikuii 3abe3neuye piBeHb adctpaxiiii JDBC,
ycyBae HeOOX1AHICTh okpemoro HajamTtyBanHs JDBC mig yac pobotu 3 0azamu
JaHUX.

e ORM (spring-orm) — wmoaynb, sKui 3a0e3medye piBeHb IHTETpalii ass
nonynsipuux APl 00’exkTHO-pensiiiinoro BigoOpaxkeHHs, Takux sk JPA, JDO
Hibernate.

e OXM (spring-oxm) — MOIyJb, IKUN HAJla€ MIATPUMKY JJIs1 iepeTBOpeHHsT XML-
JIOKyMEHTA 3 Ta B 00'€KTH.

e JMS (spring-jms) — mMonyab ciayxOu OOMiHY NOBIIOMICHHSIMHU Java, sSKui
CTBOPIOE Ta BUKOPUCTOBYE MOBIJOMJICHHS, sIKI 0O€3MOCEPEAHBO IHTErPYIOTHCS 3
MOJlyJIeM OOMIHY MOB1IOMIICHHSIMU Spring.

e Transaction (spring-tx) - MOayJb, SIKHI IIPOIOHYE MPOTPAMHE Ta JCKIapaTHBHE
KEepPYBAaHHS TPaH3aKIIIsIMU JJIA KJIAciB, sIK1 BKJIIOYAIOTh CHellaibHI iHTepdeiicu Ta

POJO.

Konreitnep Web, MicTuth MonyiB, siki 3a0e3neuyioTb poOoTy BeO-(yHKIIM y Spring

nonatky. Cepen OCHOBHUX, BapTO BIJ3HAYUTH:
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e WebSocket (spring-websocket) — Monynp, sxuii 3a0e3nedye 3B'SI30K KIIIEHTIB 1
cepBepa Ha ocHOBI TpoTokory WebSocket.

e Servlet (spring-webmvc) — Mmonyinb, skuii Mictuth peanizaiii MVC 1 REST.

e Web (spring-web) — Mmoaynb, sikuil Hajiae BCl OCHOBHI BeO-Opi€eHTOBaH1 (PyHKIIIT
ta mictuTh HTTP-KkitieHT.

e Portlet (spring-webmvc-portlet) — moaynb, sikuii 3a0e3neuye peanmizaimito MVC

JUTSI BAKOPUCTAHHS B CEPEIOBHII TTOPTIIETIB.

[H1m1 MOTyI:

e AOP (spring-aop) — Monmynb, SKUM 3a0e3neuye peanizalilo aclneKTHO-
OpiEHTOBaHYy MPOTPaMyBaHHs, SIKY MOXKHAa BUKOPHUCTOBYBATH IIiJl 4aC CTBOPECHHS
JOJaTKIB.

e Aspects (spring-aspects) — Momylb, SIKMH 3a0e3nedye MpsiMy I1HTErpailio 3
MporpaMHUM po3mupeHHsM Aspect] mis cepenopuiia po3podku Eclipse.

e Instrumentation (spring-instrument) — Momynb, sSIKui 3a0e3Medy€e MIATPUMKY
BUSBIICHHSI KJIAC1B 1 peallizalliio 3aBaHTa)KyBaua KJIaciB, JJIsl CEPBEPHUX JIOAATKIB.

e Messaging (spring-messaging) — MOayJb, siIKHii 3a0e3neuye HaliiHy m1aThopmy
IUIsL KEPYBaHHS MOBIJJOMJICHHSIMU B IIPOTpaMax.

o Test (spring-test) — Monynb, sikuil 3a0e3neuye MOAYJIbHE Ta IHTErpariiiHe

tectyBaHHd 3 JUnit 1 TestNG.
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2.4. ®peiimBopk Spring Boot
Spring Boot — 1ie ¢ppeiMBOpPK 3 BIAKPUTHUM KOJIOM, SKUU MIATPUMYETHCS KOMIIAHIEIO
Pivotal Team. 3 #ioro m10momMororw po3poOHUKH MOXKYTh IIBUJIKO PO3IMOYATH POOOTY, HE
BUTpAYalOuy 4Yacy Ha MIATOTOBKY Ta MOYaTKOBE HAJAIITYBAaHHS MPOTrpaMyd HA OCHOBI
Spring ¢ppeimMBOpPKY.
Sx mincymoBano Ha puc. 2.4.1., Spring Boot, e kom0OiHamiga ¢peiimMBopky Spring i

BOYZIOBaHUX CEpBEPIB O€3 HEOOX1THOCTI MOBHOT KOHPIrypatii uepes .xml daiinu.

PDEAMBODK Bbynoeani HTTP XML <bean> DDENMBODK
pS fin P cepeepu KoHirypauis abo Sprin Bo%t
pring (Tomcat, Jetty) @Configuration pring

Puc. 2.4.1. — Cytnicts Moaudikarii Spring Boot
Y Spring Boot nemae Bumor no XML kondirypaiii. BiH BUKOpPUCTOBYE mMapagurmy
KOH(ITypalifHOrO MPOEKTYBaHHS MPOTPAMHOIO 3a0e3leyeHHs, 110 O3Hayae, M0 1€
3MEHIIye 3yCHIIS Po3poOHUKa. Moro ocHOBHA MeTa, Ile CKOPOTHTH Yac PO3POOKH Ta
TECTyBaHHS.
Spring Boot norpumyeTbcsi OaraTropiBHEBOI apXITEKTypHU, B SKIM KOXKEH pIBEHb
B3a€EMOJII€ 3 pIBHEM Oe3MOocepeHbo i HUM abo HaJ HUM (iepapxiyHa cTpykTypa). Ha

puc. 2.4.2. 300paxkeH] KJIIOYOB1 piBHI apxitektypu Spring Boot ¢peliMBopky Ta ixHs

B3a€EMOIIA.
PiBeHb npe3eHTauii PiBeHb Bi3Hec noriku P'BeHbﬂiailyny Ao PiBeHb 6a3un gaHux
» AyTeHTudikauisa « bBisHec norika « Jlorika 36epiraHHs » ®daKkTn4Ha
+ JSON « Banigauia OaHuX B3aeMopgia 3
NepeTBOPEHHS * ABTOpM3aLif 6a3or gaHux

Puc. 2.4.2. — KirouoBi piBHi apxiTekTypu Spring Boot ppeliMBopKy Ta ixHs B3aeMOIis
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Onuc ocHOBHUX piBHIB apXiTekTypu Spring Boot ppeliMBopKy:

e PiBenb npe3senrauii: o0po6nsie HTTP 3anutu, nepetBoproe mapamerp JSON B
00’€KT, aBTEHTU(]IKYy€E 3aUTH 1 IEpe/Iae iX Ha piBEHb O13HEC JIOTIKU.

e PiBenb 0i3Hec Joriku: 00po0sie BCIO 013HEC-TIOTIKY, Ta PEai30BY€E B3a€EMOJIIIO 3
PI3HOMaHITHUMH KJlacaMH CepBiCaMH, a TaKOXX BHUKOHYE aBTOpHU3AIlll0 Ta
BaJIJAIIIO TAHUX.

e PiBeHb 0cTymy [0 JAaHHX: MICTUTh YCIO JIOTIKYy 30€piraHHs J[JaHuX Ta
NEepPEeTBOPEHHA 013HEC-00’€KTIB 3 Ta B PAJAKHU 0a3u JaHUX.

e PiBenb 0a3m gaHux: Ha piBHI 0a3um AaHUX BHUKOHYIOTbCS ormepamnii CRUD

(CTBOpEHHS, YNTAHHS, OHOBJIICHHS, BUJAJICHHS).

2.5. JSON Web Token

JSON Web Token (JWT) — ue Bigkputuii crangapt (RFC 7519), sxuii Bu3Hauae
KOMIIAKTHUH 1 aBTOHOMHHUM croci0 Oe3neuHoi nepenadi iHdopMallii MDK CTOpOHAMH
yepe3 00’exT JSON. Lo iHpopmallito MOKHA IEPEBIPUTH HA OPUTIHAJIBHICTH, OCKUIbKU
BoHa Mae nudposuid nianuc. JWT MokHa MiANKCaTH 32 TOMOMOTOI0 CEKPETHOTO KJIro4a
(3a momomororo anroputMy HMAC) abo mnapu BiIKpUTHX/TIPUBATHUX KJIIOYIB 3a
nonomororo RSA a6o ECDSA.

Yepes itoro BigHOCHO HeBenukuit po3mip, JWT moxna nazgicnatu y tuti POST metony
abo BcepenuHi 3aronoska HTTP 1 Ha nepenady Takoi KUIBKOCT1 JaHUX HE MOTPIOHO Oy/e
BUTpauaTy BEJIUKY KUIbKICTh MepexeBuUx pecypciB. JWT MicTuTh BCIO HEOOXIAHY
1H(OPMAILIIO PO CYTHICTh, 00 YHUKHYTHU 3aMUTIB J0 0a3u JaHUX OUIbIIE OJHOTO pasy.
OnepxyBauy JWT Takox He OTPIOHO BUKIIMKATH CEPBEP JJIs IEPEBIPKU MapKepa.
[Ipore BapTO 3ayBa’kMTH, IO YCHIIIHO MEPEBIPEHUN MapKep, O3HA4a€ JHIIEC Te, IO
iHopMallis, 10 MICTUTHCA B TOKEH1 € OpuriHajbHa 1 He Oyna migMmineHa. [Ipore s

iHbopMarllis He € 3axuieHa Big untaHHs. Yepes 1ie, B cepeauni JWT Hikonu HE Tpeba
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30epiraTy KOH(IACHITIMHY 1H(OOPMAITIIO 1 CIT1JT BKUBATH IHIIMX JTOAATKOBUX 3aXO0/1B, 00

rapanTyBaty, o JWT He Oyne nepexoruieno. Hanpukian, Hagcunaru JWT nuiie yepes

HTTPS 3’e1HanHs, JOTPUMYIOUUCH HAMKPAIIUX TPAKTHK.

2.5.1. Crpykrypa

Crpykrypa JWT TOKeHy cKilaiaeTbCsl 3 TPhOX YACTHH SIKI KOAYIOTHCSI 33 JIOMOMOTOIO

umdpysants Base64url 1 00’eAHYyI0TbCS 32 JOIIOMOT'OFO KPAIOK.

[Ipukian cTpyKTypu NpoAeMOHCTpOBaHUM Ha puc. 2.5.1.1.

® O ® | PlisonwebTokens - jwtio

<« C i [ jwtio

Debugger

Ryan

ALGORITHM

Encoded

eyJhbGei0iJIUzITNiIsInR5cCI6
TkpXVCJ9.eyJzdWIi0iIxMjMBNTY
30DkwIiwibmFtZSI6IkpvaG4gRGo
1TiwiYWRtaW4iOnRydWV9.TJVASS
OrM7E2cBab3BRMHrHDcEfxjoYZge
FONFh7HgQ

H5256

Decoded
HEADER:
alg": "HS258",
"typ": " JWT

PAYLOAD:

VERIFY SIGNATURE

secret

secret base64 encoded

@ Signature Verified
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Puc. 2.5.1.1. — Crpykrypa JWT Tokeny.
OcHoBH1 yacTuHU cTpykTypu JWT:

e 3aroJioBok: BusHauae, sKHil aJropuTM BHUKOPUCTOBYETHCS [JiIi CTBOPEHHS
TTJIITHCY.

e KopucHe HaBaHTaxeHHs:: MICTUTh KOpHCHY iH(OpMaLil0 sika MOBMHHA OyTH
3axHIleHa B1J MIIMIHH.

o Ilinmmuc: Kirou sKkuil rapaHTye OpUTIHAJIBHICTh 3arojIOBKYy Ta KOPHCHOTO
HaBaHTaXEHHA. JJi1 KOJyBaHHS BUKOPUCTOBYETHCA KPUIITOTPA(IUHHI aJIrOpUTM

BKa3aHUU y 3aroJIOBKY.

2.6. MoBa nporpamyBanus TypeScript
TypeScript — 11e 00'€eKTHO-OpiEHTOBaHAa MOBAa MPOTpaMyBaHHS 3 BIAKPUTUM BUXIIHUM
KOJIOM, po3po0OiieHa Ta miaTpumMyBaHa Microsoft, ireH3oBana 3a nineH3iero Apache 2.
TypeScript po3uiupioe MoBy nporpamyBanHs JavaScript, 1onaroun TUNH JaHUX, KIacu
Ta 1HII 00'€KTHO-OpiEHTOBaH1 QYyHKIIII 3 mepeBipkoto Tutis. Lle TumizoBanuii JavaScript,
AKUN KOMMUTIOEThCs y 3BuuaiiHuit JavaScript. Ilpuumna sukopuctranns TypeScript
MOJISITA€E B TOMY, IO BiH BUSBIISE€ TMOMHJIKH TiJ 9ac KOMMUIALII, 00 PO3pOOHUK MIr

BUIIPABUTH 1X MEPE] 3aIlyCKOM KOY.

2.6.1. IlepeBaru
Cepen nepeBar MoBU porpaMyBaHHs TypeScript, BApTO BII3HAYUTH:

1. TypeScript — MoBa 3 BIAKpUTHUM BHUXIJIHHUM KOJOM, SIKa MOCTIHHO PO3BUBAETHCS
Ta MATpUMY€EThCs Microsoft.

2. TypeScript noniOuumii 10 JavaScript 1 BUKOPUCTOBY€E TaKUN CaMHUM CHHTAKCHUC 1
ceMaHnTuky. lle mo3Bossie po3poOHUKaM, sIKi MporpaMyioTh Ha JavaScript,
mBuae ocBoitu TypeScript.

3. Kon nanucanuit Ha JavaScript MO)kHa BUKOPHCTOBYBaTH B TO€JHAHHI 3 KOJAOM

HamMcaHUM MOBOIO mporpamyBanHs TypeScript. Uepe3 ne TypeScript Takox
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0e3 mnpobreM mpairoe 3 ICHyHOUUMH (peliMBOopkamMu Ta 010110TeKaMu

JavaScript.

4, BHKOpI/ICTaHHSI BU3HAUCHHS THIIIB JaHUX JO3BOJIAE€ CKOPUCTATUCH IICpCBAraMu

5.

MEePEeBIPKU TUITIB Ta aBTOMAaTUYHE 3aIIOBHEHHS KOAY.

TypeScript migrpumye nHoBiTH1 QyHkiii JavaScript 3 ECMAScript 2015. Bin
BKtouae QyHkiii 3 ES6 1 ES7, sxi MmoxyTh npamtoBaru B JavaScript qsuryHax
piBa ESS5, sax-or Node.js. Lle nae BenuuesHy nepeBary BUKOPUCTaHHS
¢byHKIIA HOBIMX Bepcid JavaScript y IBUryHax po3paxOBaHMX Ha CTapilii

BepcCli.

2.7. ®peiimBopk Angular

Angular — e ¢peiiMBOpK 3 BIIKPUTUM KOJIOM Ha OCHOBI TypeScript st cTBOpeHHS

OHOCTOPIHKOBUX KJIIEHTChKUX MporpaM. Po3poOnserbcs komnaHiero Google, a Takox

MpUBaTHUMU po3poOHuKami. Lleit ppeiiMBOpK peasnizye OCHOBHI Ta JOJATKOB1 QYHKIIT Y

BUIIsA1 Habopy 610miorek TypeScript, siki po3poOHUK IMIIOPTYETE Y CBOI MTPOTPaAMHU.

2.7.1. Ocob6auBocTi

Cepen ocobnuBocteit ¢ppeitmBopky Angular, BApTO BiA3HAYUTH:

00’exkTHa Moaesib T0KyMeHTa: Angular BukopucTtoBye 3BuuaitHuit DOM, sikuit
posrsiaae XML a60 HTML-10KyMeHT sIK 1epeBOBUIIHY CTPYKTYPY, B SIK1i KOKEH
By30Jl TPEJCTABIs€ YAacCTHUHY JOKyMeHTa. Takok BapTO 3ayBa)KUTH, IO BCI
OHOBJICHHSI BinOyBatoThcsi Ha omgHid HTML ctopinimi. OHOBIEHHIO MiJIATAalOTh
nuiie Ti Teru iHdopmairis ssikux Oyrna 3MiHEHa.

Ilpup’sa3ka panux: IIpuB’sa3ka paHUX — @€ TMpoOUEC, SAKUW JTO3BOJSE
KOpUCTYyBauaM MaHIMYJIIOBaTH €JIEMEHTaMH BeO-CTOpIHKU. BiH BHKOpPUCTOBYE
muHamivauid HTML 1 He BuMarae CKIagHUX CLEHapiiB MporpaMyBaHHS
[IpuB’si3Ka JaHUX BUKOPHUCTOBYETHCS Ha BEO-CTOPIHKAX, SIK1 MICTSATh IHTEPAKTHBHI

KOMIIOHEHTH, TaKl K KIbKYJIATOPH, HaBYaJIbHI MOCIOHUKH, hopymu Ta irpu. Lle
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TaKOXK JO03BOJIsIE Kpalle Bi10OpakaTu BEO-CTOPIHKY, KOJIMW CTOPIHKU MICTATh
BEJIMKY KUIbKICTh JaHUX. Angular BUKOPHCTOBYE IABOCTOPOHHE IMPUB’SA3yBAHHS.
Cran mojeni BimoOpakae Oydb-siKl 3MIHH, BHECEHI y BIJAMOBIIHI €JIEMEHTH
iHTepdeiicy kopuctyBaua. | HaBnaku, cran Ul BigoOpaxkae Oyab-sKi 3MIHH B CTaH1
MOJIeNI.

TectyBanns: Angular BukopuctoBye Jasmine QpelMBOpPK aiii TECTyBaHHS.
OpeliMBopk Jasmine Hajgae Oe3114 (QYHKIIA JUIsi HAMMCaHHSA PI3HUX THUIIIB
TECTOBUX clieHapiiB. Karma — 1e 3aci0 aJis 3amycKy TEeCTiB, SIKU BUKOPUCTOBYE
(aitn koH}Iirypaii Juisi HalalTyBaHHS 3aIlyCKy, 3BITIB 1 M€K T€CTYBaHHS.
Apxitektrypa: Angular — me mnoBHomiHEHNE MVC (Momenb-ipencTaBiICHHS-
KOHTpoJiep) (PperMBOpK, SKUH Ha/la€e YiTKI BKa31BKM IMOJ0 CTPYKTYpYBaHHS

nporpamu Ta 3a0e3neuye JABOHANPABICHUHN MOTIK TaHUX.

CkuazioBi yactunu Angular nporpamu:

Monyai: I[Iporpama Angular mae xopeneBuil momynb mijg Ha3Boio AppModule,
KWW 3a0e3Meuye MeXaH13M 3aBaHTKECHHS ISl 3aITyCKY MPOTrPaMHu.

KomnonenTn: KoxkeH KOMIIOHEHT MTPOrpaMu BU3HAYAE KIIAC, AKUW MICTUTh JIOTIKY
mporpamMu Ta JaHi. KoOMIOHEHT 3a3BH4Yail BHU3HAYa€ 4YaCTHUHY I1HTEpdency
kopuctyBaua (UI).

Ia6aonm: Angular maGmoHn MoeaHyrTh po3MmiTKy Angular 3 HTML, 1100
sminuTh enemenTd HTML niepen ix BinoOpakeHHsIM.

Metanani: Meragani noBigomisitorb  Angular, sk oOpoOnsatu kiac. Bin
BUKOPHUCTOBYETHCS JJIsl IEKOPYBaHHS KJacy, 1100 BIH MIl HAJIAIITyBaTH OYiKyBaHY
MOBE/IIHKY KJIacy.

Cepsicu: Sxmio y Bac € nani abo jorika, siki He OB’ s3aH1 3 TIPEJCTABICHHIM, aJie
MaroTh OyTH CIUIBHUMHU MIX KOMIIOHEHTaMH, CTBOPIOEThCS Kilac ceppicy. Kiac

3aBXM aCOIIIOETHCS 3 IeKopaTopoM (@Injectible.
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o In'ekuisnn 3ajexnocreii: Angular BukopuctoBye 1mabiaoH mpoekTyBanHs DI
(In'exis 3anexxHocrteil), MO0 MIABUIMUTU THYYKICTH Ta MOAYIBHICTH Yy CBOIX
nporpamax.

2.8. TOTP-aaropurm
TOTP (Time-Based One-Time Password) - ne anroput™m Juisi reHepaiiii THMYacOBHUX
MapojiB Ha OCHOBI dYacy. BiH MIHpPOKO BHUKOPHUCTOBYETHCS [UIsl 3a0€3MEYeHHS
nBogaktopHoi aBreHTH(ikaiii (2FA) Ta Oe3neku B pi3HUX OHJIAWH-CEpBICAaX, TAKUX SK
IHTEpHET-0aHKIHT, COIlaJbHI MEpEeXl Ta 1HIIl CHUCTEMH, SiIKl MOTPeOyIOTh JOJATKOBOIO
PIBHSA 3aXHCTY.
OcnoBoto TOTP € cninbHUN CeKpeT MK cepBepoM 1 KopucTyBadeM. Llelt cekpert, axuit
3a3BUYail MPEACTABICHUN Yy BUDISAI TEKCTOBOTO KIIOYA, BUKOPUCTOBYETHCA IS
re’epatii TuM4acoBux mnapodiiB. CepBep 1 KOPUCTYyBau CHHXPOHI3YIOThCS B yaci, 1100
MaTy OJIHAKOBUYW BUX1THUM MYHKT JJIsI T€HepaIlii KOJIiB.
[Ipouiec reneparirii THAMYaCOBOTO KOJly 3aCHOBAaHUU HA MOTOYHOMY 4aci Ta XeUI-PYHKIIi.
3a3Buuail BUKOPUCTOBYeThCs xem-PyHkiiss SHA-1, ane mMoxyTh OyTH BUKOpHCTaH1 U
iHI anroputmu, Taki sk SHA-256. KntouoBuil daxtop - 1e yacoBuit Qakrop, sKui
3MIHIOETHCS 3 TIEBHOIO (DIKCOBAHOIO IIBUKICTIO, 3a3BUYai KOxkH1 30 CEKyH]I.
Xemr-¢yHkuii, siki BUKopucToBytoTbcs B TOTP, € kpunrorpadiyHo CTIMKHUMH, IO
O3Hauae, 110 HEMOXXJIUBO 3BOPOTHHO BIJIHOBUTU BUXITHUN TEKCT 3 XellI-3HaYeHHs. BoHu
TaKOX B1JIOM1 CBOEIO CTIHKICTIO 0 KOMi31¥, TOOTO HAa/I3BUYAHO Maji0 IMOBIPHO, 110 J[Ba
PI3H1 BX1JIH1 MOBIJOMJICHHSI MAaIOTh OJHE M TE K XEII-3HAUYCHHS.
OpHak, BaXJIMBO MIAKpecHuTH, mo KpunrtocTiiikicte TOTP-anroputMmy 3anexuts BiJ
0e3MeKH CEKPETHOTO KJo4ya Ta MPAaBUIBHOTO BUKOpUCTAaHHS aiaroputmy. CekpeTHui
KJIt04 Ma€ OyTH BUIIAJKOBHUM, IOCTaTHBO JOBIUM 1 Ha11ifHO 30epiratucs.
Ha puc. 2.8.1. mpoaeMOHCTpOBaHUN HATSIHAN TPUKIA] OOYMCICHHS THUMYacOBOTO

MapoJII0 BOMa CTOPOHAMU (KJIIEHTChKA 1 cepBepHA), 03 MIIKIIOUEHHS JI0 IHTEPHETY.
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. 8 ziJagssc:dZ 0

H .: 3 h =T
. .. '. 1 [T P SESERE
Shared: OTP Secret Key, J

issuer, period

—y 829170

Passcode

Puc. 2.8.1. — Harnsquuit npukiag oO4MCIEHHS] THMYACOBOIO KOJIy IBOMa CTOPOHAMU

(Kii€EHTCBHKA 1 cepBepHa) 0€3 MIIKIIOYEHHS 10 IHTEPHETY.

KopuctyBau 3amyckae amroputm TOTP Ha cBoeMy mnpucTpoi, BHKOPHUCTOBYIOUHU
CHUIbHUIN CEKPET 1 MOTOYHUN Yac. AJTOPUTM T'€HEPY€E XEUI-KOJ 13 MOeJHAHHSIM YaCOBOTO
(dakTOpa Ta CEKpeTy, KWW TOTIM TEPETBOPIOETHCS B THUMYACOBHM KOJ, 3a3BHYail
HUTIXOM OOp13aHHSI YACTUHU XEII-KO/ly Ta MEPETBOPEHHS MOT0 B MIECTU3HAYHE YHUCIIO.
Ha cepBepi, skuii mepeBipsie TUMYACOBHM KOJl, TaKOX BHKOHYETHCS aHAJIOTIYHA
npoleaypa reHepaiii TUMYacOoBOTO KOAY 3 BHUKOPUCTaHHAM CHUIBHOTO CEKpeTy 1
moToyHoro 4acy. IloTiM cepBep MOpIBHIOE 3reHEpPOBaHi JAaHl 3 TUMH, IO OYJIM BBEACHI
KOPUCTYBAueM 1 MpUiMae pilieHHs 010 aBTeHTU(IKAII].

Buxopuctanus TOTP 3nHauno nigBuiilye O0e3nexky aBTeHTH(IKallll, OCKUIbKM TUMYaCOBI
KOJM 3ajie’kaTh B1J MOTOYHOTO dYacy, 1 iX MOXHA BHUKOPHCTOBYBATH JIUILE MPOTATOM
KopoTKoro mepiony. lle ycknagHioe 3aBAaHHS 3J0BMUCHUKAM, SKI HamararoThcs

nigouparty mapoii abo BUKOPUCTOBYBAaTHM BUKPAJEHI Mapojii JUisi HECAHKI[IOHOBAHOTO

JOCTYILY.
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3. PEAJIIBALIA BEB3ACTOCYHKY “MEDIA STORAGE”
3.1. Peanizanisi cepBepHOI YaCTUHU
3.1.1. CTpyKTypa NpoeKTy
Jljis CTBOpPEHHSI CTPYKTYpU CEPBEPHOT YACTUHU MPOEKTY Oyln0 BUPIIIEHO BUKOPUCTATU
BeOcepBic “Spring Initializr”, sikuil 103BOJIsIE CTBOPUTHU 1 HAJAIITYBATH MOYATKOBY
CTPYKTYypy Spring boot mpoekry. Spring Boot, 11e kopucHuii GpeiMBOPK, METOIO SIKOTO €
CHpPOLIEHHSI pO3pOoOKU Java mporpam Ha OCHOBI Spring (ppelMBOpPKY. 3aBISIKH TaKOMY
MiX0My, Mo4YaTkoBa KOH(QIrypalis mporpamu Oyia 3BeleHa 10 MIHIMyMY, 1O Jajio
MOKJIMBICTh MPUIIBUAIIATH 1Mo4arok po3podku. Ha Puc. 3.1.1.1. mpogemoHcTpoBaHO
BUIVISAJ TOJOBHOI CTOpiHKM BebOcepBicy ““Spring Initializr” 3 HamamroBaHUMHU

napamMeTpamMu Ta BUOpaHUMU 3aJIEKHOCTSMHU JIJIsl TeHepallil MPOEeKTY.

Meet the Spring team this August at SpringOne. I
#

€ spring initializr

Project Language Dependencies ADD DEPENDENCIES... CTRL +B I
@ Grade - Gro O Gradle - Kotlin ® a2 O Kotin O Groovy
O Maven spring web [
Build web, including RESTful, applications using Spring MVC. Uses Apache Tomcat as the
Spring Boot default embedded container.
QO 311 (SNAPSHOT) O 310 O 308(sNAPSHOT) O 307
O 2713 (SNAPSHOT) @ 2712 Spring Security [EESL LA

Highly customizable authentication and access-control framework for Spring applications.
Project Metadata

Group com andrew mediastorage Spring Data JPA m
Persist data in SQL stores with Java Persistence API using Spring Data and Hibernate

MySQL Driver [EETH

Name Media Storage Server MySQL JDBC driver.

Artifact  media-storage-server

Description  Media Storage Server Java Mail Sender [T

Send email using Java Mail and Spring Framework's JavaMailSender
Package name  com andrew.mediastorage server

[R.7,,1.T:1 @8 DEVELOPER TOOLS
Packaging O Jar @ War Java annotation library which helps to reduce boilerplate code.

Java 20 17 " 8
o o o b Spring Configuration Processor

Generate metadata for developers to offer contextual help and "code completion” when working

€9

GENERATE CTRL + < ll EXPLORE CTRL + SPACE II SHARE... l

Puc. 3.1.1.1. Burnsig ronoBHOi cTopinku BeOcepricy “Spring Initializr” 3

HaJIAIITOBAHUMU TTapaMeTpaMH Ta BUOPAHUMHU 3aJICKHOCTIMU ISl TeHEpaIlli MPOEKTY.
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3asexXHOCT1, iK1 Oy/iu BUOpaH1 IiJ] 4ac reHepanii mpoeKTy:

Spring Web — no3Bonsie cTtBoproBatu BeO-monarku, Bkitouatroun RESTful, 3a
nornomoror Spring MVC ¢hpeiMBOpKYy.

Spring Security — 103BOJIsI€ MIUPOKO HAJAIITOBYBAaTH CUCTEMY aBTCHTH(IKAIIIT Ta
KOHTPOJIIO AOCTYIY JJIsl TOATKiB Spring.

Spring Data JPA — 103BoJsi€ JIeTKO peanizyBaTH perno3uTopii Ha ocHOB1 JPA
MySQL Driver — apaiisep JDBC 1 R2DBC, skuit no3Bosisie nmporpamam Java
migKrodarucs Ao 6a3u qanux MySQL 3a 7omoMororo ctaHAapTHOTO Koy Java.
Spring Configuration Processor — 03Boisie reHepyiTe MeTamaHl ISt
PO3pOOHUKIB, 1100 3aMPONOHYBAaTH KOHTEKCTHY JIOMIOMOTY Ta «3aBEPILIECHHS KOTY»
M1 4ac poOOTH 3 BIACTUBOCTAMH KOH]Iryparii.

Java Mail Sender — 103Bossie BiANpaBISATH €ICKTPOHHI JIUCTH 3 CEPBEPA.

Lombok — bi6nioreka anoraiii Java, sska nonomMarae 3MEHIITUTH IaOJOHHUH KOJI.

Ha puc. 3.1.1.2. 300paxkeHa KiHII€Ba CTPYKTypa CEpPBEPHOI YACTUHU MPOEKTY, MICIs

CTBOPEHHSI BCI1X HEOOX1IHUX TMAKETIB, KJIaciB Ta (pailyiiB KOHPIrypariii.
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& media-storage-server

Puc. 3.1.1.2. KinnueBa cTpyKkTypa cepBEpHOT YaCTUHU MPOECKTY, MICJIsSI CTBOPEHHS BCIX

HEOOX1JHUX MAKeTIB, KJaciB Ta ¢ainiB koH(Iryparii.

OcHoBHUM (paitsiom uid 301pKU CEPBEPHOT YACTHHM MPOEKTY, € ¢aitn pom.xml (Project
Object Model), axuit 3aBxkau 30epiraeTbcs B 0a30B1i AUpeKTOpii mpoekTy. Januii daiin
MICTUTH 1H(OpMaIliI0 TPO MPOEKT Ta Pi3HI AeTanl KoHIrypartii, skl BAKOPUCTOBYIOTHCS

Maven jyist noOya0BH MPOEKTY.

3.1.2. ABrentudikauis
Jlnst  3a0e3nedeHHs O€3MEKW CepBEPHOI YACTHMHM TPOEKTY, OyB BHUKOPHUCTAaHUU

¢peitmBopk  Spring  Security, TOTP-anroputmom ansi TeHepauii Ta MepeBIpKU
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TUMYACOBHUX KOJIB Ta CTAHAAPT TOKeHa nocTymy Ha ocHoBl JSON, a came JWT (JSON
Web Token).

Spring Security, 11e ppeiiMBOpK, 110 HaJa€ MEXaHI3MHU MOOYIOBH CUCTEM aBTEHTH(DIKaIi1
Ta aBTOpHU3allli, a TAKOX 1HIL MOXJIHUBOCTI 3a0e3MeueHHs Oe3MeKU sl KOPIOpaTuBHUX
JOJIaTKiB, CTBOPEHHUX 3a JIOTIOMOT0r0 (DpeMBOPKY Spring.

OcHoBHe HanmamTyBaHHS Oe3neku BigOyBaeTbesi B kiaci  SecurityConfig, saxuit
posmmmproe abcrpaktHuil kimac WebSecurityConfigurerAdapter Ta mnepeBu3Hauae
TOJIOBHUW METOJI IIbOTO Kiacy: configure().

Meton configure():

@Override
protected void configure(HttpSecurity http) throws Exception {
http
.csrf().disable()

.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and()
.authorizeRequests().antMatchers(
LOGIN_ENDPOINT,
LOGOUT_ENDPOINT,
REGISTRATION_ENDPOINT,
REFRESH_TOKEN_ENDPOINTS,
CONFIRM_ENDPOINTS,
RESTORE_ENDPOINTS,
RESET_PASSWORD_ENDPOINTS
) .permitAll()
.and()
.authorizeRequests().anyRequest().authenticated()
.and()
.apply(securityConfigurer());

B npomy meToi, BinOyBaeThcs HajamTyBaHHs 00’ ekTy Kiacy HttpSecurity, a came:
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e BusHaueHHs KIHUEBMX TOYOK, /s SKUX HE TMOTPIOHO  TEpeBIpsATU
aBTEHTH (DIKAILIIO.

o JloGaBnenusa o00’exkty kmacy SecurityConfigurer, skuii MICTUTH B €001
HaJamTyBaHHd QuUIbTPIB, O OyayTh 3actocoByBaTuch A0 HTTP 3amuriB Ta

BIJIIIOBIIEN.

TonosHuit meton kimacy SecurityConfigurer, a came configure():

@Override

public void configure(HttpSecurity httpSecurity) {
httpSecurity.addFilterBefore(corsFilter,

UsernamePasswordAuthenticationFilter.class);
httpSecurity.addFilterBefore(jwtFilter,

UsernamePasswordAuthenticationFilter.class);
httpSecurity.addFilter(authenticationFilter);

}

B npomy meToni BKkasyroThes 3 QuibTpH, K1 OyayTh 3actocoByBaTrch 10 HTTP 3anuTiB
Ta BiAnoBizaei, a came: corsFilter, jwtFilter Ta authenticationFilter.
CrBopennst Tta HanamTyBaHHS 00’ekty kimacy CorsFilter, BinOyBaeThbcs B MeTOMI

corsFilter():

@Bean

public CorsFilter corsFilter() {
UrlBasedCorsConfigurationSource source = new

UrlBasedCorsConfigurationSource();
CorsConfiguration config = new CorsConfiguration();
config.addAllowedOrigin("*");
config.addAllowedHeader("*");
config.addAllowedMethod("OPTIONS");
config.addAllowedMethod("GET");
config.addAllowedMethod("POST");
config.addAllowedMethod("PUT");
config.addAllowedMethod("PATCH");
config.addAllowedMethod ("DELETE");
source.registerCorsConfiguration("/**", config);
return new CorsFilter(source);
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CorsFilter BukopuctoByetbest juisi HanamtyBaHHs monituku CORS  (Cross-Origin
Resource Sharing).

Cross-Origin Resource Sharing (CORS, crnuibHEe BUKOPUCTAHHS PECypciB 3 PI3HUX
JDKEepea) — MexaHI3M Oe3leKH CydacHHX Opay3epiB, SIKUM J03BOJsiE BeOCTOpIHKAM
BUKOPHUCTOBYBATH JIaHi, 1110 3HAXOATHCA HA 1HIIKUX JOoMeHax. ToOTo peani3ye 3aXUCT AJist
BEOCTOPIHOK, SIK1 HE BIJMOBIAAIOTH MOJITUII OJTHOTO IMOXOKCHHS.

JwtFilter ue xnac, axuit posmuproe adctpaktHui kiac OncePerRequestFilter Tta

nepeusHavdae meton doFilterInternal():

@Override
protected void doFilterInternal(HttpServletRequest request,
HttpServletResponse response, FilterChain filterChain) throws
ServletException, IOException {
if (SecurityConfig.LOGIN ENDPOINT.equals(request.getServletPath()) ||
SecurityConfig.LOGOUT ENDPOINT.equals(request.getServletPath())

SecurityConfig.REGISTRATION ENDPOINT.equals(request.getServletPath()) ||
SecurityConfig.REFRESH TOKEN_ENDPOINTS.equals(request.getServletPath()) ||
SecurityConfig.CONFIRM ENDPOINTS.equals(request.getServletPath()) ||
SecurityConfig.RESTORE ENDPOINTS.equals(request.getServletPath()) ||
SecurityConfig.RESET PASSWORD ENDPOINTS.equals(request.getServletPath())

) A

filterChain.doFilter(request, response);

} else {
try {
String accessToken = jwtProvider.resolveToken(request);
if (accessToken == null) {
throw new Exception("Access token is missing!");
}

DecodedIWT decodedIWT = jwtProvider.verifyToken(accessToken,
TokenType.ACCESS TOKEN) ;

Authentication authentication =
jwtProvider.getAuthentication(decodedIWT);

SecurityContextHolder.getContext().setAuthentication(authentication);
filterChain.doFilter(request, response);
} catch (Exception e) {
LOGGER.error(e.getMessage());
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response.setStatus(HttpStatus.FORBIDDEN.value());

Map<String, String> error = new HashMap<>();

error.put("error_message", e.getMessage());

response.setContentType(MediaType.APPLICATION JSON_VALUE);

new ObjectMapper().writeValue(response.getOutputStream(),
error);

B ubomy metoni BinOyBaetbest JWT aBropusaris Bxignoro HTTP 3anury.

AuthenticationFilter, 1me  xmac, skuii  po3mMpIOe  aOCTPAKTHUM  Kjac
UsernamePassword AuthenticationFilter Ta nepeBrU3Hauae 11Ba METOIU
attemptAuthentication(), successfulAuthentication(). Lleit ¢uibTp 3aCcTOCOBYETHCS 110
BximHux HTTP 3anuTiB, s skux KiHIIEBOIO TO4KOIO € /api/login, ToOTO 1151 00pOOKH

3alMTIB Ha JIOT1HAIIII0 KOPUCTYBayJa.

CrBopeHHs Ta HajamTyBaHHA 00’ekTy kimacy AuthenticationFilter, BinOyBaeThcs B

metoni authenticationFilter():

AuthenticationFilter authenticationFilter() throws Exception {
AuthenticationFilter authenticationFilter = new

AuthenticationFilter(authenticationManagerBean(), jwtProvider);
authenticationFilter.setFilterProcessesUrl(LOGIN_ENDPOINT);
return authenticationFilter;

Meton  attemptAuthentication(), skuil BukiIukae (aKTHUHY  aBTEHTHQIKAIIIO
KOpPHUCTYBaua:

@Override
public Authentication attemptAuthentication(HttpServletRequest request,
HttpServletResponse response) throws AuthenticationException {
String username = request.getParameter("username");
String password = request.getParameter("password");
String mfaToken request.getParameter("mfaToken");
MFAUsernamePasswordAuthenticationToken authenticationToken = new
MFAUsernamePasswordAuthenticationToken(username, password, mfaToken);
Authentication authentication =
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authenticationManager.authenticate(authenticationToken);
return authentication;

}

MeTtoz successful Authentication(), iK1l BUKJIMKA€THCS MPH YCIIIIHIN aBTeHTHIKAII:

@Override
protected void successfulAuthentication(HttpServletRequest request,
HttpServletResponse response, FilterChain chain, Authentication
authentication) throws IOException, ServletException {

User user = (User) authentication.getPrincipal();

List<String> roles = new ArraylList<>();

user.getAuthorities().forEach(grantedAuthority ->
roles.add(grantedAuthority.getAuthority()));

String accessToken = jwtProvider.createAccessToken(user.getUsername(),
roles);

String refreshToken =
jwtProvider.createRefreshToken(user.getUsername());

Map<String, String> tokens = new HashMap<>();
tokens.put("access_token", accessToken);
tokens.put("refresh_token", refreshToken);

response.setContentType(MediaType.APPLICATION JSON_VALUE);
new ObjectMapper().writeValue(response.getOutputStream(), tokens);

[Ipu ycnmimHii aBTreHTHdIKAILll], B IbOMY METOA1 CTBOprotoThes 1Ba JWT TokeHH, a came
access_token Ta refresh token, siki 3amUCYIOTHCS B TUIO BIAIOBIAI HA 3aIUT JIOTIHAIT Ta
BIJIIIPABJISIOTHCS KOPUCTYBAYy.
KosxeHn TokeH mae CBiif yac Aii:

e access_token: 10 xB

e refresh_token: 12 rog

JJi1 OHOBJIEHHS TOKEHY access_token, HEOOX1THO BIAMPABUTHU 3aIIUT 3 KIHIEBOIO TOUKOIO

/api/refreshToken Ta 3aronoskom Authorization 31 3Hauennsam Bearer {refresh token}.
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3anut Oyne npuitHatuii REST xontponepom MainController, a came wmetoaom
refreshToken() Ta nmepenanuit B kinac AuthLibImpl, a came B metox refreshToken() mis
MOJIAJIBINIOT BaTiAaIlii 1 CTBOpEHHSI HOBOTO TOKeHa access Token.

Pesynbratom BukoHaHHsI MeToAy attemptAuthentication() Oyae BUKIMK aBTEHTH(IKaIi
KOpUCTYBaua, KJIOUOBUM MOMEHTOM SIKOTO Oyle MepeBipka mapojsi KOpUCTyBada Ta
TUMYACOBOTO KOAY, SIKIIIO TaKUi HEOOX1THUM.

IlepeBipka TMMyacoBoro konay BinOyBaeTrhcsi B kiaci MFAAuthenticationProvider, a

came B ioro metoai additional AuthenticationChecks():

@Override
protected void additionalAuthenticationChecks(UserDetails userDetails,
UsernamePasswordAuthenticationToken authentication) throws
AuthenticationException {

MFAUser mfaUser = (MFAUser) userDetails;

MFAUsernamePasswordAuthenticationToken authenticationToken =
(MFAUsernamePasswordAuthenticationToken) authentication;

String mfaToken = authenticationToken.getMfaToken();

if (mfaUser.isMfaActive()) {

if (!mfaTokenProvider.verifyTotp(mfaToken, mfaUser.getSecretKey()))

ReserveToken selectedReserveToken = mfaUser
.getReserveTokenList().stream()
.filter(reserveToken ->

reserveToken.getValue().equals(mfaToken))
.findFirst().orElse(null);
if (selectedReserveToken != null) {

reserveTokenService.deleteById(selectedReserveToken.getId());
} else {
throw new BadCredentialsException(
messages.getMessage(

"AbstractUserDetailsAuthenticationProvider.badCredentials"”,
"Bad credentials"”

)
)s

}
} else {

if (StringUtils.hasText(mfaToken)) {
throw new BadCredentialsException(
messages.getMessage(
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"AbstractUserDetailsAuthenticationProvider.badCredentials"”,
"Bad credentials"”

)s
}
}

super.additionalAuthenticationChecks(userDetails, authentication);

OcHOBHE 3aBAaHHS LILOTO METOY, 1€ 3a MOTPeOU MEePEBIPUTH HASBHICTH 1 MPABHIIbHICTh
TUMYacCOBOTO KOy HAJICIIaHOTO KOPHUCTyBadeM. Y BHUIAJKY SKIIO TUMYACOBUU KOJ €
XUOHUM, TO aBTeHTH(IKallisl KOpUCTyBaua He Bi1AOyBaeThbcs 1 moBepraeTbcsi HTTP
BinnoBias 403 (Forbidden).

JUis mepeBIpKM MPAaBUIBHOCTI THUMYAaCOBOTO KOAY BHKOPHUCTOBYETHCS KJ1ac
DefaultMFATokenProvider sikuii BukopuctoBye kiacu Oibmioteku Totp. [ana
0i0ioTeka Hajae BeCh HEOOXIAHMM (yHKUIOHAN Jii TeHEpPyBaHHS Ta MEpPeBIpPKU
TUMYACOBUX MapoiB CTBOpeHUX 3a Aonomoroto TOTP-anroputmy.

KopuctyBau Mae MOXIUBICTb YBIMKHYTH JABO(AKTOpPHY aBTEHTHU(IKAIIO Mia Yac
peecTpailii 00JIIKOBOro 3amucy, abo B JOOMM IHIIMKA MOMEHT MiCIs peecTpallli yepes
cTopiHky ‘“‘HanamtyBanHs”, TakoX Mpu moTpedl Ha TiM cami CTOpIHIN ii MOXKHA 1

BUMKHYTH.

3.1.3. RESTful BeGcepBic

ITix yac po3poOku BeO 3acTOCYHKY, Oyna Bukopuctana REST apxitektypa, T06TO cepBep
Ta KIIEHT PO3pOOJSUIMCS OKPEMO, a B3aEMOJI MDK HHUMH B1IOYBA€ThCS 3aBISKU
BukopucranHio nporokony HTTP ta REST API.

Hina  o6pobku Bxiguux REST 3anutiB, Oynaum peanizoBaHi 3  KOHTPOJUIEPH:
AuthController, MediaController, UserController. KoxkeH 3 HUX BUKOPHUCTOBY€E aHOTAIIIIO
@RestController. B nmx kimacax CTBOPIOIOTBCS KIHIEBI TOYKH, SIKI MOXYTh Oyiu
BUKOPHUCTaHl  KJIIEHTOM [JIsi  BIANPaBKM  3amuTIB  Ha  cepBep.  AHOTaIs

@RequestMapping("/api/auth") Hanpuknag Bkasye, M0 A0 KIHIEBUX TOYOK Ha MOYATOK
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no0aBisieThesl yacTuHa /api/auth. SIk pe3ynbrar BC1 KIHIIEBI TOYKH CTBOPEHI B I[bOMY

KOHTpoJiepi OynyTb Matu BUrIsa: /api/auth/registration, /api/auth/confirm 1 .

PeanizoBani kinnesi Touku B kjiaci AuthController Ta onuc IXHBOTO MPU3HAYEHHS:

/api/auth/registration — npuitmanns REST 3amuTiB Ha peecTpaliro HOBOIO
KOpHUCTYyBaya.

/api/auth/confirm — npuitmanua REST 3anuTiB Ha nigTBep/keHHs email momtu
JUTSI 3aBEPIIICHHS PeeCTpallii HOBOTO 00JIKOBOTO 3aIUCYy.

/api/auth/restore — npuitmanuss REST 3anuTiB Ha CTBOpEHHS 3alUTY AJIs
BIIHOBJICHHSI TIAPOJTIO JI0 OOIIKOBOTO 3aMKCy KOPHUCTyBaya.
/api/auth/resetPassword — npuitmanus REST 3anuTiB Ha 3MIHY Hapoiio0 10
OOJIIKOBOI'O 3aMKCy KOPUCTYBaya.

/api/auth/activateMfa — npuitmanna REST 3anuTiB Ha akTUBaIi0 ABOPAKTOPHOT
aBTeHTU(IKAITI].

/api/auth/deactivateMfa — npuiimanns REST 3anuTiB Ha BUMKHEHHS
IBO(AKTOPHOI aBTEHTH(IKaIIi1.

/api/auth/deleteAccount — npuiimanns REST 3anuTiB Ha BugajaeHHs 00IIKOBOTO
3aMucy KOpUCTyBaua.

/api/auth/refreshToken — npuitmanns REST 3anutiB Ha oHoBienHst JWT Tokeny

accessToken.
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3.1.4. bi3Hec Jorika
OcHoBHa 613Hec Jiorika 00poOku BxinmHux REST 3anutiB peanizoBaHa y TphOX Kiacax:
AuthLiblmpl, MediaLibImpl Ta UserLibImpl.
Kiac AuthLibImpl MicTuTh BCIO HEOOX1IHY JIOTIKY JIJIsl peecTpallii HOBOro KOpUCTyBaya,
OoOpoOKM 3amuTIB Ha BIJHOBJICHHS MapoOJI0, BHUAAJICHHS OOIIKOBOIO 3aIlucy,
aKTUBallll/BUMKHEHHS JBO(akTOopHOi aBTeHTU(iKaii Ta BigHOBIeHHsS ‘“‘refresh” JWT

TOKEHY.

Knac UserLiblmpl Binmosinae 3a oOpoOKy 3anuTiB Ha 3MIHY HajallTyBaHb OOJIKOBOTO

3aIucy.
Knac MediaLiblmpl B cBoto uepry BiAmoBifae 3a oOpoOKy 3amuTiB Ha 30epexKeHHS

Mezia ¢aiiB, iXHb0i 00pOOKHU, OTPUMAaHHS, Ta BUAAJICHHS.

JlemoHcTpalis peanizoBaHux metoniB activateMfa() ta deactivateMfa() ans akrusarii
Ta BUMKHEHHS JIBO(PAKTOPHOT aBTEHTU (PIKaLIIi:

Meton activateMfa():

@Override

public ActivateMfaResultDto activateMfa(String password) {
org.springframework.security.core.userdetails.User user =

(org.springframework.security.core.userdetails.User)

SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());

FormStatusDto formStatusDto = activateMfaValidator.validate(password,
userDbi);

ActivateMfaResultDto activateMfaResultDto = new ActivateMfaResultDto();

activateMfaResultDto.setFormStatusDto(formStatusDto);

if (formStatusDto.getStatus().equals(StatusCode.FAILURE)) {
return activateMfaResultDto;
}

try {
String secretKey = mfaTokenProvider.generateSecretKey();
List<String> reserveTokenList =
mfaTokenProvider.generateReserveTokenList();
String grCode = mfaTokenProvider.getQRCode(secretKey,
userDbi.getUsername());

52



userDbi.setMfaActive(true);
userDbi.setSecretKey(secretKey);
activateMfaResultDto.setSecretKey(secretKey);
activateMfaResultDto.setReserveTokenList(reserveTokenList);
activateMfaResultDto.setQrCode(qrCode);

userService.save(userDbi);

reserveTokenService.saveAll(DtoEntityMapper.mapToReserveTokenList(reserveTo
kenList, userDbi));
} catch (Exception e) {
LOGGER.error(e);

}

return activateMfaResultDto;

g aktuBaiii aBoQakTopHOi aBTEHTH(IKAIli KOPUCTYyBau MOBUHEH HAaJdICIIaTH CBIH
aKkTyallbHUM mapoiib. Ilicas ycmilHOi MepeBIpKHM MNapoito, BIIOYBAETHCS CTBOPEHHS
cekpetHoro kiouda, QR-kony, Ta 12 pe3epBHUX TOKEHIB Ha BUIAJIOK BTPATU CEKPETHOTO
KJItoya. 3reHepoBBaH1 JaHi 30epiratoTbecsi B 0a3y JaHMX Ta BIAMPABIAIOTHCA Y BUITIAMI

BixmoBigl Ha HTTP 3amut.

MeTton deactivateMfa():

@Override
public FormStatusDto deactivateMfa(DeactivateMfaRequestDto
deactivateMfaRequestDto) {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
FormStatusDto formStatusDto =
deactivateMfaValidator.validate(deactivateMfaRequestDto, userDbi);
if (formStatusDto.getStatus().equals(StatusCode.SUCCESS)) {
userDbi.setMfaActive(false);
userDbi.setSecretKey(null);
userService.save(userDbi);
reserveTokenService.deleteAllByUser(userDbi);

}

return formStatusDto;
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Jlis BUMKHEHHA JBOGAKTOpPHOI aBTEHTHU(IKalll KOPHUCTyBau IIOBMHEH HaJaICIaTd
3BUYAMHUN napoib Ta TuMyacoBuid. [licns ycninHoi nepeBipku HUX JBOX (PaKTOpiB, AJIs

KOpUCTYBaua BUMUKAETHCS IBO(AKTOPHA aBTEHTH (iKaIlii.

3.1.5. Bzaemonist 3 0a3010 JaHHUX

Haiikpamum pimeHHsSM Juisi 30epiraHHsl BEUKUX 00’€MiB JaHUX € BUKOPUCTAaHHS 0a3u
nanux. s uporo npoekty, Oyno BupimeHno sukopuctatu CKBJ MySQL ta dpeiimBopk
Spring Data JPA, axuii nonae nonatkoBuil piBeHb abctpakiii moBepx ORM peanizamii
JPA.

Jliist 306epesxkeHHs Beiel iHopmarrii, sika € HeoOX1IHa il poOOTH BE03aCTOCYHKY, OyII0
peanizoBaHO 5 CYTHOCTEH.

Ha puc. 3.1.5.1. 300paxenuii maker ‘“‘entity” y sgKoMy po3TalloBaHi BCl KJacH

CYTHOCTEH, 5IK1 OyJIU peaizoBaHi.

A entity

€ Media
RegistrationRequest
ReserveToken
RestoreRequest

(o DAY o B w RN |

User

Puc. 3.1.5.1 —Ilaker “entity” y skoMy po3TalllOBaHi BC1 KJIaCU CyTHOCTEM, K1 Oynu

pear3oBaHi.
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PeanizoBaHi CyTHOCTI:

Media — wictuth iHpopMalilo npo Media @ainu ki Oynu 3aBaHTaXeHI
KOpUCTYBauaMH.

RegistrationRequest — MICTUTB 1H(pOpPMALIIIO PO 3aMUTH HA PEECTPALI0 HOBOTO
00JIIKOBOTO 3aITHCY.

ReserveToken — micTuth iHpOpMAaIIitO TPO pe3epBH1 TOKEHU KOPUCTYBaAYl.
RestoreRequest — MicTUTh 1H(pOpMAaIIitO PO 3aMUTH HA 3MIHY MAPOIIO.

User — MicTUTh 1HQOpMaIitO Tpo 00TIKOBUI 3allUC KOPUCTyBaYa.

CrpykTypa ronoBHoi cyTHocTi User:

@Getter

@Setter

@Entity

@Table(name = "users"
public class User {

@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

@Column(nullable = false)

private String username;
@Column(nullable = false)

private String password;
@Column(nullable = false)

private boolean mfaActive;

private String secretKey;
@Column(nullable = false)

private String firstName;
@Column(nullable = false)

private String lastName;
@Column(nullable = false)

private String email;
@Column(nullable = false)

private Timestamp registrationTime;

@0OneToMany(
mappedBy = "user",
fetch = FetchType.EAGER,
orphanRemoval = true
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)

private List<ReserveToken> reserveTokenlList = new ArraylList<>();

Anoranii @Getter, @Setter — 1e aHoTauii cTopoHHBOI Oi0miorekn “Lombok”, sxi
BUKOPHUCTOBYIOTHCS JJI 3MEHILIEHHS KOAy B TpoekTi. BoHM 3aMiHSIOTH SIBHE
MPOIKCYBAaHHS METOMAIB get Ta set i mapaMeTpiB Kiacy.

AHoranis @Table — no3Bosisie BKa3zatu jeraii TaOnuill, siki OyayThb BUKOPUCTAH1 IJIs
30epiraHHs CyTHOCTI B 0a3i JaHUX.

AHotanis @id — Hag nosjeM id Bkazye Ha ieHTU(DIKATOP 1€l CYTHOCTI.

Anoramis  @GenetatedValue — BUKOpHCTOBYeTbCS pa3oMm 3 adHoramiero @Id Ta
3aCTOCOBY€ETHCS JJIsl BKa31BKM CTpaTeTii reHepallii IepBUHHUX KIIIOUIB.

Anotanis (@Column — BUKOPUCTOBYETHCS I BIIOOPaKeHHSI OB CYyTHOCTI.

Anoranis @OneToMany — Bka3zye Ha BIJHOLIEHHS ‘‘OJAMH-]10-0ararboXx” 3 CYTHICTIO

ReserveToken.

[licns mepmoro 3amycky cepBepa, Spring Data JPA BiamoBiiHO A0 peaii3oBaHUX
CYTHOCTEH CTBOPIOE BIJMOBIAHI TaOIHII].

Ha puc. 3.1.5.2. nporeMoHCTpOBaH1 MoJist CTBOpeHO1 Tabmui “media”.

Column Name # Data Type Mot Null Auto Increment  Key
A55id 1 bigint [v] [v] PRI
AEC extension 2 wvarchar(255) [v] []
123height 3 int [v] []
2 last_modified 4 datetime(f) [v] []
AECname 5 wvarchar(255) [v] []
123yser_id & bigint [v] []
123width 7 int [v] []

Puc. 3.1.5.2. — Ilonga tabaumi “media”.

Ha puc. 3.1.5.3. npogeMoHcTpoBaH1 1oJisi CTBOPEHOT TabnwuIli “registration requests”.
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Column Name # Data Type Mot Null Auto Increment Key
135id 1 bigint [v] [v] PRI
ABE confirm_key 2 wvarchar(255) [v] [1]
@ creation_time 3 datetime(6) [v] []
#ec email 4 varchar(255) [v] []
rec first_name 5 varchar(255) [v] []
ABC|3st_name 6 warchar(255) [v] [1]
123mfa_active 7 bit() [v] []
aec password 8 wvarchar(255) i\ []
fec reserve_tokens 9 varchar(255) [1] []
REC secret_key 10 varchar(255) [1] []
RECUsername 11 varchar(255) [v] []

Puc. 3.1.5.3. — Ilons tabnumi “registration requests”.

Ha puc. 3.1.5.4. nponeMoHCTpOBaHI1 MOJisg CTBOPEHOT Tabmuili “reserve tokens”.

Column Name # Data Type Mot Mull Auto Increment  Key
135id 1 bigint [v] [v] PRI
Recyalue 2 varchar(255) [v] []

123 user_id 3 bigint [v] [] MUL

Puc. 3.1.5.4. [1ons Tabmui “reserve tokens”.

29

Ha puc. 3.1.5.5. nponeMoHCTpOBaH1 MoJisg CTBOPEHOT TabuIll “restore _requests”.

Column Name # Data Type MNot Mull Auto Increment  Key
15gid 1 bigint [v] [v] PRI
@ creation_time 2 datetime(f) [v] []
reEcrestore_key 3 wvarchar(255) [v] []
1Z3yser_id 4 bigint [v] []

Puc. 3.1.5.5. — Ilons Tabnuii “restore requests”.

Ha puc. 3.1.5.6. nporeMoHCTpOBaH1 MOJIsE CTBOPEHOT TabuIi “users”.



Column Name # Data Type Not Null Auto Increment  Key
135id 1 bigint [v] [v] PRI
ABC email 2 varchar(255) [V] [ ]
et first_name 3 varchar(255) [v] [ ]
REC|ast_name 4 varchar(255) [v] [ ]
123mfa_active 5 bit(1) [v] [ ]
AEC password 6 varchar(255) [v] [ ]
@ registration_time 7 datetime(f) [v] [ ]
e secret_key 8 warchar(255) [ ] [ ]
AEC sername 9 varchar(255) [v] [ ]

Puc. 3.1.5.6. I1ong TaGmur “users”.

Jna podotu 3 B/, a came nns moOynoBH 3amuTIB A0 KOXKHOI 3 CyTHOCTEW, Oynu

peanizoBaHi peno3uTopii, AKi po3upIo0Th 1HTEepdeiic JpaRepository.

JpaRepository — 11e iHTepdeiic ¢pperimBopky Spring Data, mo Hagae HaOlp cTaHIAPTHUX

metonaiB JPA nns pobotu 3 B/I.

Ha puc. 3.1.5.7. 300paxenuil mnaketr ‘repositories” y SKOMY poO3TalllOBaHi BCl

iHTepQeicu peno3uTopii, ki Oyau peani3oBaHi.

v repository

I MediaRepository

I RegistrationRequestRepository

I ReserveTokenRepository
1 RestoreRequestRepository
1 UserRepository

Puc. 3.1.5.7. — Ilaket “repositories” y IKOMy pO3TallloBaH1 Bci iIHTEpecH peno3uTopii,

AK1 OyJu peaai3oBaHi.

58



3.2. Peasizanisi KJIiEHTCHKOI YACTUHH
3.2.1. CTpyKTYypa NpOEeKTy
JIist HanmucaHHS KITIEHTCHKO1 YaCTHHU IIPOEKTY OyB BUKOpHCTaHUM (periMBOpk Angular.
[TouatkoBa CTPYKTypa KIIEHTCHKOI YaCTHMHU MPOEKTY Oyina CTBOpPEHA 3a JOIMOMOTOIO

KOHCOJIbHOT KOMaHJY HACTYITHOI CTPYKTYPH:

npx --package @angular/cli ng new media-storage-client --style=scss --skip-
tests --routing
KirouoBi omii:

e --package — BU3HaYa€ MakKeT, sIKKi Oy/ie BCTAHOBJICHO.

o --style=scss — Bka3ye Ha BUKOPHCTAHHS .SCSS (DaillIiB CTUIIB.

e --routing — BKa3zye Ha HEOOXIJHICTb CTBOPEHHS MOAYJS MapUIpyTH3alii Mpu

reHepallii CTpyKTypHU MPOEKTY.

Ha puc. 3.2.1.1. 300pakeHa KiHIIEBa CTPYKTypa KJII€HTCHKOi YACTUHU TMPOEKTY MICIs

CTBOPEHHSI BC1X HEOOX1IHUX KOMIIOHEHTIB, CEPBICIB Ta MEPEXOILTIOBAYIB.

media-storage-client

Puc. 3.2.1.1. — KiH1leBa cTpyKTypa KJIIEHTCHKOI YACTUHU MPOEKTY, MICIsi CTBOPEHHS BCIX

HEOOX1JHMX KOMIIOHEHTIB, CEPBICIB Ta NEPEXOTLIIOBAYIB
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[lakeT src — MICTUTh OCHOBHMI KOJI KJIIIEHTCHKOT YACTUHH MPOEKTY.

[laker node_modules — MicTUTH BC1 MakeTH, Kl BUKOPUCTOBYIOTHCS ISl CTBOPEHHS
porpamu.

@aiin angular.json — ¢aiin xkoH]irypaiii, sKui MICTUTh BCl HaJAIITYBAHHS HAILIOTO
MPOEKTY, a TAKOXK CTHJI1 Ta CKPUIITH.

®aiin package.json — daitn koHdiryparitii, Skt MICTUTh CIIMCOK TMAKETIB, HEOOX1THUX
JUIA IPOEKTY 3 TOTPIOHUMH BEPCISIMHU.

@aiin tsconfig.json — daitn koHdirypariii, B sKOMy BKa3y€e€ThCA, A€ OyayTh 3HAXOIUTHUCS
(aitinu nporpamu Ta B SIKy JUPEKTOpi0 Oyne 30uparucs roroBa mporpama.

B maketi src.app.shared po3sramoBaHi CHOUTbHI KOMIIOHEHTH, Cepell SKUX KiIacu

KOHCTaHT, MOJIEJIIB, CEPBICIB, MEPEXOIUTIOBAYIB Ta yTHIIIT.

3.2.2. KoOMIOHEeHTH
Kommnonentu € ocHOBHUM OyniBesibHUM OnokoM iHTepdeiicy nmporpamu Angular. Koxxna
nporpama Angular MiCTUTH JIepe€BO KOMIIOHEHTIB.
Jia  peanizaiii KJIIEHTCHKOT CTOPOHM COLIAJIbHOI Mepexi, Oyino cTBopeHo 12
KOMITOHEHTIB:
e activate-mfa-dialog — BinmoBigae 3a BUIAA Ta (PYHKIIIOHAJN J11aJIOTOBOTO BiKHA
akTuBallli 1BOQaKTOPHOT aBTEHTUDIKAIII.
e confirm — BiAmoBizae 3a BUNISLA Ta (YHKUIOHAI CTOPIHKH MIATBEPKEHHS
peecTpaiiii 00T1KOBOTO 3aI1HCYy.
e deactivate-mfa-dialog — BinmoBiznae 3a BUMIISIA Ta (PYHKIIOHAJ J1aJOrOBOTO BIKHA
BUMKHEHHS JIBO(AKTOPHOT aBTEHTHU (DIKAILIi.
e delete-account-dialog — Binmosigae 3a BUrsAg Ta GyHKIIOHAT A1aJIOrOBOrO BiKHA
MITBEPKEHHS BUIAJICHHSI 00JIIKOBOTO 3aIIHUCY.
e header — BignoBigae 3a BUNIAA Ta (PYHKIIIOHA HIATIKUA CAUTY.

e login — BiiMOBI A€ 3a BUMIISAA Ta (DYHKIIIOHAJ CTOPIHKU BXOJTY.
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® message — BIJIMOBIJIA€ 32 BUMISIA Ta (PYHKIIIOHA BIKHA OTOJIOIIEHHS.

e registration — BIAMOB1/IA€ 3a BUIVISLA Ta PYHKIIOHAT CTOpiHKU “‘Peectpariiss”

e reset-password — BiNOBIAa€ 3a BUMNISA Ta (PYHKI10HAJ CTOPIHKHM 3MIHU MAPOIIIO.

e restore — BIJIMOBIJIa€ 3a BUMIAJ Ta (PYHKI[IOHAJ CTOPIHKM CTPOEHHS 3alUTy Ha
3MiHY MapoJIIO.

e settings — BIANOBIAA€ 32 BUIVISL Ta GYHKIIOHAT CTOpiHKM “‘HamamryBanus™.

® user — BIJAMOBIJA€ 3a BUDIA Ta (DYHKIIOHAJ TOJIOBHOI CTOPIHKM KOPHUCTyBada a

came rajuepei.

KosxeH KOMIOHEHT ckiiaiaeTbes 3 3 (paitiis:
e {name}.componenthtml — MICTUTP CTPYKTYpy CTOpPIHKHM CTBOPEHY 3
BUKOPHUCTaHHSIM MOBH TinepTekcToBoi po3mitku HTML.
e {name}.component.scSs — MICTUTh OMKC CTHUIIIB.

e {name}.component.ts — MICTUTh ONKC (HYHKI[IOHATY.

3.2.3. Mapmpyru3anis
VY Angular nomatky, MapipyTu3ailis, e nepexia BiJl OAHOTO ysSBICHHS (1IabIoHY) H0
1HII0TO, B 3aJiIeXKHOCTI Bif 3amanoro URL. Hagiraris B momarkax Angular BimOyBaeTbcst
0e3 mepe3aBaHTaXXEHHS! CTOPIHKU. 3a opraHizaliio MapupyTusauii B Angular BimnoBijgae
monyab RouterModule 616mioTexu (@angular/router.
JIisi  HanmamTyBaHHS MapIIpyTH3allli, MpW TeHepalli CTPYKTypH TpoeKkTy, Oyna
BUKOpHCTaHa  ONUisA  --routing, 3aBAsgku  sKii OyB  CTBOpEHM  MOJIYJIb
AppRoutingModule. Ileit Mmoayns npu3zHadeHu# Ui HaJIAlITYyBaHHS MaplIpyTU3allii Ta
IMIOPTY€ETHCSI KOpeHEeBUM MoayiaeM AppModule.
Monayns AppRoutingModule:

const routes: Routes = [
{path: "', component: LoginComponent},
{path: 'registration', component: RegistrationComponent},
{path: 'confirm/:key', component: ConfirmComponent},
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{path: 'restore', component: RestoreComponent},

{path: 'resetPassword/:key', component: ResetPasswordComponent},
{path: 'users/:username', component: UserComponent},

{path: 'settings', component: SettingsComponent},

{path: 'message', component: MessageComponent}

15

@NgModule({
imports: [RouterModule.forRoot(routes)],
exports: [RouterModule]

})
export class AppRoutingModule {

}

[lone routes MicTUTH B cOO1 CIIMCOK MapUIPyTIiB, SIKMM BKa3zye MapUIpyTH3aTopy, SAKUN
BUJI BimoOpakaTW TNpH HATHUCKaHHI Ha TocuiaHHs abo komiroBanHs URL-aapecu B
aZipecHOMY pAJIKy Opaysepa.

Jljig HaBiraiii npy HaTUCKaHH1 HAa TOCUJIAHHS BUKOPUCTOBYETHCS TUpeKTHBa router Link:
<a [routerLink]="["'/users', username]"> </a>

[amM  cmocobom  HaBiraiii, € BHUKOpUCTaHHS cepBicy Router, skuii 3abe3mneuye
HaBIrauiio MK MPeICTABICHHIMH Ta MOXIUBICTh MaHinmyTtoBanHs URL-agpecamu.
[Tpuknan Bukopuctanus cepsicy Router B komnonenTi LoginComponent:

async ngOnInit() {
if (this.authService.authCredentials) {
await this.router.navigate([ users/${this.authService.getUsername()} 1)
return

Sxuo B cepici AuthService € mpucyTHi aBTeHTH (PiKalliiH1 JaH1 (KOPUCTYBad 3aiIllIOB y
CBIi OOJIIKOBMI 3amuc), TO BiAOyBa€TbCs IEpPEHANpPABICHHS Ha TOJOBHY CTOPIHKY

OO0JIIKOBOTO 3aIKCy KOPUCTYBaya.

3.2.4. HTTP-nepexonioBa4
binburicte 3anuTiB, AK1 BIANPABISIOTHCS HAa CEPBEPHY YACTUHY JOJIATKY, MOTPEOYIOTH

BKa3aHOTO 3arojioBKy aBropu3alii. Takox, HeoOXiHa 00poOka HEBAAIUX 3alUTIB, Yepe3
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3aBEpIICHHS TEpPMiHY Jii TOKeHy aBTopu3allli access token. [lms Ttoro, mo0O He
MPOBOAUTH 11 oOmepalii OKpeMo s KOXHOro 3amuty, OyB peamnizoBanuii HTTP-
nepexoruttoBay Authlnterceptor.

HTTP-nepexomntoBau Authlnterceptor:

@Injectable()
export class AuthInterceptor implements HttpInterceptor {
constructor(
private authService: AuthService
) A
}

intercept(request: HttpRequest<unknown>, next: HttpHandler):
Observable<HttpEvent<unknown>> {

let pathname = new URL(request.url).pathname

if (!pathname.endsWith(EndpointConstants.LOGIN _ENDPOINT) &&
Ipathname.endsWith(EndpointConstants.REGISTRATION ENDPOINT) &&
Ipathname.endsWith(EndpointConstants.REFRESH TOKEN_ENDPOINT) &&
Ipathname.endsWith(EndpointConstants.RESTORE ENDPOINT)

) A
request = this.authService.addAuthHeader(request)
return next.handle(request).pipe(

catchError(error => {
if (error.status == HttpStatusCode.Forbidden) {
return this.authService.refreshToken().pipe(

switchMap(() => {
request = this.authService.addAuthHeader (request)
return next.handle(request)

3

catchError(() => {
this.authService.logout()
throw error

})
)

} else {
throw error
¥
1)

)
} else {

return next.handle(request)

}
b}
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Moro ronosuuit Meton intercept() oGpoGmsie Bci mepexoruieni HTTP 3ammt Ta y
BUIMAJKy, SIKIO KIHIIEBA TOYHA 3aMHUTy HE JopiBHIOE /api/login, /api/registration,
/api/refreshToken a0o /api/restore, To BHUKOHYeThCA psij onepauiid. JloGaBiseTbcs
3arojloBOK aBTopu3allii. BUKOHyeThCcA mepeBipka cTaTycy BiAMOBiAl. Ko cTaryc
BignmoBial 403 (uac nii TokeHy access_token MHHYB), TO BIANPABISETHCS 3aMUT
refreshToken, sxio BiH ycHimHUNA, TO O MOMEPEAHBOTO 3AMUTY AOJAETHCS OHOBJICHUM
3arojIoBOK aBTOpH3allli Ta BUKOHYETHCS MOBTOPHE BIJAMpaBiICHHS. Y BUNAJKY SKIIO
3anut refreshToken Takox He OyB ycmimHuil (Hanpukiaa yac aii Tokeny refresh token
TaKOXXK MHHYB), TO BUKIHKaeTbcsi MeTon logout() cepmicy AuthService sikuii BUKOHY€
HACTYIHY MOCI1IOBHICTb JIIH:
e Bupnanenns tokeHiB access_token ta refresh token 3 nokanbHOro cxoBuina.

e Ilepeanpecairiss Ha CTOPIHKY BXOIY.
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3.3. Onuc peaJiizoBaHoro pyHKuioHaay
3.3.1. Bxia B 00J1ikoBHH 3amHC
SIk110 KOpHUCTyBay HE 3alIIOB y CBiM OOJIKOBUM 3allKC, TO MPU BXOJAl HAa CalT BiH
no0aynTh CTOPIHKY BxoAdy. Lls cTopiHka Hajae MOXIMBICTh YBIMTH B OOJIIKOBUI 3aIuc
BBIBIIM CBiil username, mMapoyib a TaKOX OMI[IOHAJILHO TUMYAaCOBHM KOJ. 3a MOTpedu €
MOXJIUBICTh TEPEUTH Ha CTOpiHKY ‘“‘PeecTparis” abo BIIHOBUTHU Mapojib y BHUIAJKY

BTPATH.

Burnsin cropinku “Bxin” mpoaeMoHcTpoBaHo Ha puc. 3.3.1.1.

Media Storage

MFA token (optional)

YBiaTi Peectpauin

3abynu naponb?

Puc. 3.1.1.1. — Burmsig cropinku “Bxin”.
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3.3.2. PeecTpauist HOBOro 00JIiKOBOI0 3alIUCy

1106 xopucTyBau MaB MOXKJIMBICTH CTBOPUTH OOJIIKOBHUH 3amuc, Oyjaa CTBOpeHa CTOPIHKA

“Peectparris’.

Ils cTopinka nepegdayvae 3amoBHEHHS (HOPMHU, 110 MICTUTH HACTYITHI TTOJIS:

Im’s
[Ipi3Buie
Email
Username

[Tapons

[lepeBipka BBeI€HUX JaHUX BiJIOYBA€THCA B JIBA €TAIlH:

['py0a nepeBipka npu BBEJACHH JAHUX: MEPEBIpPKa JOBKHUHU BBEICHUX JIAHUX.
[lepeBipka micnst BigmpaBieHHs ¢GOpMHU Ha CepBEp: Balijallis JaHUX 3a
JIOTIOMOTOI0  PETYISIpHUX BUpa3iB, MepeBipka BUIbHOCTI email agpecu Ta

username, repeBipka username Ha HEBIAMOBIIHICTh 3ape3€PBOBAHUM 3HAUCHHSIM.

Burnsin ctopiaku “Peectpartiis’” nmpoaeMOHCTpOBaHO Ha puc. 3.3.2.1.
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PeecTtpauis

B /sodakTopHa aBTeHTUDIKaLisA

Ha ctopiHky Bxoay 3apeecTpyBaTUCH

Puc. 3.3.2.1. Bursig ctopinku “Peectparris”.

Burnsin cropinku “Peectpariis” 3 XuOHUMU 3HadeHHsIMHU ToiiB “Email” ta “Username”

MIPOJIEMOHCTPOBAHO Ha puc. 3.3.2.2.
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PeecTtpauin

Andrii Drebot

andriy12345678910@gmail.com

andrii_drebot

¥ [leodakTopHa aBTeHTUdIKaLlis

Ha cTopiHky Bxogy 3apeecTpyBaTUCH

Puc. 3.3.2.2. — Bursg ctopinku “Peectpaitis” 3 xuOHUMHU 3Ha4YeHHAMH 110118 “Email”

Ta “Username™.

VY Bunmaaky, fKIIO TepeBipKa BBEACHUX JIAHWX BHUKOHAJIACh YCHIIIHO, KOPUCTYBau
no0aynTh MOBIIOMIICHHS 3 1H(GOpPMAIIEI0 TMPO HACTYMHI KPOKM JJisi 3aBEpIICHHS
peecTpatii 00MiKOBOro 3amucy. SKmo mig yac peectpauii Oyna BuOpaHa omiis
IBO(aKTOpHOI aBTEHTU(IKAIlT TO MOBAOMIIEHHS Oyle MICTUTH 3reHepoBaHuit QR-kon 3
CEKPETHUM KIIIOYOM, TEKCTOBE MPEJCTABICHHS CEKPETHOro Kitova (Ui BUMAAKY KOJIU
3ickanyBaru QR-koJ HeMae MOXIMBOCTI), a TaKOX PE3€pBHI OAHOPA30B1 TOKEHU Ha
BUIIAJIOK BTPATH CEKPETHOTO KJI0Ya.

JlaHe TOB1IOMJIEHHS TPOJEMOHCTPOBAaHO Ha puc. 3.3.2.3.
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[na sagepweHHa peecTpauil, neperaitb 3a
nocuiaHHAM BiAiNpaBNeHWM Ha BKa3aHy

Bamu afjpecy efieKTPOHHOI NOLWTH.
BigckaHyiiTe QR-kog ana reHepauii MFA
TOKEHIB Ana BXoAy.

GISLXYH7DGE4QQACS5YWVI6ZBV22CNIRJR
LIDKD46RKN6QV67CO20ECT3AVZKDSX

PezepeHi TokeHu:

685844 094561
669732 777858
777859 560139
196035 956018
596452 378434
884606 497581

3aKpuTH

Puc. 3.3.2.3. — Bursag noBigoMieHHs 3 iHGOPMAILIIEIO TPO HACTYITHI KPOKH IS

3aBEpILIEHHS peecTpallii 00J1KOBOTO 3aIHUCYy.

[Ticns ckanyBanHa QR-komy, momarkoMm aBTEHTH(IKATOPOM, JOATOK 3aramMsiTae
CEeKpEeTHHUH KJIIO4 Ta pO3MOYHE TEHEepalild THUMYacOBUX KOAIB JBO(AKTOPHOT

aBTeHTH (DIKaIlli HAa MPUCTPOI KOPUCTyBaYa.
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Ha puc. 3.3.2.4. npoaeMOHCTpOBaHMM NpHUKIaJ TEHepalii TUMYacOBUX KOJIB 3a

JoToMororo po3mmpenHs “Authenticator” st Be6Opaysepa “Google Chrome”

‘. Authenticator —= & F

IMedia Storage (MFA)

387711

andrii_drebot

Puc. 3.3.2.4. — Tlpukinan reHepaiiii TAMYaCOBUX KOJIB 32 JOTIOMOI'OI0 PO3IIUPEHHS

“Authenticator” nns Be6Opay3epa “Google Chrome”.

Ha pwuc. 3.3.2.5. npoaeMOHCTpOBaHMN €IEKTPOHHUM JIMUCT 3 TMOCWJIAHHAM ISl

MITBEPKEHHSI peecTparllii 00J1KOBOTO 3aIUCYy.

MigTBEPOKEHHS peecTpaLlil akayHTy! Biwi x @ @
@ media.storage.official@gmail.com 22:19 (S xaunun Tomy) Y & :
. KOMY MEHI w

[na niATBEpMMEHHA PEeCTpaUll akayHTy NepeiiiTe 2a WINs0BUM NOCHNaHHAM:
hitp /llocalhost: 4200/confirm/9BW53QVGtijlhjpb5iFwGUcfod2l 3C56TL DorogkAQId2VNWXOMIPMyioTA88

c8C7

| € Bignosictw ) | ¢ [lepecnatn |
N 4

Puc. 3.3.2.5. — Bumisaa eneKTpoHHOTO JINCTA 3 MOCUIAHHAM JIUISI T ATBEPHKCHHS

peecTpairii 006J11KOBOTO 3aIUCYy.
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[licns mepexody 3a MOCWUJTIAHHS JJs MIATBEPIDKEHHS peecTpaiii OOIIKOBOrO 3amucy,

KOPHUCTYBa4 MOOAYUTh MOBIIOMJICHHS, SIKE TTPOJIEMOHCTPOBAHO Ha puc. 3.3.2.6.

BiTaro!

AKayHT ycniluHO CTBOpEHO.

3aKpuTK

Puc. 3.3.2.6. — Bursig noBigoMiaeHHs 3 iH(GOPMAILIIEO TPO YCIIIIHE CTBOPEHHS

00JIIKOBOTO 3aITHCY.

3.3.3. 3mina mapoJro
VY BUIaKy SKIIO Mapoyib JO0 OOJIKOBOTO 3amucy OyB BTpadeHHU, a00 KOPHCTyBad Mae
Oa)xaHHsI I0ro 3MIHUTH, HOMY HEOOX1JHO MEeperTH 3a MOCHIaHHAM “3a0ynu maponb?” Ha
CTOPIHII1 BXOJTY.
Jia 3miHu maposis HeoOXiIHO BKazaTu email azapecy, sika Oyla BUKOpUCTaHA MpU
peecTpailiii 00T1KOBOTO 3a1HCYy.

Burnsin gopmu 1151 BBeneHHst email ajgpecu 1 3MIHU Maposis MPOJAEMOHCTPOBAHO Ha

puc. 3.3.3.1.
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BkaxiTb email

byab nacka, BkaxiTe email, AKMA NpUB'A3aHnin Ao Baworo
06NiKOBOIro 3anwucy.

Ha cTopiHky Bxoay 3MIHUTK Naponb

Puc. 3.3.3.1. — Burnsia dopmu [uist BBeJIeHHs email aapecu Juisi 3MiHU TapoJIio.

[licns BimmpaBieHHst ¢opmu 31 BKa3aHOIO email aapecor, KOpUCTyBad MMOOauuTh

MTOB1IOMJICHHS, SIK€ TPOJIEMOHCTPOBaHO Ha puc. 3.3.3.2.
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3MiHa naponto

Lna 3MiHM naponio, NnepeiaiTe 3a NOCUNaHHAM
BiANpaBneHMM Ha BKasaHy BaMu agpecy
eNeKTPOHHOI NOLITK Ta BKaXiTb HOBUA Naponb.

3akputu

Puc. 3.3.3.2. — Bumsg noBigoMieHHs 3 iH(OpMaIIi€0 PO HACTYITHUN KPOK JUIsl 3MIHU

apoJIIo.

Ha puc. 3.3.3.3. npo/ieMOHCTPOBaHUM €JIEKTPOHHUM JINCT 3 MOCUJIAHHAM Ha (opMy st

3MIHU MapOJTIO.

3MiHa napomo! B X a8 o
& media.storage.official@gmail.com 22:49 (1 xaununy Tomy) Y £
. KOMY MEH| w

[na 3MiHW Naponk 00 akayHTy nepeiiite 38 UINs0BUM NOCHNAHHAM TA BEKaKITE HOBUA Naponk:
hitp-//localhost 4200/resetPassword/rY CdixdvMHWY UxZ51GKO Q8039
vIMmrEHYp)7i390iB5SXWzoraDvRKSP7ENISRAWKT

Puc. 3.3.3.3. — Bumisig e1eKTpOHHOTI0 JINCTa 3 TOCUJIAHHAM Ha (popMy JUIsl 3MIHU

HapoJIIo.

[licns mepexomy 3a IUILOBUM IMOCUIIAHHSIM, KOPUCTyBauy Oyle AOCTyNHa (opma s

3MIHH MapoJIIo, sIka MPOJIEMOHCTpOBaHa Ha puc. 3.3.3.4.
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HoBui naponb

BkaxiTb HOBMIA Naponb AN Ballol CTOPIHKM.

Puc. 3.3.3.4. — Burnsaa ¢popmu 11 3MIHH TTAPOJTIO.
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3.3.4. I'anepest
l'anepes, e OCHOBHa CTOpiHKa BeO3acToCcyHKy. Ha Hilf KOpucTyBau Mae€ MOMIIMBICTb
MepEerIIHYTH 30epekeHl Memia (ailiu, 100aBUTH HOB1, BUJATUTH, a00 3aBAHTAXKHUTHU iX
Ha BJIACHUUN NPUCTPIil.

Burnsin cropinku “I'anepes”, mpogeMOHCTpoBaHO Ha puc. 3.3.4.1.

HanawTysanHsa Bwxig

1‘4" — o’ ’ i
.‘w - -

b —
o

2023.05.23 o 0 2023.05.23 = 12023.05.23 ¥ 2023.05.23

-
2023.05.23 490230523 2023.05.23 2023.05.23
F
=X -

= 2023.05.23 2023.05.23 2023.05.23

Puc. 3.3.4.1. — Bursg cropinku “Tanepes”
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Bursin BikHa 17151 mepenisiny 300pakeHHs y 30UTbIIeHOMY (popMaTi, MpoAeMOHCTPOBAHO

Ha puc. 3.3.4.2.

Puc. 3.3.4.2. — Bumsa BikHa JAJ1s IEpenIsiAy 300pakeHHs y 301IbIIeHOMY (popMaTi.

3.3.5. Cropinka "HamamryBanusa'"
Cropinka "HanamtyBanHs", npu3HaueHa JJIsl HAIAIITYBAHHS 00JIIKOBOTO 3aIUCY.
Ils cTopiHKa MICTUTH 2 BKJIAJIKH:
e Bkmanka ‘“3aranbHe”: M03BOJISIE 3MIHUTH OCHOBHY 1H(OpPMAIlI0 OOJIIKOBOTO
3aIucy, TaKy sIK: iM 4, MPI3BUIIIE Ta Username.
e Bxkianka “be3neka”: MICTUTH JABI KHOIKH, a CaM€ KHOIMKY aKTHBAaIlll/BUMKHEHHS
nBOo(aKTOpHOi aBTeHTHU(IKalll, Ta KHONKY “Bupmanutu o0nikoBUN 3amuc”, ska

JI03BOJISIE BUIAJIUTH OOJIIKOBHUH 3aIHC.

[lepeBipka BBEeI€HUX JAHUX AJIs1 KOXKHOTO IMOJIS BIIOYBA€THCA B JIBA €TaIlU:
e [pyba nepeBipka nmpu BBEJECHHI JAHUX: MEPEBIpKa JTOBKHHHU BBEJCHUX TAHUX Ta

nepeBipKa JaTH HApOIKEHHS.
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e [lepeBipka micns BiampaBieHHs (GOpMH Ha CepBEp: Balijallis JaHUX 3a
JIOTIOMOTOI0  PETYJISIPHUX BHpa3iB, TMEpeBIpKa uUsername Ha BUIBHICTh Ta

JOCTYTHICTb.

Ha pwuc. 3.3.5.1. mpoaemMOHCTpoBaHWM BHIISAA BKJIAAKH ‘“3arajbHe” Ha CTOPIHIN

“HamamryBaHHs .

3arancHe Andrii Drebot

Besneka andrii_drebot

Puc. 3.3.5.1. — Burnsig Bknajaku “3aranbHe” Ha cTopinii “HamamryBanus™.

Ha puc. 3.3.5.2. mpomemMoHCTpoBaHWW BUIVISAA BKIagku “‘besmnexka” Ha CTOpIHIII

“HanmamryBaHHs .
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3aranbHe BumkHyTH ABOgakTOpHY aBTeHTUdiIKaLlilo

Besneka Buganutu obnikoBuid 3anvc

Puc. 3.3.5.2. — Bursan Bknanku “besneka” Ha cropinii “HanamryBanus”.

Ha pwuc. 3.3.5.3. mpomemMOHCTpOBaHO BUIVISAJ BIKHA BHUMKHEHHS JBO(AKTOPHOI

aBTeHTU(IKAITI].

BumMmkHyTU aBOdhaKTOpHY
aBTeHTUdiKayito

MFA token

Ckacysatu

Puc. 3.3.5.3. — Bursi BikHa BUMKHEHHS 1BO(AKTOPHOT aBTEHTH (DIKAIIii.

Ha pwuc. 3.3.54. npoaeMOHCTpOBaHO BUIVISJ BIKHA AaKTHBallll JABOGAKTOPHOI

aBTeHTU(IKAITI].
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AkTuByBaTU ABOMaKTOPHY aBTeHTUdikaLito

Ckacyeatu

Puc. 3.3.5.4. — Bumsa BikHa akTuBalii 1BOQAKTOPHOT aBTEHTU (PIKAITI.

Ha pwuc. 3.3.5.5. mnpoaeMOHCTpOBaHO BUIVISJ BIKHA AaKTHBalil JaBOGAKTOPHOI

aBTeHTH (DIKaIli MICIS YCHIITHOTO BBEACHHS MapOiI0 00I1KOBOTO 3aIUCY.
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BinckanyiiTte QR-kog ans reHepauii MFA
TOKeHIB AnA BXofy.

HXRZ260B4ACKZJZ4R2PBQGXUSVUE32AQF
YQNFGZOGCQE2E57CM50DSGJFZGAWXVI

Pe3sepBHi TokeHu:

960763 192718
664448 793412
492304 913546
179229 688349
631715 722718
228122 669056

3akpuTun

Puc. 3.3.5.5. — Burnsig BikHa akTuBallii ABOQAKTOPHOI aBTEHTU(IKAIIT MICIs YCHIIITHOTO

BBEJICHHSI ITAPOJII0 OOJIIKOBOTO 3aIKCY.

Ha puc. 3.3.5.6. mpoaeMOHCTpOBaHE BIKHO IMIATBEP/KCHHS BHIAJICHHS OOIIKOBOTO
3aMucy KOPUCTYyBauda. Y BUIAJIKY, SKIIO aKTMBOBaHA JABO(AKTOPHA aBTCHTH(IKAIIisI, TO
JUIsT BUAAQJICHHS OOJIKOBOTO 3aIucy, OKpIM IapoJif0, TaKoX HEOoOXigHO Oyne BBECTH

TUMYaCOBHUU KOJI.
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Buganutu o6nikoBui 3anuc

MFA token

CkacyBatu

Puc. 3.3.5.6. — BikHO miaTBep/KEHHS BUIAJICHHS 00JI1KOBOTO 3aMIUCy KOPUCTYBaya.
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BUCHOBOK
VY nporieci BUKOHaAHHS KypCOBO1 poO0TH OyJIO TOCTIIKEHO PI3HI METOU aBTeHTU(IKAIi
KOPHUCTYBa4iB y B€03aCTOCYHKaX 3 (DOKYCOM Ha 1X MOMYJISIPHICTb, MEepeBarv, HEJAOMIKH 1
CKJIQJHICTh peati3alii Ta BAKOPUCTAHHS.
Pesynbratit 1OCHIKEHHS JO3BOJIMIIN Kpalle 3p03yMITH Cy4acH1 METOIM aBTeHTHU(IKaIi
KOpUCTYBauiB y B€03aCTOCYHKAX, a TaKOX PO3poOMTH BlacHUU BeO3acTocyHOok “Media
Storage”, B sAKoMy OyJ0 BIPOBAPKEHO OJWH 3 HAUMNOMYISPHIMIUX METOIIB
aBTeHTH (DiKaIli KOPUCTYyBauiB, a came “bararodakropHa aBTeHTH(IKaLIS KU BUMarae
MIATBEPKEHHS 1IEHTUYHOCTI KOPUCTyBaua uepe3 JBa pPi3HI (pakTtopu: 3BUYANHUN
apoJib Ta TMUM4YacoBuil ko1 ctBopeHuit TOTP-anropurmom.
[lin gac po3poOku mpoekty, Oyna Bukopuctana REST apxitekrypa, To0TO cepBep Ta
KIIIEHT PO3pOOJISIMCA OKPEMO, a B3aEMOJISI MDK HHUMH BIJOYBA€TbCS 3aBISIKU
BukopucranHio nporokony HTTP ta REST API.
CepBepHa uacTMHa TMpOEKTy Oyna HamuMcaHa Ha MOBI TporpamyBaHHS Java 3
BUKOpHUCTaHHAM (peiiMBOpKy Spring. [l 30epekeHHs iHpopMallii BUKOPUCTOBYBaIacCh
CKBbJ MySQL. /Ins aBromaru3zaiiii poOOTH 3 MPOrpaMHUM MTPOEKTOM BUKOPUCTOBYBABCS
¢dperimBopk “Apache Maven”.
KiienTchka yacTuHa mpoekTy Oyna HamucaHa Ha MOBI mporpaMmyBaHHs TypeScript 3
BUKOpHUCTaHHSIM (peiimBopky Angular. Jng 30ipkd TPOEKTY BHUKOPHUCTOBYBABCS
MeHeKep MaKyHKIB npm.
Cepen ocHOBHOTO (hyHKITIOHATY PO3p00OJEHOr0 Be03aCTOCYHKY BapTO BIAMITHUTH Taki
¢byHKUIT sK: 1BOGAKTOpHA aBTEHTU(IKAILIIsl, PEECTpallisi KOPUCTyBava 3 MiATBEPAKEHHIM
yepe3 email momTy, BIJHOBJICHHS MapoJI0, HaJAIITyBaHHA ocoOucToi 1Hdopmalii
KOpUCTYBaua, BUJAJIEHHA OOJIKOBOTO 3allKCy Ta MOXJIUBICTH 30epiratu, nepensiaaru,

3aBaHTAXXyBaTH Ta BUJAJIATU MeJlia (aitnu.

82
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JTOCTYTYy hi (6] pecypcy: https://www.descope.com/learn/post/password-
authentication

. "What is Username and Password Authentication?" [Enexrponnuit pecypc]| —
Pexum JTOCTyTy hi (o pecypcy: https://www.logintc.com/types-of-

authentication/password-authentication/

. "Biometric Authentication" [Enekrponnuii pecypc] — Pexum noctymy 10
pecypcy: https://www.logintc.com/types-of-authentication/biometric-
authentication/

. "What Is Biometric Authentication? A Complete Overview" [Enexrponnuit
pecypc] - Pexum JOCTYITY 10 pecypcy:
https://heimdalsecurity.com/blog/biometric-authentication/

. "Is location an Authentication Factor?" [Enexrponnuii pecypc| — Pexum noctymy
1o pecypcey: https://medium.com/os-techblog/is-location-an-authentication-factor-
9ed33d633993

. "Certificate-based Authentication" [Enexrponnuii pecypc] — Pexxum goctyny a0
pecypcy: https://www.pingidentity.com/en/resources/identity-
fundamentals/authentication/certificate-authentication.html

. "What is Certificate-Based Authentication?" [Enexrponnuii pecypc] — Pexum
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JOJATKH
Honaroxk 1
dailii cepBePHOI YACTUHHM MPOEKTY:
daiia .gitignore:

HELP.md

target/
I.mvn/wrapper/maven-wrapper.jar
1**/src/main/**/target/
I**/src/test/**/target/

#i## STS ###
.apt_generated
.classpath
.factorypath
.project
.settings
.springBeans
.sts4-cache

### Intellil IDEA ###
.idea
*.iws
*.iml
*.ipr

### NetBeans #i#Ht
/nbproject/private/
/nbbuild/

/dist/

/nbdist/

/.nb-gradle/

build/
I**/spc/main/**/build/
I**/spc/test/**/build/

#i##t VS Code #iHt
.vscode/

®daita pom.xml:

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0
https://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<parent>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-parent</artifactId>
<version>2.7.10</version>
<relativePath/> <!-- lookup parent from repository -->
</parent>



<groupId>com.andrew.mediastorage</groupld>
<artifactId>media-storage-server</artifactId>
<version>0.0.1-SNAPSHOT</version>
<packaging>war</packaging>
<name>Media Storage Server</name>
<description>Media Storage Server</description>
<properties>
<java.version>1.8</java.version>
<version.commons-io.commons-io>2.11.0</version.commons-io.commons-io>
<version.com.auth@.java-jwt>4.4.0</version.com.auth@.java-jwt>
<version.dev.samstevens.totp.totp>1.7.1</version.dev.samstevens.totp.totp>
</properties>
<dependencies>
<dependency>
<groupId>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-web</artifactId>
<exclusions>
<exclusion>
<groupld>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-logging</artifactId>
</exclusion>
</exclusions>
</dependency>
<dependency>
<groupId>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-security</artifactId>
</dependency>
<dependency>
<groupId>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-mail</artifactId>
</dependency>
<dependency>
<groupId>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-data-jpa</artifactId>
</dependency>
<dependency>
<groupId>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-log4j2</artifactId>
</dependency>
<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${version.commons-io.commons-io}</version>
</dependency>
<dependency>
<groupId>com.auth@</groupId>
<artifactId>java-jwt</artifactId>
<version>${version.com.auth®. java-jwt}</version>
</dependency>
<!-- https://mvnrepository.com/artifact/dev.samstevens.totp/totp -->
<dependency>
<groupId>dev.samstevens.totp</groupId>
<artifactId>totp</artifactId>
<version>${version.dev.samstevens.totp.totp}</version>
</dependency>



<dependency>
<groupId>com.mysql</groupId>
<artifactId>mysql-connector-j</artifactId>
<scope>runtime</scope>

</dependency>

<dependency>
<groupId>org.projectlombok</groupIld>
<artifactId>lombok</artifactId>
<optional>true</optional>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupld>
<artifactId>spring-boot-configuration-processor</artifactId>
<optional>true</optional>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupld>
<artifactId>spring-boot-starter-tomcat</artifactId>
<scope>provided</scope>

</dependency>

</dependencies>

<build>
<plugins>
<plugin>
<groupld>org.springframework.boot</groupIld>
<artifactId>spring-boot-maven-plugin</artifactId>
<configuration>
<excludes>
<exclude>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
</exclude>
</excludes>
</configuration>
</plugin>
</plugins>
</build>

</project>

®aiin FormField.java:

package com.andrew.mediastorage.server.api.constants;

public enum FormField {
FIRST_NAME,
LAST_NAME,
EMAIL,
USERNAME,
PASSWORD,
MFA_TOKEN,
RESTORE_KEY,
ALL_FIELDS



®daiin JwtConstants.java:

package com.andrew.mediastorage.server.api.constants;

public interface JwtConstants {
String TOKEN_HEADER = "Bearer ";
String TOKEN_TYPE = "token_type";

®daiia StatusCode.java:

package com.andrew.mediastorage.server.api.constants;

public enum StatusCode {
SUCCESS,
FATLURE

®daiin TokenType.java:

package com.andrew.mediastorage.server.api.constants;

public enum TokenType {
ACCESS_TOKEN,
REFRESH_TOKEN

®aiin MFAUser.java:

package com.andrew.mediastorage.server.api.data;

import com.andrew.mediastorage.server.api.entity.ReserveToken;
import org.springframework.security.core.GrantedAuthority;
import org.springframework.security.core.userdetails.User;

import java.util.Collection;
import java.util.List;
import java.util.Objects;

public class MFAUser extends User {
private boolean mfaActive;

private String secretKey;
private List<ReserveToken> reserveTokenList;
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public MFAUser(String username, String password, boolean mfaActive, String secretKey,
List<ReserveToken> reserveTokenList, Collection<? extends GrantedAuthority> authorities) {
super(username, password, authorities);
this.mfaActive = mfaActive;
this.secretKey = secretKey;
this.reserveTokenList = reserveTokenList;

}

public MFAUser(String username, String password, boolean enabled, boolean

accountNonExpired, boolean mfaActive, String secretKey, List<ReserveToken>
reserveTokenlList, boolean credentialsNonExpired, boolean accountNonLocked, Collection<?
extends GrantedAuthority> authorities) {

super(username, password, enabled, accountNonExpired, credentialsNonExpired,
accountNonLocked, authorities);

this.mfaActive = mfaActive;

this.secretKey = secretKey;

this.reserveTokenList = reserveTokenList;

}

public boolean isMfaActive() {
return mfaActive;

}

public String getSecretKey() {
return secretKey;

}

public List<ReserveToken> getReserveTokenList() {
return reserveTokenlList;

}

@Override
public int hashCode() {
return Objects.hash(super.hashCode(), mfaActive, secretKey, reserveTokenlList);

}

@Override

public String toString() {
StringBuilder sb = new StringBuilder();
sb.append(getClass().getSimpleName()).append(" [");
sb.append(super.toString()).append(", ");
sb.append("mfaActive=").append(mfaActive).append(”, ");
sb.append("secretkKey=").append(secretKey).append(", ");
sb.append("reserveTokenList=").append(reserveTokenList).append("]");
return sb.toString();

®aiin1 MFAUsernamePasswordAuthenticationToken.java:

package com.andrew.mediastorage.server.api.data;

import org.springframework.security.authentication.UsernamePasswordAuthenticationToken;
import org.springframework.security.core.GrantedAuthority;

import java.util.Collection;
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import java.util.Objects;

public class MFAUsernamePasswordAuthenticationToken extends
UsernamePasswordAuthenticationToken {

private String mfaToken;

public MFAUsernamePasswordAuthenticationToken(Object principal, Object credentials,
String mfaToken) {
super(principal, credentials);
this.mfaToken = mfaToken;

}

public MFAUsernamePasswordAuthenticationToken(Object principal, Object credentials,
String mfaToken, Collection<? extends GrantedAuthority> authorities) {
super(principal, credentials, authorities);
this.mfaToken = mfaToken;

}

public String getMfaToken() {
return mfaToken;

}

@Override
public int hashCode() {
return Objects.hash(super.hashCode(), mfaToken);

}

@Override

public String toString() {
StringBuilder sb = new StringBuilder();
sb.append(getClass().getSimpleName()).append(" [");
sb.append(super.toString()).append(", ");
sb.append("mfaToken=").append(mfaToken).append("]");
return sb.toString();

®daiin ActivateMfaResultDto.java:

package com.andrew.mediastorage.server.api.dto;

import lombok.Getter;
import lombok.Setter;

import java.util.List;

@Getter
@Setter
public class ActivateMfaResultDto {

private FormStatusDto formStatusDto;
private String qgrCode;

private String secretKey;

private List<String> reserveTokenlList;
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®daiia BasicSettingsDto.java:

package com.andrew.mediastorage

import lombok.Getter;
import lombok.Setter;

@Getter
@Setter
public class BasicSettingsDto {

private String firstName;
private String lastName;
private String username;

.server.api.dto;

®daiin DeactivateMfaRequestDto.java:

package com.andrew.mediastorage

import lombok.Getter;
import lombok.Setter;

@Getter
@Setter

.server.api.dto;

public class DeactivateMfaRequestDto {

private String password;
private String mfaToken;

®daiin DeleteAccountRequestDto.java:

package com.andrew.mediastorage

import lombok.Getter;
import lombok.Setter;

@Getter
@Setter

.server.api.dto;

public class DeleteAccountRequestDto {

private String password;
private String mfaToken;

®daiin FormStatusDto.java:

package com.andrew.mediastorage

.server.api.dto;
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import
import
import
import

import
import

@Getter
@Setter
public

pri
pri

com.andrew.mediastorage.server.api.constants.FormField;
com.andrew.mediastorage.server.api.constants.StatusCode;
lombok.Getter;

lombok.Setter;

java.util.HashMap;
java.util.Map;

class FormStatusDto {

vate StatusCode status = StatusCode.FAILURE;
vate Map<FormField, String> invalidFieldsMap = new HashMap<>();

®daiin MediaDto.java:

package
import
import
@Getter
@Setter
public
pri
pri
pri
pri
pri
pri
pri
pri
}

com.andrew.mediastorage.server.api.dto;

lombok.Getter;
lombok.Setter;

class MediaDto {

vate Long id;

vate String name;

vate String extension;

vate Integer width;

vate Integer height;

vate Integer previewWidth;
vate Integer previewHeight;
vate Long lastModified;

®daiia RegistrationFormDto.java:

package

import
import

@Getter
@Setter
public

pri
pri
pri
pri

com.andrew.mediastorage.server.api.dto;

lombok.Getter;
lombok.Setter;

class RegistrationFormDto {

vate String firstName;
vate String lastName;
vate String email;

vate String username;
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private String password;
private boolean useMfa;

®daiia RegistrationResultDto.java:

package com.andrew.mediastorage.server.api

import lombok.Getter;
import lombok.Setter;

import java.util.List;

@Getter
@Setter
public class RegistrationResultDto {

private FormStatusDto formStatusDto;
private String qgrCode;

private String secretKey;

private List<String> reserveTokenlList;

®daiin ResetPasswordRequestDto.java:

package com.andrew.mediastorage.server.api

import lombok.Getter;
import lombok.Setter;

@Getter

@Setter

public class ResetPasswordRequestDto {
private String restoreKey;
private String newPassword;

®daiia SettingsDto.java:

package com.andrew.mediastorage.server.api

import lombok.Getter;
import lombok.Setter;

import javax.persistence.Column;
@Getter

@Setter

public class SettingsDto {

private String firstName;

.dto;

.dto;

.dto;
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private String lastName;
private String username;
private boolean mfaActive;

®daiin Media.java:

package com.andrew.mediastorage.server.api.entity;

import lombok.Getter;
import lombok.Setter;

import javax.persistence.*;
import java.sql.Timestamp;

@Getter

@Setter

@Entity

@Table(name = "media")
public class Media {

@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;
@Column(nullable = false)
private Long userld;
@Column(nullable = false)
private String name;
@Column(nullable = false)
private String extension;
@Column(nullable = false)
private Integer width;
@Column(nullable = false)
private Integer height;
@Column(nullable = false)
private Timestamp lastModified;

®daiin RegistrationRequest.java:

package com.andrew.mediastorage.server.api.entity;

import lombok.Getter;
import lombok.Setter;

import javax.persistence.*;
import java.sql.Timestamp;

@Getter

@Setter

@Entity

@Table(name = "registration_requests")
public class RegistrationRequest {



@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;
@Column(nullable = false)
private String username;
@Column(nullable = false)
private String password;
@Column(nullable = false)
private boolean mfaActive;
private String secretKey;
private String reserveTokens;
@Column(nullable = false)
private String firstName;
@Column(nullable = false)
private String lastName;
@Column(nullable = false)
private String email;
@Column(nullable = false)
private Timestamp creationTime;
@Column(nullable = false)
private String confirmKey;

®daiin ReserveToken.java:

package com.andrew.mediastorage.server.api.entity;

import lombok.Getter;
import lombok.Setter;

import javax.persistence.*;
import java.util.Arraylist;
import java.util.List;

@Getter

@Setter

@Entity

@Table(name = "reserve_tokens")
public class ReserveToken {

@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

@Column(nullable = false)

private String value;

@ManyToOne

@JoinColumn(name="user_id", nullable=false)
private User user;

®daiin RestoreRequest.java:
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package com.andrew.mediastorage.server.api.entity;

import lombok.Getter;

import lombok.NoArgsConstructor;
import lombok.Setter;

import lombok.ToString;

import javax.persistence.*;
import java.sql.Timestamp;

@Getter

@Setter

@ToString

@NoArgsConstructor

@Entity

@Table(name = "restore_requests")

public class RestoreRequest {
@Id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;
@Column(nullable = false)
private Long userld;
@Column(nullable = false)
private Timestamp creationTime;
@Column(nullable = false)
private String restoreKey;

®daiin User.java:

package com.andrew.mediastorage.server.api.entity;

import lombok.Getter;
import lombok.Setter;

import javax.persistence.*;
import java.sql.Timestamp;

import java.util.Arraylist;
import java.util.List;

@Getter

@Setter

@Entity

@Table(name = "users"
public class User {

@Id

@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

@Column(nullable = false)

private String username;

@Column(nullable = false)

private String password;

@Column(nullable = false)

private boolean mfaActive;



private String secretKey;
@Column(nullable = false)
private String firstName;
@Column(nullable = false)
private String lastName;
@Column(nullable = false)
private String email;
@Column(nullable = false)
private Timestamp registrationTime;
@OneToMany (

mappedBy = "user",

fetch = FetchType.EAGER,

orphanRemoval = true

)

private List<ReserveToken> reserveTokenList = new ArraylList<>();

®aiin AuthLib.java:

package com.andrew.mediastorage.server.api.lib;
import com.andrew.mediastorage.server.api.dto.*;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public interface AuthLib {
RegistrationResultDto registration(RegistrationFormDto registrationFormDto);
boolean confirm(String key);
FormStatusDto restore(String email);
FormStatusDto resetPassword(ResetPasswordRequestDto resetPasswordRequestDto);
ActivateMfaResultDto activateMfa(String password);
FormStatusDto deactivateMfa(DeactivateMfaRequestDto deactivateMfaRequestDto);
FormStatusDto deleteAccount(DeleteAccountRequestDto deleteAccountRequestDto);

void refreshToken(HttpServletRequest request, HttpServletResponse response);

®aiin MediaLib.java:

package com.andrew.mediastorage.server.api.lib;

import com.andrew.mediastorage.server.api.dto.MediaDto;
import org.springframework.web.multipart.MultipartFile;
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import java.util.List;

public interface Medialib {
List<MediaDto> getMedialListBlock(Long beforeDate);
byte[] getMediaPreview(Long id);
byte[] getMedia(Long id);
List<MediaDto> addMedia(List<MultipartFile> medialist);
boolean deleteAllMedia();

boolean deleteMedia(Long id);

®aiia UserLib.java:

package com.andrew.mediastorage.server.api.lib;

import com.andrew.mediastorage.server.api.dto.BasicSettingsDto;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;
import com.andrew.mediastorage.server.api.dto.SettingsDto;

public interface UserlLib {
SettingsDto getSettings();

FormStatusDto changeBasicSettings(BasicSettingsDto basicSettingsDto);

®daiia DtoEntityMapper.java:

package com.andrew.mediastorage.server.api.mapper;

import com.andrew.mediastorage.server.api.dto.MediaDto;

import com.andrew.mediastorage.server.api.dto.RegistrationFormDto;
import com.andrew.mediastorage.server.api.dto.SettingsDto;

import com.andrew.mediastorage.server.api.entity.Media;

import com.andrew.mediastorage.server.api.entity.RegistrationRequest;
import com.andrew.mediastorage.server.api.entity.ReserveToken;

import com.andrew.mediastorage.server.api.entity.User;

import java.text.ParseException;
import java.util.Arraylist;
import java.util.List;

public class DtoEntityMapper {

public static MediaDto mapToMediaDto(Media media) {
MediaDto mediaDto = new MediaDto();
mediaDto.setId(media.getId());
mediaDto.setName(media.getName());
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}

mediaDto.setExtension(media.getExtension());
mediaDto.setWidth(media.getWidth());
mediaDto.setHeight(media.getHeight());
mediaDto.setLastModified(media.getLastModified().getTime());
return mediaDto;

public static SettingsDto mapToSettingsDto(User userDbi) {

}

SettingsDto settingsDto = new SettingsDto();
settingsDto.setFirstName(userDbi.getFirstName());
settingsDto.setLastName(userDbi.getLastName());
settingsDto.setUsername(userDbi.getUsername());
settingsDto.setMfaActive(userDbi.isMfaActive());
return settingsDto;

public static RegistrationRequest mapToRegistrationRequest(RegistrationFormDto
registrationFormDto) throws ParseException {

}

RegistrationRequest registrationRequest = new RegistrationRequest();
registrationRequest.setFirstName(registrationFormDto.getFirstName());
registrationRequest.setLastName(registrationFormDto.getLastName());
registrationRequest.setEmail(registrationFormDto.getEmail());
registrationRequest.setUsername(registrationFormDto.getUsername());
registrationRequest.setPassword(registrationFormDto.getPassword());
return registrationRequest;

public static User mapToUser(RegistrationRequest registrationRequest) {

}

User user = new User();
user.setUsername(registrationRequest.getUsername());
user.setPassword(registrationRequest.getPassword());
user.setMfaActive(registrationRequest.isMfaActive());
user.setSecretKey(registrationRequest.getSecretKey());
user.setFirstName(registrationRequest.getFirstName());
user.setLastName(registrationRequest.getLastName());
user.setEmail(registrationRequest.getEmail());

return user;

public static List<ReserveToken> mapToReserveTokenList(String reserveTokens,

user) {

}

List<ReserveToken> reserveTokenList = new ArraylList<>();
if (reserveTokens != null) {
for (String token : reserveTokens.split(",")) {
reserveTokenList.add(mapToReserveToken(token, user));
}

}

return reserveTokenlList;

User

public static List<ReserveToken> mapToReserveTokenList(List<String> reserveTokenlList,
User user) {

List<ReserveToken> reserveTokenDbilList = new ArraylList<>();
for (String token : reserveTokenList) {
reserveTokenDbilList.add(mapToReserveToken(token, user));

}

return reserveTokenDbilList;
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}

public static ReserveToken mapToReserveToken(String token, User user) {
ReserveToken reserveToken = new ReserveToken();
reserveToken.setValue(token);
reserveToken.setUser(user);
return reserveToken;

®aiin JwtProvider.java:

package com.andrew.mediastorage.server.api.provider;

import com.andrew.mediastorage.server.api.constants.TokenType;

import com.auth@.jwt.exceptions.JWTCreationException;

import com.auth@.jwt.exceptions.JWTVerificationException;

import com.auth@.jwt.interfaces.DecodedIWT;

import org.springframework.security.core.Authentication;

import org.springframework.security.core.userdetails.UsernameNotFoundException;

import javax.servlet.http.HttpServletRequest;
import java.util.List;

public interface JwtProvider {
String createAccessToken(String username, List<String> roles) throws

IllegalArgumentException, JWTCreationException;

String createRefreshToken(String username) throws IllegalArgumentException,
JWTCreationException;

String resolveToken(HttpServletRequest request);

DecodedIWT verifyToken(String token, TokenType tokenType) throws
JWTVerificationException;

Authentication getAuthentication(DecodedIWT decodedIWT) throws
UsernameNotFoundException;

}

®aiin MFATokenProvider.java:

package com.andrew.mediastorage.server.api.provider;
import dev.samstevens.totp.exceptions.QrGenerationException;
import java.util.List;
public interface MFATokenProvider {
String generateSecretKey();

List<String> generateReserveTokenList();
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String getQRCode(String secretKey, String username) throws QrGenerationException;

boolean verifyTotp(String code, String secret);

®daiin MediaRepository.java:

package com.andrew.mediastorage.server.api.repository;

import com.andrew.mediastorage.server.api.entity.Media;

import org.springframework.data.domain.Pageable;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.transaction.annotation.Transactional;

import java.sql.Timestamp;
import java.util.List;

@Transactional
public interface MediaRepository extends JpaRepository<Media, Long> {

Media findByIdAndUserId(Long id, Long userld);
List<Media> findByUserId(Long userId);

List<Media> findByUserIdAndLastModifiedBeforeOrderBylLastModifiedDesc(Long userld,
Timestamp lastModifiedBefore, Pageable pageable);

List<Media> findByUserIdOrderBylLastModifiedDesc(Long userId, Pageable pageable);
void deleteByUserId(Long userld);

void deleteByIdAndUserId(Long id, Long userld);

®daiin RegistrationRequestRepository.java:

package com.andrew.mediastorage.server.api.repository;
import com.andrew.mediastorage.server.api.entity.RegistrationRequest;
import org.springframework.data.jpa.repository.JpaRepository;

import org.springframework.transaction.annotation.Transactional;

@Transactional

public interface RegistrationRequestRepository extends JpaRepository<RegistrationRequest,

Long> {
RegistrationRequest findByUsername(String username);
void deleteByEmail(String email);

RegistrationRequest findByConfirmKey(String confirmKey);
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®daiin ReserveTokenRepository.java:

package com.andrew.mediastorage.server.api.repository;

import com.andrew.mediastorage.server.api.entity.ReserveToken;
import com.andrew.mediastorage.server.api.entity.User;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.transaction.annotation.Transactional;

@Transactional
public interface ReserveTokenRepository extends JpaRepository<ReserveToken, Long> {

void deleteAllByUser(User user);

®daiin RestoreRequestRepository.java:

package com.andrew.mediastorage.server.api.repository;
import com.andrew.mediastorage.server.api.entity.RestoreRequest;
import org.springframework.data.jpa.repository.JpaRepository;

import org.springframework.transaction.annotation.Transactional;

@Transactional
public interface RestoreRequestRepository extends JpaRepository<RestoreRequest, Long> {

RestoreRequest findByRestoreKey(String restoreKey);

void deleteByUserId(Long userld);

®daiin UserRepository.java:

package com.andrew.mediastorage.server.api.repository;
import com.andrew.mediastorage.server.api.entity.User;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.transaction.annotation.Transactional;

@Transactional
public interface UserRepository extends JpaRepository<User, Long> {

User findByUsername(String username);

User findByEmail(String email);
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®aiinn EmailSenderService.java:

package com.andrew.mediastorage.server.api.service;

import org.springframework.mail.MailException;
import org.springframework.scheduling.annotation.Async;

public interface EmailSenderService {
void sendEmail(String toEmail, String subject, String body) throws MailException;

®daiin MediaService.java:

package com.andrew.mediastorage.server.api.service;
import com.andrew.mediastorage.server.api.entity.Media;
import java.util.List;
public interface MediaService {
Media findByIdAndUserId(Long id, Long userld);
List<Media> findByUserId(Long userId);
List<Media> findMedialistBlock(Long userld, Long beforeDate, int size);
Media save(Media media);
void deleteByUserId(Long userld);

void deleteByIdAndUserId(Long id, Long userld);

®daiia RegistrationRequestService.java:

package com.andrew.mediastorage.server.api.service;

import com.andrew.mediastorage.server.api.entity.RegistrationRequest;

public interface RegistrationRequestService {
RegistrationRequest findByUsername(String username);
RegistrationRequest findByConfirmKey(String confirmKey);
RegistrationRequest save(RegistrationRequest registrationRequest);
void delete(RegistrationRequest registrationRequest);

void deleteByEmail(String email);
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®daiia RegistrationService.java:

package com.andrew.mediastorage.server.api.service;

import com.andrew.mediastorage.server.api.dto.RegistrationFormDto;
import com.andrew.mediastorage.server.api.dto.RegistrationResultDto;
import org.springframework.scheduling.annotation.Async;

public interface RegistrationService {

@Async
RegistrationResultDto register(RegistrationFormDto registrationFormDto);

®daiin ReserveTokenService.java:

package com.andrew.mediastorage.server.api.service;

import com.andrew.mediastorage.server.api.entity.ReserveToken;
import com.andrew.mediastorage.server.api.entity.User;

import java.util.List;

public interface ReserveTokenService {
List<ReserveToken> saveAll(List<ReserveToken> reserveKeylList);

void deleteById(Long id);

void deleteAllByUser(User user);

®daiin RestoreRequestService.java:

package com.andrew.mediastorage.server.api.service;
import com.andrew.mediastorage.server.api.entity.RestoreRequest;
public interface RestoreRequestService {
RestoreRequest save(RestoreRequest restoreRequest);
RestoreRequest findByRestoreKey(String confirmKey);

void deleteByUserId(Long userld);

®daiin RestoreService.java:

package com.andrew.mediastorage.server.api.service;
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import com.andrew.mediastorage.server.api.entity.User;
import org.springframework.scheduling.annotation.Async;

public interface RestoreService {

@Async
void restore(User user);

®daiin RestoreServicelmpl.java:

package com.andrew.mediastorage.server.api.service;

import com.andrew.mediastorage.server.api.entity.RestoreRequest;
import com.andrew.mediastorage.server.api.entity.User;

import com.andrew.mediastorage.server.property.ResourcesProperties;
import com.andrew.mediastorage.server.property.SystemProperties;
import com.andrew.mediastorage.server.util.GeneratorUtil;

import org.apache.logging.log4dj.LogManager;

import org.apache.logging.log4dj.Logger;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.scheduling.annotation.Async;

import org.springframework.stereotype.Service;

import org.springframework.web.util.UriComponentsBuilder;

@Service
public class RestoreServiceImpl implements RestoreService {

private static final Logger LOGGER = LogManager.getLogger(RestoreServiceImpl.class);
private static final String RESET_PASSWORD_ENDPOINT = "resetPassword";

private RestoreRequestService restoreRequestService;
private EmailSenderService emailSenderService;
private SystemProperties systemProperties;

private ResourcesProperties resourcesProperties;

@Async
@Override
public void restore(User user) {
try {
String restoreKey =
GeneratorUtil.genRandStr(GeneratorUtil.DEFAULT_KEY_LENGTH);
String restoreUri = UriComponentsBuilder
.fromUriString(systemProperties.getClientServerUrl())
.pathSegment (RESET_PASSWORD ENDPOINT)
.pathSegment(restoreKey)
.build()
.toString();
emailSenderService.sendEmail(user.getEmail(),
resourcesProperties.getRestoreMailSubjectText(),
String.format(resourcesProperties.getRestoreMailBodyText(), restoreUri));
restoreRequestService.deleteByUserId(user.getId());
RestoreRequest restoreRequest = new RestoreRequest();
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restoreRequest.setUserId(user.getId());
restoreRequest.setRestoreKey(restoreKey);
restoreRequestService.save(restoreRequest);
} catch (Exception e) {
LOGGER.error(e);
}

}

@Autowired
public void setRestoreRequestService(RestoreRequestService restoreRequestService) {
this.restoreRequestService = restoreRequestService;

}
@Autowired

public void setEmailSenderService(EmailSenderService emailSenderService) {
this.emailSenderService = emailSenderService;

}

@Autowired
public void setSystemProperties(SystemProperties systemProperties) {
this.systemProperties = systemProperties;

}

@Autowired
public void setResourcesProperties(ResourcesProperties resourcesProperties) {
this.resourcesProperties = resourcesProperties;

}

®aiin UserService.java:

package com.andrew.mediastorage.server.api.service;
import com.andrew.mediastorage.server.api.entity.User;
public interface UserService {

User findById(Long id);

User findByUsername(String username);

User findByEmail(String email);

User save(User user);

void delete(User userDbi);

®daiin ActivateMfaValidator.java:

package com.andrew.mediastorage.server.api.validator;

import com.andrew.mediastorage.server.api.dto.FormStatusDto;
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import com.andrew.mediastorage.server.api.entity.User;
public interface ActivateMfaValidator {

FormStatusDto validate(String password, User user);

®daiin DeactivateMfaValidator.java:

package com.andrew.mediastorage.server.api.validator;

import com.andrew.mediastorage.server.api.dto.DeactivateMfaRequestDto;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.entity.User;

public interface DeactivateMfaValidator {

FormStatusDto validate(DeactivateMfaRequestDto deactivateMfaRequestDto,

Oann DeleteAccountValidator.java:
package com.andrew.mediastorage.server.api.validator;

import com.andrew.mediastorage.server.api.dto.DeleteAccountRequestDto;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.entity.User;

public interface DeleteAccountValidator {
FormStatusDto validate(DeleteAccountRequestDto deleteAccountRequestDto,

®daiia RegistrationValidator.java:

package com.andrew.mediastorage.server.api.validator;

import com.andrew.mediastorage.server.api.dto.FormStatusDto;
import com.andrew.mediastorage.server.api.dto.RegistrationFormDto;

public interface RegistrationValidator {

FormStatusDto validate(RegistrationFormDto registrationFormDto);

®daiin ResetPasswordValidator.java:

package com.andrew.mediastorage.server.api.validator;

import com.andrew.mediastorage.server.api.dto.FormStatusDto;
import com.andrew.mediastorage.server.api.dto.ResetPasswordRequestDto;

User user);

User user);
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public interface ResetPasswordValidator {
FormStatusDto validate(ResetPasswordRequestDto resetPasswordRequestDto);

®daiin RestoreValidator.java:

package com.andrew.mediastorage.server.api.validator;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;

public interface RestoreValidator {
FormStatusDto validate(String email);

®daiia SettingsValidator.java:

package com.andrew.mediastorage.server.api.validator;

import com.andrew.mediastorage.server.api.dto.BasicSettingsDto;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;

public interface SettingsValidator {

FormStatusDto validateBasicSettings(BasicSettingsDto basicSettingsDto, String
previousUsername, String email);

}

®daiin Validator.java:

package com.andrew.mediastorage.server.api.validator;

import com.andrew.mediastorage.server.api.constants.FormField;
import com.andrew.mediastorage.server.api.entity.ReserveToken;

import java.util.List;
import java.util.Map;

public interface Validator {
Map<FormField, String> validateFirstName(String firstName);
Map<FormField, String> validatelLastName(String lastName);
Map<FormField, String> validateEmail(String email, boolean mustExist);

Map<FormField, String> validateUsername(String username, String previousUsername,
String email);

Map<FormField, String> validatePassword(String password);
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Map<FormField, String>

Map<FormField, String>

Map<FormField, String>

Map<FormField, String>

List<ReserveToken>

Map<FormField, String>

®daiia AppConfig.java:

checkPassword(String password, String passwordHash);
checkTryActivateMfa(boolean mfaActive);
checkTryDeactivateMfa(boolean mfaActive);

checkMfaToken(String mfaToken, String secretKey,

reserveTokenlList);

validateRestoreKey(String restorekKey);

package com.andrew.mediastorage.server.configuration;

import
import
import
import
import
import
import
import
import
import
import
import

dev.
dev.
dev.

dev
dev

dev.
dev.
dev.
org.
org.
org.
org.

samstevens.totp.
samstevens.totp.
samstevens.totp.
.samstevens.totp.
.samstevens.totp.
samstevens.totp.
samstevens.totp.
.time.SystemTimeProvider;
springframework.
springframework.
springframework.
springframework.

samstevens.totp

@Configuration
public class AppConfig {

@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

}

@Bean
public SecretGenerator secretGenerator() {
return new DefaultSecretGenerator(64);

}

@Bean
public QrGenerator grGenerator() {
return new ZxingPngQrGenerator();

}

@Bean
public CodeVerifier codeVerifier() {

return new DefaultCodeVerifier(new DefaultCodeGenerator(), new
SystemTimeProvider());

}

code.CodeVerifier;
code.DefaultCodeGenerator;
code.DefaultCodeVerifier;
qr.QrGenerator;
gr.ZxingPngQrGenerator;
secret.DefaultSecretGenerator;
secret.SecretGenerator;

context.annotation.Bean;
context.annotation.Configuration;
security.crypto.bcrypt.BCryptPasswordEncoder;
security.crypto.password.PasswordEncoder;
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®daiin SecurityConfig.java:

package com.andrew.mediastorage.server.configuration;

import
import
import
import

com.
com.
org.
org.

andrew.mediastorage.server.api.provider.JwtProvider;
andrew.mediastorage.server.security.*;
springframework.context.annotation.Bean;
springframework.context.annotation.Configuration;

import org.
import

org.springframework.security.config.

erBuilder;

springframework.security.authentication.AuthenticationManager;

import org.springframework.security.config.annotation.web.builders.HttpSecurity;

import org.springframework.security.

import

org.springframework.security.config.

ter;

import org.
import org.
import org.
import org.

springframework.security.config.http.SessionCreationPolicy;
springframework.web.cors.CorsConfiguration;
springframework.web. cors.UrlBasedCorsConfigurationSource;
springframework.web.filter.CorsFilter;

@Configuration

@EnableWebSecurity

public class SecurityConfig extends WebSecurityConfigurerAdapter {

private final JwtProvider jwtProvider;

public
public
public
public
public
public
public

public

this. jwtProvider

}

static
static
static
static
static
static
static

final
final
final
final
final
final
final

String
String
String
String
String
String
String

LOGIN_ENDPOINT = "/api/auth/login";

LOGOUT_ENDPOINT = "/api/auth/logout”;
REGISTRATION_ENDPOINT = "/api/auth/registration";
REFRESH_TOKEN_ENDPOINTS = "/api/auth/refreshToken";
CONFIRM_ENDPOINTS = "/api/auth/confirm";
RESTORE_ENDPOINTS = "/api/auth/restore";
RESET_PASSWORD_ENDPOINTS = "/api/auth/resetPassword";

SecurityConfig(JwtProvider jwtProvider) {
= jwtProvider;

@Override
protected void configure(HttpSecurity http) throws Exception {
http

.csrf().disable()

.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and()
.authorizeRequests().antMatchers(
LOGIN_ENDPOINT,

LOGOUT _

ENDPOINT,

REGISTRATION_ENDPOINT,
REFRESH_TOKEN_ENDPOINTS,
CONFIRM_ENDPOINTS,
RESTORE_ENDPOINTS,
RESET_PASSWORD_ENDPOINTS
).permitAll()

annotation.authentication.builders.AuthenticationManag

config.annotation.web.configuration.EnableWebSecurity;

annotation.web.configuration.WebSecurityConfigurerAdap
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}

@Bean

.and()
.authorizeRequests().anyRequest().authenticated()
.and()

.apply(securityConfigurer());

MFAAuthenticationProvider mfaAuthenticationProvider() {

return

}

@Bean

new MFAAuthenticationProvider();

public SecurityConfigurer securityConfigurer() throws Exception {
return new SecurityConfigurer(corsFilter(), jwtFilter(), authenticationFilter());

}

@Bean

JwtFilter jwtFilter() {

return

}

new JwtFilter(jwtProvider);

AuthenticationFilter authenticationFilter() throws Exception {
AuthenticationFilter authenticationFilter = new
AuthenticationFilter(authenticationManagerBean(), jwtProvider);
authenticationFilter.setFilterProcessesUrl(LOGIN_ENDPOINT);

return

}

@Bean
@Override

authenticationFilter;

public AuthenticationManager authenticationManagerBean() throws Exception {

return

}

@Bean

super.authenticationManagerBean();

public CorsFilter corsFilter() {
UrlBasedCorsConfigurationSource source = new UrlBasedCorsConfigurationSource();
CorsConfiguration config = new CorsConfiguration();

config.
config.
config.
config.
config.
config.
config.
config.
source.

return

addAllowedOrigin("*");
addAllowedHeader ("*");

addAllowedMethod ("OPTIONS");
addAllowedMethod ("GET");

addAllowedMethod ("POST");
addAllowedMethod ("PUT");

addAllowedMethod ("PATCH");
addAllowedMethod ("DELETE");
registerCorsConfiguration("/**", config);
new CorsFilter(source);

®aiin AuthController.java:

package com.andrew.mediastorage.server.controller;
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import com.andrew.mediastorage.server.api.dto.*;

import com.andrew.mediastorage.server.api.lib.AuthlLib;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation. *;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

@RestController
@RequestMapping("/api/auth™)
public class AuthController {

private AuthLib authlLib;

@PostMapping("/registration")
public ResponseEntity<RegistrationResultDto> registration(@RequestBody
RegistrationFormDto registrationFormDto) {
RegistrationResultDto registrationResultDto =
authLib.registration(registrationFormDto);
return ResponseEntity.ok().body(registrationResultDto);

}

@GetMapping("/confirm™)
public ResponseEntity<Void> confirm(@RequestParam String key) {
if (authLib.confirm(key)) {
return ResponseEntity.ok().build();
}

return ResponseEntity.status(HttpStatus.BAD_REQUEST).build();
}

@GetMapping("/restore")

public ResponseEntity<FormStatusDto> restore(@RequestParam String email) {
FormStatusDto formStatusDto = authLib.restore(email);
return ResponseEntity.ok().body(formStatusDto);

}

@PostMapping("/resetPassword")
public ResponseEntity<FormStatusDto> resetPassword(@RequestBody
ResetPasswordRequestDto resetPasswordRequestDto) {
FormStatusDto formStatusDto = authLib.resetPassword(resetPasswordRequestDto);
return ResponseEntity.ok().body(formStatusDto);

}

@PostMapping("/activateMfa")
public ResponseEntity<ActivateMfaResultDto> activateMfa(@RequestBody String password)

ActivateMfaResultDto activateMfaResultDto = authLib.activateMfa(password);
return ResponseEntity.ok().body(activateMfaResultDto);

}

@PostMapping("/deactivateMfa™)
public ResponseEntity<FormStatusDto> deactivateMfa(@RequestBody
DeactivateMfaRequestDto deactivateMfaRequestDto) {
FormStatusDto formStatusDto = authLib.deactivateMfa(deactivateMfaRequestDto);
return ResponseEntity.ok().body(formStatusDto);
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}

@PostMapping("/deleteAccount™)

public ResponseEntity<FormStatusDto> deleteAccount(@RequestBody
DeleteAccountRequestDto deleteAccountRequestDto) {
FormStatusDto formStatusDto = authLib.deleteAccount(deleteAccountRequestDto);
return ResponseEntity.ok().body(formStatusDto);

}

@GetMapping("/refreshToken")

public void refreshToken(HttpServletRequest request, HttpServletResponse response) {

}

authLib.refreshToken(request, response);

@Autowired
public void setAuthLib(AuthLib authLib) {
this.authLib = authlib;

}

®aiin1 MediaController.java:

package com.andrew.mediastorage.server.controller;

import
import
import
import
import
import
import
import

import

com.
com.
org.
org.
org.
org.
org.
org.

andrew.mediastorage.server.api.dto.MediaDto;
andrew.mediastorage.server.api.lib.Medialib;
springframework.beans.factory.annotation.Autowired;
springframework.http.HttpStatus;
springframework.http.MediaType;
springframework.http.ResponseEntity;
springframework.web.bind.annotation.*;
springframework.web.multipart.MultipartFile;

java.util.List;

@RestController
@RequestMapping("/api/media")
public class MediaController {

private Medialib medialib;

@GetMapping("/getMedialistBlock")

public ResponseEntity<List<MediaDto>> getMedialistBlock(@RequestParam(required =
false) Long beforeDate) {
List<MediaDto> mediaDtoList = medialib.getMedialistBlock(beforeDate);
return ResponseEntity.ok().body(mediaDtoList);

}

@GetMapping(value = "/getMediaPreview", produces = {MediaType.IMAGE_JPEG_VALUE})
public ResponseEntity<byte[]> getMediaPreview(@RequestParam Long id) {
byte[] mediaPreviewBytes = medialib.getMediaPreview(id);

if

(mediaPreviewBytes == null) {
return ResponseEntity.status(HttpStatus.NOT_FOUND).build();

} else {

return ResponseEntity.ok(mediaPreviewBytes);
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@GetMapping(value = "/getMedia", produces = {MediaType.IMAGE_PNG_VALUE,
MediaType.IMAGE_JPEG_VALUE, MediaType.IMAGE_GIF_VALUE})
public ResponseEntity<byte[]> getMedia(@RequestParam Long id) {

}

byte[] mediaBytes = medialib.getMedia(id);
if (mediaBytes == null) {

return ResponseEntity.status(HttpStatus.NOT_FOUND).build();
} else {

return ResponseEntity.ok(mediaBytes);

}

@PostMapping("/addMedia™)

public ResponseEntity<List<MediaDto>> addMedia(@RequestParam List<MultipartFile>

multipartFilelList) {

}

List<MediaDto> mediaDtoList = medialib.addMedia(multipartFilelList);
return ResponseEntity.ok().body(mediaDtoList);

@GetMapping("/deleteMedia™)
public ResponseEntity<Void> deleteMedia(@RequestParam Long id) {

}

boolean deleted = medialib.deleteMedia(id);
if (deleted) {
return ResponseEntity.ok().build();
} else {
return ResponseEntity.status(HttpStatus.NOT_FOUND).build();
}

@Autowired
public void setMedialLib(Medialib medialLib) {

}

this.medialib = medialib;

®aiin UserController.java:

package com.andrew.mediastorage.server.controller;

import
import
import
import
import
import
import

com.andrew.mediastorage.server.api.dto.BasicSettingsDto;
com.andrew.mediastorage.server.api.dto.FormStatusDto;
com.andrew.mediastorage.server.api.dto.SettingsDto;
com.andrew.mediastorage.server.api.lib.UserlLib;
org.springframework.beans.factory.annotation.Autowired;
org.springframework.http.ResponseEntity;
org.springframework.web.bind.annotation.*;

@RestController
@RequestMapping("/api/user")

public

class UserController {

private UserlLib userlib;
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@GetMapping("/getSettings")

public ResponseEntity<SettingsDto> getSettings() {
= userLib.getSettings();
return ResponseEntity.ok().body(settingsDto);

}

SettingsDto settingsDto

@PostMapping("/changeBasicSettings")
public ResponseEntity<FormStatusDto> changeBasicSettings(@RequestBody BasicSettingsDto
basicSettingsDto) {
FormStatusDto formStatusDto =
return ResponseEntity.ok().body(formStatusDto);

}

@Autowired
public void setUserLib(UserlLib userLib) {

}

this.userLib = userlib;

®daiia AuthLibImpl.java:

package com.andrew.mediastorage.server.lib;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
org.
org.
org.
org.
org.
org.
org.
org.

andrew.

andrew

andrew.
andrew.
andrew.
andrew.

andrew
andrew

andrew.
andrew.
andrew.
andrew.

andrew
andrew

mediastorage.
.mediastorage.
mediastorage.
mediastorage.
mediastorage.
mediastorage.
.mediastorage.
.mediastorage.
mediastorage.
mediastorage.
mediastorage.
mediastorage.
.mediastorage.
.mediastorage.

server
server
server

server.
server.
server.

server
server

server.

server

server.
server.

server
server

userLib.changeBasicSettings(basicSettingsDto);

.api.
.api.
.api.
api.
api.
api.
.api.
.api.
api.
.api.
api.
api.
.api.
.util.CommonUtil;

constants.StatusCode;
constants.TokenType;
dto.*;
entity.RegistrationRequest;
entity.RestoreRequest;
entity.User;

lib.AuthLib;

lib.Medialib;
mapper.DtoEntityMapper;
provider.JwtProvider;
provider.MFATokenProvider;
service.*;

validator. *;

auth@.jwt.interfaces.DecodedIWT;
fasterxml. jackson.databind.ObjectMapper;
apache.logging.log4j.LogManager;
apache.logging.log4j.Logger;

springframework.
springframework.
springframework.
springframework.
springframework.
springframework.

beans.factory.annotation.Autowired;
http.HttpStatus;

http.MediaType;
security.core.context.SecurityContextHolder;
security.crypto.password.PasswordEncoder;
stereotype.Component;

javax.servlet.http.HttpServletRequest;
javax.servlet.http.HttpServletResponse;

java.
java.
java.
java.

util.Arraylist;
util.HashMap;
util.List;
util.Map;
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@Component
public class AuthLibImpl implements AuthLib {

private

private Medialib medialib;

private UserService userService;

private ReserveTokenService reserveTokenService;

private RestoreService restoreService;

private RegistrationService registrationService;

private RegistrationRequestService registrationRequestService;
private RestoreRequestService restoreRequestService;

private RestoreValidator restoreValidator;
private ResetPasswordValidator resetPasswordValidator;

private ActivateMfaValidator activateMfavValidator;
private DeactivateMfaValidator deactivateMfaValidator;
private DeleteAccountValidator deleteAccountValidator;

private JwtProvider jwtProvider;
private MFATokenProvider mfaTokenProvider;

private PasswordEncoder passwordEncoder;

@Override
public RegistrationResultDto registration(RegistrationFormDto registrationFormDto) {

}

return registrationService.register(registrationFormDto);

@Override
public boolean confirm(String key) {

RegistrationRequest registrationRequest =

registrationRequestService.findByConfirmKey(key);

if (registrationRequest == null) {
return false;
}

registrationRequestService.delete(registrationRequest);
User user = DtoEntityMapper.mapToUser(registrationRequest);
user = userService.save(user);

static final Logger LOGGER = LogManager.getLogger(AuthLibImpl.class);

reserveTokenService.saveAll(DtoEntityMapper.mapToReserveTokenList(registrationRequest.getR
eserveTokens(), user));

}

return true;

@Override
public FormStatusDto restore(String email) {

FormStatusDto formStatusDto = restoreValidator.validate(email);

if (formStatusDto.getStatus().equals(StatusCode.SUCCESS)) {
User user = userService.findByEmail(email);
restoreService.restore(user);

}

return formStatusDto;
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@Override
public FormStatusDto resetPassword(ResetPasswordRequestDto resetPasswordRequestDto) {
FormStatusDto formStatusDto =
resetPasswordValidator.validate(resetPasswordRequestDto);
if (formStatusDto.getStatus().equals(StatusCode.SUCCESS)) {
RestoreRequest restoreRequest =
restoreRequestService.findByRestoreKey(resetPasswordRequestDto.getRestoreKey());
restoreRequestService.deleteByUserId(restoreRequest.getUserId());
User user = userService.findById(restoreRequest.getUserId());
if (user != null) {

user.setPassword(passwordEncoder.encode(resetPasswordRequestDto.getNewPassword()));
userService.save(user);

}
}
return formStatusDto;
}
@Override

public ActivateMfaResultDto activateMfa(String password) {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());

FormStatusDto formStatusDto = activateMfaValidator.validate(password, userDbi);
ActivateMfaResultDto activateMfaResultDto = new ActivateMfaResultDto();
activateMfaResultDto.setFormStatusDto(formStatusDto);

if (formStatusDto.getStatus().equals(StatusCode.FAILURE)) {
return activateMfaResultDto;

}

try {
String secretKey = mfaTokenProvider.generateSecretKey();

List<String> reserveTokenList = mfaTokenProvider.generateReserveTokenList();
String qrCode = mfaTokenProvider.getQRCode(secretKey, userDbi.getUsername());

userDbi.setMfaActive(true);
userDbi.setSecretKey(secretKey);
activateMfaResultDto.setSecretKey(secretKey);
activateMfaResultDto.setReserveTokenList(reserveTokenList);
activateMfaResultDto.setQrCode(qgrCode);

userService.save(userDbi);
reserveTokenService.saveAll(DtoEntityMapper.mapToReserveTokenList(reserveTokenlList,
userDbi));

} catch (Exception e) {
LOGGER.error(e);
}

return activateMfaResultDto;
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@Override

public FormStatusDto deactivateMfa(DeactivateMfaRequestDto deactivateMfaRequestDto) {

org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
FormStatusDto formStatusDto =
deactivateMfaValidator.validate(deactivateMfaRequestDto, userDbi);
if (formStatusDto.getStatus().equals(StatusCode.SUCCESS)) {
userDbi.setMfaActive(false);
userDbi.setSecretKey(null);
userService.save(userDbi);
reserveTokenService.deleteAllByUser(userDbi);

}

return formStatusDto;
}
@Override

public FormStatusDto deleteAccount(DeleteAccountRequestDto deleteAccountRequestDto) {

org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
FormStatusDto formStatusDto =
deleteAccountValidator.validate(deleteAccountRequestDto, userDbi);
if (formStatusDto.getStatus().equals(StatusCode.SUCCESS)) {
medialib.deleteAllMedia();
userService.delete(userDbi);

}

return formStatusDto;
}
@Override

public void refreshToken(HttpServletRequest request, HttpServletResponse response) {

try {
String refreshToken = jwtProvider.resolveToken(request);

if (refreshToken == null) {
throw new Exception("Refresh token is missing!");
}

DecodedIWT decodedIWT = jwtProvider.verifyToken(refreshToken,
TokenType.REFRESH_TOKEN) ;

String username = decodedJWT.getSubject();

User user = userService.findByUsername(username);

List<String> roles = new ArraylList<>();

String accessToken = jwtProvider.createAccessToken(user.getUsername(),

Map<String, String> tokens = new HashMap<>();
tokens.put("access_token", accessToken);
tokens.put("refresh_token", refreshToken);

response.setContentType(MediaType.APPLICATION_JSON_VALUE);
new ObjectMapper().writeValue(response.getOutputStream(), tokens);
} catch (Exception e) {
LOGGER.error(e.getMessage());
CommonUtil.addErrorToResponse(response, HttpStatus.FORBIDDEN.value(),
e.getMessage());

roles);
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}

@Autowired
public void setMedialLib(Medialib medialLib) {
this.medialib = medialib;

}

@Autowired
public void setUserService(UserService userService) {
this.userService = userService;

}

@Autowired
public void setReserveTokenService(ReserveTokenService reserveTokenService) {
this.reserveTokenService = reserveTokenService;

}

@Autowired
public void setRestoreService(RestoreService restoreService) {
this.restoreService = restoreService;

}

@Autowired
public void setRegistrationService(RegistrationService registrationService) {
this.registrationService = registrationService;

}

@Autowired
public void setRegistrationRequestService(RegistrationRequestService
registrationRequestService) {
this.registrationRequestService = registrationRequestService;

}

@Autowired
public void setRestoreRequestService(RestoreRequestService restoreRequestService) {
this.restoreRequestService = restoreRequestService;

}

@Autowired
public void setRestoreValidator(RestoreValidator restorevValidator) {
this.restoreValidator = restoreValidator;

}

@Autowired
public void setResetPasswordValidator(ResetPasswordValidator resetPasswordValidator) {
this.resetPasswordValidator = resetPasswordValidator;

}

@Autowired
public void setActivateMfaValidator(ActivateMfaValidator activateMfavValidator) {
this.activateMfavValidator = activateMfaValidator;

}

@Autowired
public void setDeactivateMfaValidator(DeactivateMfaValidator deactivateMfaValidator) {
this.deactivateMfaValidator = deactivateMfaValidator;

}
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@Autowired
public void setDeleteAccountValidator(DeleteAccountValidator deleteAccountValidator) {
this.deleteAccountValidator = deleteAccountValidator;

}

@Autowired
public void setJwtProvider(JwtProvider jwtProvider) {
this.jwtProvider = jwtProvider;

}

@Autowired
public void setMfaTokenProvider(MFATokenProvider mfaTokenProvider) {
this.mfaTokenProvider

}

@Autowired
public void setPasswordEncoder(PasswordEncoder passwordEncoder) {
this.passwordEncoder =

}

®daiia MediaLibImpl.java:

mfaTokenProvider;

passwordEncoder;

package com.andrew.mediastorage.server.lib;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
org.
org.
org.
org.
org.
org.
org.
org.

andrew.
andrew.
andrew.
andrew.

andrew
andrew

andrew.
andrew.
andrew.
andrew.
apache.
apache.
apache.
springframework.
springframework.
springframework.
springframework.
springframework.

mediastorage.
mediastorage.
mediastorage.
mediastorage.
.mediastorage.
.mediastorage.
mediastorage.
mediastorage.
mediastorage.
mediastorage.

javax.imageio.ImagelO;

java.
java.
java.
java.
java.
java.
java.
java.
java.

awt. *;
awt.image.BufferedImage;
io.ByteArrayInputStream;
io.FileNotFoundException;
i0.IO0Exception;
io.InputStream;
nio.file.Files;
nio.file.Path;
nio.file.Paths;

server

server.
server.
server.

server
server

server.

server

server.

.api.
api.
api.
api.
.api.
.api.
api.
.property.MediaProperties;
server.

dto.MediaDto;
entity.Media;
entity.User;
lib.Medialib;
mapper.DtoEntityMapper;
service.MediaService;
service.UserService;

property.StorageProperties;
util.ImageUtil;
commons.io.FilenameUtils;
logging.log4j.LogManager;

logging.log4j.Logger;

beans.factory.annotation.Autowired;
security.core.context.SecurityContextHolder;
stereotype.Component;

util.CollectionUtils;
web.multipart.MultipartFile;

121



import java.sql.Timestamp;
import java.util.Arraylist;
import java.util.List;

@Component
public class MedialLibImpl implements Medialib {

private static final Logger LOGGER = LogManager.getlLogger(MedialLibImpl.class);
private static final String JPG_EXTENSION = "jpg";

private UserService userService;

private MediaService mediaService;

private StorageProperties storageProperties;
private MediaProperties mediaProperties;

@Override
public List<MediaDto> getMedialistBlock(Long beforeDate) {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
Long userId = userDbi.getId();
List<Media> medialist = mediaService.findMedialistBlock(userld, beforeDate,
mediaProperties.getMedialistBlockSize());
int previewImageHeight = mediaProperties.getPreviewImageHeight();
List<MediaDto> mediaDtoList = new ArraylList<>();
for (Media media : medialist) {
MediaDto mediaDto = DtoEntityMapper.mapToMediaDto(media);
mediaDto.setPreviewHeight(previewImageHeight);
mediaDto.setPreviewWidth(ImageUtil.calcWidth(previewImageHeight,
media.getWidth(), media.getHeight()));
mediaDtolList.add(mediaDto);
}

return mediaDtolist;

}

@Override
public byte[] getMediaPreview(Long id) {
try {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
Long userId = userDbi.getId();
Media media = mediaService.findByIdAndUserId(id, userId);
if (media != null) {
String fileName = id + "." + JPG_EXTENSION;
Path filePath = Paths.get(storageProperties.getPreviewMediaFolderPath(),

fileName);
if (!filePath.toFile().exists()) {
throw new FileNotFoundException("Media preview not found: " + id);

}
return Files.readAllBytes(filePath);

}

} catch (FileNotFoundException e) {
LOGGER.warn(e);
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} catch (Exception e) {
LOGGER.error(e);
}

return null;

}

@Override
public byte[] getMedia(Long id) {
try {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
Long userId = userDbi.getId();
Media media = mediaService.findByIdAndUserId(id, userId);
if (media != null) {
Path filePath = Paths.get(storageProperties.getMediaFolderPath(), id + "."
+ media.getExtension());
if (!filePath.toFile().exists()) {
throw new FileNotFoundException("Media not found: " + id);

}
return Files.readAllBytes(filePath);

}

} catch (FileNotFoundException e) {
LOGGER.warn(e);

} catch (IOException e) {
LOGGER.error(e);

}

return null;
}
@Override

public List<MediaDto> addMedia(List<MultipartFile> multipartFilelist) {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
Long userId = userDbi.getId();
int previewImageHeight = mediaProperties.getPreviewImageHeight();
List<MediaDto> mediaDtoList = new ArraylList<>();
for (MultipartFile multipartFile : multipartFileList) {
try {
String fileName = multipartFile.getOriginalFilename();
String extension = FilenameUtils.getExtension(fileName);
InputStream is = new ByteArrayInputStream(multipartFile.getBytes());
BufferedImage bufferedImage = ImagelO.read(is);

Media media = new Media();

media.setUserId(userld);

media.setName(fileName);

media.setExtension(extension);
media.setWidth(bufferedImage.getWidth());

media.setHeight (bufferedImage.getHeight());
media.setlLastModified(new Timestamp(System.currentTimeMillis()));
Media savedMedia = mediaService.save(media);
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BufferedImage mediaPreview =
ImageUtil.toBufferedImage(ImageUtil.resizeByHeight(bufferedImage,
mediaProperties.getPreviewImageHeight(), Image.SCALE_SMOOTH), false);

Path mediaPreviewPath =
Paths.get(storageProperties.getPreviewMediaFolderPath(), savedMedia.getId() + "." +
JPG_EXTENSION);

ImageIO.write(mediaPreview, JPG_EXTENSION, mediaPreviewPath.toFile());

Path mediaPath = Paths.get(storageProperties.getMediaFolderPath(),
savedMedia.getId() + "." + extension);
Files.write(mediaPath, multipartFile.getBytes());
MediaDto mediaDto = DtoEntityMapper.mapToMediaDto(media);
mediaDto.setPreviewHeight (previewImageHeight);
mediaDto.setPreviewWidth(ImageUtil.calcWidth(previewImageHeight,
media.getWidth(), media.getHeight()));
mediaDtolList.add(mediaDto);
} catch (IOException e) {
LOGGER.error(e);
}

}

return mediaDtolist;

}

@Override
public boolean deleteAllMedia() {
try {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
Long userId = userDbi.getId();
List<Media> medialist = mediaService.findByUserId(userId);
if (!CollectionUtils.isEmpty(medialList)) {
for (Media media : medialist) {
Long mediald = media.getId();
Path mediaPath = Paths.get(storageProperties.getMediaFolderPath(),
+ media.getExtension());
Path previewMediaPath =
Paths.get(storageProperties.getPreviewMediaFolderPath(), mediald + "." + JPG_EXTENSION);
if (!previewMediaPath.toFile().delete() ||
ImediaPath.toFile().delete()) {
throw new FileNotFoundException("Failed to delete media: " +

mediald +

mediald);

}
}

mediaService.deleteByUserId(userId);
return true;

}
} catch (Exception e) {

LOGGER.error(e);
}

return false;

}

@Override
public boolean deleteMedia(Long id) {
try {
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org.springframework.security.core.userdetails.User user

(org.springframework.security.core.userdetails.User)

SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
Long userId = userDbi.getId();

Paths.get(storageProperties.getPreviewMediaFolderPath(), id + "." + JPG_EXTENSION);

} catch (Exception e) {

Media media = mediaService.findByIdAndUserId(id, userId);
if (media != null) {
Path mediaPath

+ media.getExtension());

= Paths.get(storageProperties.getMediaFolderPath(), id +

Path previewMediaPath =

if (!previewMediaPath.toFile().delete() || !mediaPath.toFile().delete()) {

}

mediaService.deleteByIdAndUserId(media.getId(), userId);

throw new FileNotFoundException("Failed to delete media: " + id);

return true;

}

LOGGER.error(e);

}

return false;
}
@Autowired

public void setUserService(UserService userService) {
this.userService = userService;

}

@Autowired
public void setMediaService(MediaService mediaService) {
this.mediaService = mediaService;

}

@Autowired

public void setStorageProperties(StorageProperties storageProperties) {

}

this.storageProperties

@Autowired
public void setMediaProperties(MediaProperties mediaProperties) {
this.mediaProperties =

}

®aiin UserLiblmpl.java:

= storageProperties;

mediaProperties;

package com.andrew.mediastorage.server.lib;

import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.

andrew.
andrew.
andrew.
andrew.
andrew.
andrew.

andrew

mediastorage.
mediastorage.
mediastorage.
mediastorage.
mediastorage.
mediastorage.
.mediastorage.

server.
server.
server.
server.
server.
server.
server.

api.
api.
api.
api.
api.
api.
api.

constants.StatusCode;
dto.BasicSettingsDto;
dto.FormStatusDto;
dto.SettingsDto;
entity.User;
lib.UserlLib;
mapper.DtoEntityMapper;
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import com.andrew.mediastorage.server.api.service.UserService;

import com.andrew.mediastorage.server.api.validator.SettingsValidator;
import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4dj.Logger;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.security.core.context.SecurityContextHolder;
import org.springframework.stereotype.Component;

@Component
public class UserLibImpl implements UserlLib {

private static final Logger LOGGER = LogManager.getLogger(UserLibImpl.class);
private UserService userService;
private SettingsValidator settingsValidator;

@Override
public SettingsDto getSettings() {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
return DtoEntityMapper.mapToSettingsDto(userDbi);

}

@Override
public FormStatusDto changeBasicSettings(BasicSettingsDto basicSettingsDto) {
org.springframework.security.core.userdetails.User user =
(org.springframework.security.core.userdetails.User)
SecurityContextHolder.getContext().getAuthentication().getPrincipal();
User userDbi = userService.findByUsername(user.getUsername());
FormStatusDto formStatusDto =
settingsValidator.validateBasicSettings(basicSettingsDto, userDbi.getUsername(),
userDbi.getEmail());
if (formStatusDto.getStatus().equals(StatusCode.SUCCESS)) {
userDbi.setFirstName(basicSettingsDto.getFirstName());
userDbi.setLastName(basicSettingsDto.getLastName());
userDbi.setUsername(basicSettingsDto.getUsername());
userService.save(userDbi);

}

return formStatusDto;
}
@Autowired

public void setUserService(UserService userService) {
this.userService = userService;

}

@Autowired
public void setSettingsValidator(SettingsValidator settingsValidator) {
this.settingsValidator = settingsValidator;

}

®daiinn MediaStorageServer Application.java:
126



package com.andrew.mediastorage.server;

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;
import org.springframework.scheduling.annotation.EnableAsync;

@SpringBootApplication
public class MediaStorageServerApplication {

public static void main(String[] args) {
SpringApplication.run(MediaStorageServerApplication.class, args);

}

®daiia FieldsValidationProperties.java:

package com.andrew.

mediastorage.server.property;

import lombok.Getter;

import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

@Setter
@Getter
@Configuration

@PropertySource(value = "classpath:fieldsValidation.properties", encoding = "UTF-8")

@ConfigurationProperties(prefix = "fields-validation")
public class FieldsValidationProperties {

private String
private String
private String
private String
private String
private String

firstNameRegEx;
lastNameRegEx;
usernameRegEXx;
passwordRegEx;
reservedUsernames;
separator;

®daiia JwtProperties.java:

package com.andrew.mediastorage.server.property;

import lombok.Getter;

import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

@Setter
@Getter
@Configuration

@PropertySource(value = "classpath:jwt.properties"”, encoding = "UTF-8")
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@ConfigurationProperties(prefix = "jwt")
public class JwtProperties {
private String secretKey;
private long accessTokenExpirationTime;
private long refreshTokenExpirationTime;

®daiin MediaProperties.java:

package com.andrew.mediastorage.server.property;

import lombok.Getter;

import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

@Setter

@Getter

@Configuration

@PropertySource(value = "classpath:media.properties”, encoding = "UTF-8")
@ConfigurationProperties(prefix = "media")

public class MediaProperties {

private int previewImageHeight;
private int medialistBlockSize;

®daiin ResourcesProperties.java:

package com.andrew.mediastorage.server.property;

import lombok.Getter;

import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

@Setter

@Getter

@Configuration

@PropertySource(value = "classpath:resources.properties”, encoding = "UTF-8")
@ConfigurationProperties(prefix = "resources”

public class ResourcesProperties {

private String forbiddenFirstNameErrorMsg;
private String forbiddenlLastNameErrorMsg;
private String invalidEmailErrorMsg;

private String busyEmailErrorMsg;

private String missingAccountByEmailErrorMsg;
private String forbiddenUsernameErrorMsg;
private String reservedUsernameErrorMsg;
private String busyUsernameErrorMsg;
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private String forbiddenPasswordErrorMsg;
private String wrongPasswordErrorMsg;

private String mfalsAlreadyActivatedErrorMsg;
private String mfaIsAlreadyDeactivatedErrorMsg;
private String invalidMfaTokenErrorMsg;
private String invalidRestoreKeyErrorMsg;
private String nullFieldErrorMsg;

private String confirmMailSubjectText;
private String confirmMailBodyText;

private String restoreMailSubjectText;
private String restoreMailBodyText;

®daiin StorageProperties.java:

package com.andrew.mediastorage.server.property;

import lombok.Getter;

import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

@Setter

@Getter

@Configuration

@PropertySource(value = "classpath:storage.properties”, encoding = "UTF-8")
@ConfigurationProperties(prefix = "storage")

public class StorageProperties {

private String previewMediaFolderPath;
private String mediaFolderPath;
private String avatarFolderPath;

®daiin SystemProperties.java:

package com.andrew.mediastorage.server.property;

import lombok.Getter;

import lombok.Setter;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

@Setter

@Getter

@Configuration

@PropertySource(value = "classpath:system.properties”, encoding = "UTF-8")
@ConfigurationProperties(prefix = "system")

public class SystemProperties {
private String clientServerurl;
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®daiin DefaultJwtProvider.java:

package com.andrew.mediastorage.server.provider;

import com.andrew.mediastorage.server.api.constants.JwtConstants;

import com.andrew.mediastorage.server.api.constants.TokenType;

import com.andrew.mediastorage.server.api.provider.JwtProvider;

import com.andrew.mediastorage.server.property.JwtProperties;

import com.auth@.jwt.IWT;

import com.auth@.jwt.algorithms.Algorithm;

import com.auth@.jwt.exceptions.JWTCreationException;

import com.auth@.jwt.exceptions.JWTVerificationException;

import com.auth@.jwt.interfaces.DecodedIWT;

import com.auth@.jwt.interfaces.JWTVerifier;

import org.springframework.beans.factory.InitializingBean;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.http.HttpHeaders;

import org.springframework.security.authentication.UsernamePasswordAuthenticationToken;
import org.springframework.security.core.Authentication;

import org.springframework.security.core.userdetails.UserDetails;

import org.springframework.security.core.userdetails.UserDetailsService;

import org.springframework.security.core.userdetails.UsernameNotFoundException;
import org.springframework.stereotype.Component;

import javax.servlet.http.HttpServletRequest;
import java.util.Date;
import java.util.List;

@Component
public class DefaultJwtProvider implements JwtProvider, InitializingBean {

JwtProperties jwtProperties;
private UserDetailsService userDetailsService;

private Algorithm algorithm;
private JWTVerifier verifier;

@Override

public void afterPropertiesSet() {
algorithm = Algorithm.HMAC256(jwtProperties.getSecretKey().getBytes());
verifier = JWT.require(algorithm).build();

}

@Override
public String createAccessToken(String username, List<String> roles) throws
IllegalArgumentException, JWTCreationException {
Date expiresAt = new Date(System.currentTimeMillis() +
jwtProperties.getAccessTokenExpirationTime());
return JWT.create()
.withSubject(username)
.withExpiresAt(expiresAt)
.withClaim(JwtConstants.TOKEN_TYPE, TokenType.ACCESS_TOKEN.name())
.sign(algorithm);
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}

@Override
public String createRefreshToken(String username) throws IllegalArgumentException,
JWTCreationException {
Date expiresAt = new Date(System.currentTimeMillis() +
jwtProperties.getRefreshTokenExpirationTime());
return JWT.create()
.withSubject(username)
.withExpiresAt(expiresAt)
.withClaim(JwtConstants.TOKEN_TYPE, TokenType.REFRESH_TOKEN.name())
.sign(algorithm);
}

@Override
public String resolveToken(HttpServletRequest request) {
String bearerToken = request.getHeader(HttpHeaders.AUTHORIZATION);
if (bearerToken != null && bearerToken.startsWith(JwtConstants.TOKEN_HEADER)) {
return bearerToken.substring(JwtConstants.TOKEN_HEADER.length());

}

return null;
}
@Override

public DecodedIWT verifyToken(String token, TokenType tokenType) throws
JWTVerificationException {
DecodedIWT decodedIWT = verifier.verify(token);
if
(!decodedIWT.getClaim(JIwtConstants.TOKEN_TYPE).as(String.class).equals(tokenType.name()))
{

throw new JWTVerificationException("Wrong token type!");

}

return decodedIWT;
}
@Override

public Authentication getAuthentication(DecodedJWT decodedIWT) throws
UsernameNotFoundException {
UserDetails userDetails =
userDetailsService.loadUserByUsername(decodedJWT.getSubject());
return new UsernamePasswordAuthenticationToken(userDetails, null,
userDetails.getAuthorities());

}

@Autowired
public void setUserDetailsService(UserDetailsService userDetailsService) {
this.userDetailsService = userDetailsService;

}

@Autowired
public void setJwtProperties(JwtProperties jwtProperties) {
this. jwtProperties = jwtProperties;

}
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®daiin DefaultMFATokenProvider.java:

package com.andrew.mediastorage.server.provider;

import
import
import
import
import
import
import
import
import

import
import
import

com.
dev.
dev.
dev.
dev.
dev.
dev.
org.
org.

andrew.mediastorage.server.api.provider.MFATokenProvider;
samstevens.totp.code.CodeVerifier;
samstevens.totp.exceptions.QrGenerationException;
samstevens.totp.qr.QrData;
samstevens.totp.qr.QrGenerator;
samstevens.totp.secret.SecretGenerator;
samstevens.totp.util.Utils;
springframework.beans.factory.annotation.Autowired;
springframework.stereotype.Component;

java.util.Arraylist;
java.util.List;
java.util.Random;

@Component
public class DefaultMFATokenProvider implements MFATokenProvider {

private int RESERVE_KEYS_COUNT = 12;

private SecretGenerator secretGenerator;

private QrGenerator grGenerator;

private CodeVerifier codeVerifier;

@Override
public String generateSecretKey() {
return secretGenerator.generate();

}

@Override

public List<String> generateReserveTokenList() {
Random rnd = new Random();

List<String> reserveKeylList = new ArraylList<>();
for (int i = @; i < RESERVE_KEYS_COUNT; i++) {

int reserveKey = rnd.nextInt(999999);
reserveKeylList.add(String.format("%06d", reserveKey));

}

return reserveKeylist;
}
@Override

public String getQRCode(String secretKey, String username) throws

QrGenerationException {
QrData data = new QrData.Builder()

.secret(secretKey)
.issuer("Media Storage (MFA)")
.label(username)

.digits(6)

.period(30)

.build();

return Utils.getDataUriForImage(

grGenerator.generate(data),
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grGenerator.getImageMimeType()
)
}

@Override
public boolean verifyTotp(String code, String secretKey) {
return codeVerifier.isValidCode(secretKey, code);

}

@Autowired
public void setSecretGenerator(SecretGenerator secretGenerator) {
this.secretGenerator = secretGenerator;

}

@Autowired
public void setQrGenerator(QrGenerator grGenerator) {
this.grGenerator = grGenerator;

}

@Autowired
public void setCodeVerifier(CodeVerifier codeVerifier) {
this.codeVerifier = codeVerifier;

}

®daiin AuthenticationFilter.java:

package com.andrew.mediastorage.server.security;

import com.andrew.mediastorage.server.api.data.MFAUsernamePasswordAuthenticationToken;

import com.andrew.mediastorage.server.api.provider.JwtProvider;

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.logging.log4dj.LogManager;

import org.apache.logging.log4dj.Logger;

import org.springframework.http.MediaType;

import org.springframework.security.authentication.AuthenticationManager;
import org.springframework.security.core.Authentication;

import org.springframework.security.core.AuthenticationException;

import org.springframework.security.core.userdetails.User;

import

org.springframework.security.web.authentication.UsernamePasswordAuthenticationFilter;

import javax.servlet.FilterChain;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.IOException;

import java.util.Arraylist;

import java.util.HashMap;

import java.util.List;

import java.util.Map;

public class AuthenticationFilter extends UsernamePasswordAuthenticationFilter {

private static final Logger LOGGER = LogManager.getLogger(AuthenticationFilter.class);
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private final AuthenticationManager authenticationManager;
private final JwtProvider jwtProvider;

public AuthenticationFilter(AuthenticationManager authenticationManager, JwtProvider

jwtProvider) {
this.authenticationManager = authenticationManager;
this.jwtProvider = jwtProvider;

}

@Override
public Authentication attemptAuthentication(HttpServletRequest request,
HttpServletResponse response) throws AuthenticationException {
String username = request.getParameter("username");
String password request.getParameter("password");
String mfaToken = request.getParameter("mfaToken");
MFAUsernamePasswordAuthenticationToken authenticationToken = new
MFAUsernamePasswordAuthenticationToken(username, password, mfaToken);
Authentication authentication =
authenticationManager.authenticate(authenticationToken);
return authentication;

}

@Override
protected void successfulAuthentication(HttpServletRequest request,
HttpServletResponse response, FilterChain chain, Authentication authentication) throws
IOException, ServletException {
User user = (User) authentication.getPrincipal();
List<String> roles = new ArrayList<>();
user.getAuthorities().forEach(grantedAuthority ->
roles.add(grantedAuthority.getAuthority()));
String accessToken = jwtProvider.createAccessToken(user.getUsername(), roles);
String refreshToken = jwtProvider.createRefreshToken(user.getUsername());

Map<String, String> tokens = new HashMap<>();
tokens.put("access_token", accessToken);
tokens.put("refresh_token", refreshToken);

response.setContentType(MediaType.APPLICATION_JSON_VALUE);
new ObjectMapper().writeValue(response.getOutputStream(), tokens);

®daiin JwtFilter.java:

package com.andrew.mediastorage.server.security;

import com.andrew.mediastorage.server.api.constants.TokenType;
import com.andrew.mediastorage.server.api.provider.JwtProvider;
import com.andrew.mediastorage.server.configuration.SecurityConfig;
import com.auth@.jwt.interfaces.DecodedIWT;

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.logging.log4dj.LogManager;

import org.apache.logging.log4dj.Logger;

import org.springframework.http.HttpStatus;
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import
import
import
import

import
import
import
import
import
import
import

public

org.
org.
org.
org.

springframework.http.MediaType;
springframework.security.core.Authentication;
springframework.security.core.context.SecurityContextHolder;
springframework.web.filter.OncePerRequestFilter;

javax.servlet.FilterChain;
javax.servlet.ServletException;
javax.servlet.http.HttpServletRequest;
javax.servlet.http.HttpServletResponse;

java
java
java

clas

.10.I0Exception;
.util.HashMap;
.util.Map;

s JwtFilter extends OncePerRequestFilter {

private static final Logger LOGGER = LogManager.getlLogger(JwtFilter.class);

private final JwtProvider jwtProvider;

public JwtFilter(JwtProvider jwtProvider) {
this.jwtProvider = jwtProvider;

}

@Override
protected void doFilterInternal(HttpServletRequest request, HttpServletResponse
response, FilterChain filterChain) throws ServletException, IOException {

if

(SecurityConfig.LOGIN_ENDPOINT.equals(request.getServletPath()) ||
SecurityConfig.LOGOUT_ENDPOINT.equals(request.getServletPath()) ||
SecurityConfig.REGISTRATION ENDPOINT.equals(request.getServletPath()) ||
SecurityConfig.REFRESH_TOKEN_ENDPOINTS.equals(request.getServletPath()) ||
SecurityConfig.CONFIRM _ENDPOINTS.equals(request.getServletPath()) ||
SecurityConfig.RESTORE_ENDPOINTS.equals(request.getServletPath()) ||
SecurityConfig.RESET_PASSWORD_ENDPOINTS.equals(request.getServletPath())

) 1
filterChain.doFilter(request, response);
} else {
try {
String accessToken = jwtProvider.resolveToken(request);
if (accessToken == null) {
throw new Exception("Access token is missing!");
}

DecodedIWT decodedIWT = jwtProvider.verifyToken(accessToken,

TokenType.ACCESS_TOKEN) ;

Authentication authentication = jwtProvider.getAuthentication(decodedIWT);
SecurityContextHolder.getContext().setAuthentication(authentication);
filterChain.doFilter(request, response);

} catch (Exception e) {
LOGGER.error(e.getMessage());
response.setStatus(HttpStatus.FORBIDDEN.value());
Map<String, String> error = new HashMap<>();
error.put("error_message", e.getMessage());
response.setContentType(MediaType.APPLICATION_JSON_VALUE);
new ObjectMapper().writeValue(response.getOutputStream(), error);
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®daiin MFA AuthenticationProvider.java:

package com.andrew.mediastorage.server.security;

import com.andrew.mediastorage.server.api.data.MFAUser;

import com.andrew.mediastorage.server.api.data.MFAUsernamePasswordAuthenticationToken;
import com.andrew.mediastorage.server.api.entity.ReserveToken;

import com.andrew.mediastorage.server.api.provider.MFATokenProvider;

import com.andrew.mediastorage.server.api.service.ReserveTokenService;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.security.authentication.BadCredentialsException;

import org.springframework.security.authentication.UsernamePasswordAuthenticationToken;
import org.springframework.security.authentication.dao.DaoAuthenticationProvider;
import org.springframework.security.core.AuthenticationException;

import org.springframework.security.core.userdetails.UserDetails;

import org.springframework.security.core.userdetails.UserDetailsService;

import org.springframework.security.crypto.password.PasswordEncoder;

import org.springframework.util.StringUtils;

public class MFAAuthenticationProvider extends DaoAuthenticationProvider {
private ReserveTokenService reserveTokenService;
private MFATokenProvider mfaTokenProvider;

@Override
protected void additionalAuthenticationChecks(UserDetails userDetails,
UsernamePasswordAuthenticationToken authentication) throws AuthenticationException {
MFAUser mfaUser = (MFAUser) userDetails;
MFAUsernamePasswordAuthenticationToken authenticationToken =
(MFAUsernamePasswordAuthenticationToken) authentication;
String mfaToken = authenticationToken.getMfaToken();
if (mfaUser.isMfaActive()) {
if (!mfaTokenProvider.verifyTotp(mfaToken, mfaUser.getSecretKey())) {
ReserveToken selectedReserveToken = mfaUser
.getReserveTokenList().stream()
.filter(reserveToken -> reserveToken.getValue().equals(mfaToken))
.findFirst().orkElse(null);

if (selectedReserveToken != null) {
reserveTokenService.deleteById(selectedReserveToken.getId());
} else {

throw new BadCredentialsException(
messages.getMessage(

"AbstractUserDetailsAuthenticationProvider.badCredentials”,
"Bad credentials™
)
)s

}
} else {

if (StringUtils.hasText(mfaToken)) {
throw new BadCredentialsException(
messages.getMessage(
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"AbstractUserDetailsAuthenticationProvider.badCredentials”,
"Bad credentials"

)
)
}
}
super.additionalAuthenticationChecks(userDetails, authentication);
}
@Autowired

public void setReserveTokenService(ReserveTokenService reserveTokenService) {
this.reserveTokenService = reserveTokenService;

}

@Autowired
public void setMfaTokenProvider(MFATokenProvider mfaTokenProvider) {
this.mfaTokenProvider = mfaTokenProvider;

}

@Override

@Autowired

public void setUserDetailsService(UserDetailsService userDetailsService) {
super.setUserDetailsService(userDetailsService);

}

@Override

@Autowired

public void setPasswordEncoder(PasswordEncoder passwordEncoder) {
super.setPasswordEncoder(passwordEncoder);

}

®Daiina SecurityConfigurer.java:

package com.andrew.mediastorage.server.security;

import org.springframework.security.config.annotation.SecurityConfigurerAdapter;
import org.springframework.security.config.annotation.web.builders.HttpSecurity;
import org.springframework.security.web.DefaultSecurityFilterChain;

import
org.springframework.security.web.authentication.UsernamePasswordAuthenticationFilter;
import org.springframework.web.filter.CorsFilter;

public class SecurityConfigurer extends
SecurityConfigurerAdapter<DefaultSecurityFilterChain, HttpSecurity> {

private final CorsFilter corsFilter;
private final JwtFilter jwtFilter;
private final AuthenticationFilter authenticationFilter;

public SecurityConfigurer(CorsFilter corsFilter, JwtFilter jwtFilter,
AuthenticationFilter authenticationFilter) {
this.corsFilter = corsFilter;
this.jwtFilter = jwtFilter;
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}

this.authenticationFilter = authenticationFilter;

@Override
public void configure(HttpSecurity httpSecurity) {
httpSecurity.addFilterBefore(corsFilter,
UsernamePasswordAuthenticationFilter.class);
httpSecurity.addFilterBefore(jwtFilter,
UsernamePasswordAuthenticationFilter.class);
httpSecurity.addFilter(authenticationFilter);

}

®aiin EmailSenderServicelmpl.java:

package com.andrew.mediastorage.server.service;

import
import
import
import
import
import
import
import
import
import

com.
org.
org.
org.
org.
org.
org.
org.
org.
org.

@Service
public class EmailSenderServiceImpl implements EmailSenderService {

andrew.mediastorage.server.api.service.EmailSenderService;
apache.logging.log4j.LogManager;
apache.logging.log4dj.Logger;

springframework

springframework

.beans.factory.annotation.Autowired;
springframework.
springframework.
springframework.
springframework.

beans.factory.annotation.Value;
mail .MailException;
mail.SimpleMailMessage;
mail.javamail.JavaMailSender;

.scheduling.annotation.Async;
springframework.

stereotype.Service;

private static final Logger LOGGER =
LogManager.getlLogger(EmailSenderServiceImpl.class);

@Vvalue("${spring.mail.username}")
private String from;
private JavaMailSender javaMailSender;

@Override
public void sendEmail(String toEmail, String subject, String body) throws
MailException {
SimpleMailMessage message = new SimpleMailMessage();
message.setFrom(from);
message.setTo(toEmail);
message.setSubject(subject);
message.setText (body);
javaMailSender.send(message);
LOGGER.debug("Mail sent to: " + toEmail);

}

@Autowired
public void setJavaMailSender(JavaMailSender javaMailSender) {

}

this.javaMailSender

= javaMailSender;
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®daiin MediaServicelmpl.java:

package com.andrew.mediastorage.server.service;

import
import
import
import
import
import

import
import

com.
com.
com.
org.
org.
org.

andrew.mediastorage.server.api.entity.Media;
andrew.mediastorage.server.api.repository.MediaRepository;
andrew.mediastorage.server.api.service.MediaService;
springframework.beans.factory.annotation.Autowired;
springframework.data.domain.PageRequest;
springframework.stereotype.Service;

java.sql.Timestamp;
java.util.List;

@Service
public class MediaServiceImpl implements MediaService {

private MediaRepository mediaRepository;

@Override
public Media findByIdAndUserId(Long id, Long userId) {
return mediaRepository.findByIdAndUserId(id, userId);

}

@Override
public List<Media> findByUserId(Long userId) {
return mediaRepository.findByUserId(userId);

}

@Override
public List<Media> findMedialistBlock(Long userId, Long beforeDate, int size) {

if

(beforeDate != null) {
return

mediaRepository.findByUserIdAndLastModifiedBeforeOrderByLastModifiedDesc(userlId, new
Timestamp(beforeDate), PageRequest.of(@, size));

}

}

return mediaRepository.findByUserIdOrderByLastModifiedDesc(userld,
PageRequest.of(@, size));

@Override
public Media save(Media media) {
return mediaRepository.save(media);

}

@Override
public void deleteByUserId(Long userlId) {
mediaRepository.deleteByUserId(userld);

}

@Override
public void deleteByIdAndUserId(Long id, Long userId) {
mediaRepository.deleteByIdAndUserId(id, userId);

}
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@Autowired
public void setMediaRepository(MediaRepository mediaRepository) {
this.mediaRepository = mediaRepository;

}

®daiia RegistrationRequestServicelmpl.java:

package com.andrew.mediastorage.server.service;

import com.andrew.mediastorage.server.api.entity.RegistrationRequest;

import com.andrew.mediastorage.server.api.repository.RegistrationRequestRepository;
import com.andrew.mediastorage.server.api.service.RegistrationRequestService;
import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.security.crypto.password.PasswordEncoder;

import org.springframework.stereotype.Service;

import java.sql.Timestamp;

@Service
public class RegistrationRequestServiceImpl implements RegistrationRequestService {

private RegistrationRequestRepository registrationRequestRepository;
private PasswordEncoder passwordEncoder;

@Override

public RegistrationRequest findByUsername(String username) {
return registrationRequestRepository.findByUsername(username);

}

@Override
public RegistrationRequest findByConfirmKey(String confirmKey) {
return registrationRequestRepository.findByConfirmKey(confirmKey);

}

@Override
public RegistrationRequest save(RegistrationRequest registrationRequest) {

registrationRequest.setPassword(passwordEncoder.encode(registrationRequest.getPassword()))
5
registrationRequest.setCreationTime(new Timestamp(System.currentTimeMillis()));
return registrationRequestRepository.save(registrationRequest);

}

@Override

public void delete(RegistrationRequest registrationRequest) {
registrationRequestRepository.delete(registrationRequest);

}

@Override
public void deleteByEmail(String email) {
registrationRequestRepository.deleteByEmail(email);
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}

@Autowired
public void setRegistrationRequestRepository(RegistrationRequestRepository
registrationRequestRepository) {
this.registrationRequestRepository = registrationRequestRepository;

}

@Autowired
public void setPasswordEncoder(PasswordEncoder passwordEncoder) {
this.passwordEncoder = passwordEncoder;

}

®daiin RegistrationServicelmpl.java:

package com.andrew.mediastorage.server.service;

import com.andrew.mediastorage.server.api.constants.StatusCode;

import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.dto.RegistrationFormDto;

import com.andrew.mediastorage.server.api.dto.RegistrationResultDto;
import com.andrew.mediastorage.server.api.entity.RegistrationRequest;
import com.andrew.mediastorage.server.api.mapper.DtoEntityMapper;

import com.andrew.mediastorage.server.api.provider.MFATokenProvider;
import com.andrew.mediastorage.server.api.service.EmailSenderService;
import com.andrew.mediastorage.server.api.service.RegistrationRequestService;
import com.andrew.mediastorage.server.api.service.RegistrationService;
import com.andrew.mediastorage.server.api.validator.RegistrationValidator;
import com.andrew.mediastorage.server.property.ResourcesProperties;

import com.andrew.mediastorage.server.property.SystemProperties;

import com.andrew.mediastorage.server.util.GeneratorUtil;

import org.apache.logging.log4j.LogManager;

import org.apache.logging.log4dj.Logger;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Service;

import org.springframework.web.util.UriComponentsBuilder;

import java.sql.Timestamp;
import java.util.List;

@Service
public class RegistrationServiceImpl implements RegistrationService {

private static final Logger LOGGER =
LogManager.getlLogger(RegistrationServiceImpl.class);

private static final String CONFIRM_ENDPOINT = "confirm";

private RegistrationRequestService registrationRequestService;
private EmailSenderService emailSenderService;

private RegistrationValidator registrationValidator;

private MFATokenProvider mfaTokenProvider;
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private SystemProperties systemProperties;
private ResourcesProperties resourcesProperties;

@Override

public RegistrationResultDto register(RegistrationFormDto registrationFormDto) {
FormStatusDto formStatusDto = registrationValidator.validate(registrationFormDto);
RegistrationResultDto registrationResultDto = new RegistrationResultDto();
registrationResultDto.setFormStatusDto(formStatusDto);

if (formStatusDto.getStatus().equals(StatusCode.FAILURE)) {
return registrationResultDto;
}

try {
String confirmKey =

GeneratorUtil.genRandStr(GeneratorUtil.DEFAULT_KEY_LENGTH);
String confirmUri = UriComponentsBuilder
.fromUriString(systemProperties.getClientServerUrl())
.pathSegment (CONFIRM_ENDPOINT)
.pathSegment(confirmKey)
.build()
.toString();

RegistrationRequest registrationRequest =
DtoEntityMapper.mapToRegistrationRequest(registrationFormDto);
registrationRequest.setCreationTime(new
Timestamp(System.currentTimeMillis()));
registrationRequest.setConfirmKey(confirmKey);
if (registrationFormDto.isUseMfa()) {
String secretKey = mfaTokenProvider.generateSecretKey();
List<String> reserveTokenlList =
mfaTokenProvider.generateReserveTokenList();
String grCode = mfaTokenProvider.getQRCode(secretKey,
registrationFormDto.getUsername());
registrationRequest.setMfaActive(true);
registrationRequest.setSecretKey(secretKey);
registrationRequest.setReserveTokens(String.join(",", reserveTokenList));
registrationResultDto.setSecretKey(secretKey);
registrationResultDto.setReserveTokenList(reserveTokenlList);
registrationResultDto.setQrCode(qgrCode);
}
emailSenderService.sendEmail(registrationFormDto.getEmail(),
resourcesProperties.getConfirmMailSubjectText(),
String.format(resourcesProperties.getConfirmMailBodyText(), confirmUri));
registrationRequestService.deleteByEmail(registrationFormDto.getEmail());
registrationRequestService.save(registrationRequest);
} catch (Exception e) {
LOGGER.error(e);

}

return registrationResultDto;
}
@Autowired

public void setRegistrationRequestService(RegistrationRequestService
registrationRequestService) {
this.registrationRequestService = registrationRequestService;
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}

@Autowired

public void setEmailSenderService(EmailSenderService emailSenderService) {
this.emailSenderService = emailSenderService;

}

@Autowired
public void setRegistrationValidator(RegistrationValidator registrationValidator) {
this.registrationValidator = registrationValidator;

}

@Autowired
public void setMfaTokenProvider(MFATokenProvider mfaTokenProvider) {
this.mfaTokenProvider = mfaTokenProvider;

}

@Autowired
public void setSystemProperties(SystemProperties systemProperties) {
this.systemProperties = systemProperties;

}

@Autowired
public void setResourcesProperties(ResourcesProperties resourcesProperties) {
this.resourcesProperties = resourcesProperties;

}

®daiin ReserveTokenServicelmpl.java:

package com.andrew.mediastorage.server.service;

import com.andrew.mediastorage.server.api.entity.ReserveToken;

import com.andrew.mediastorage.server.api.entity.User;

import com.andrew.mediastorage.server.api.repository.ReserveTokenRepository;
import com.andrew.mediastorage.server.api.service.ReserveTokenService;
import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Service;

import java.util.List;

@Service
public class ReserveTokenServiceImpl implements ReserveTokenService {

private ReserveTokenRepository reserveTokenRepository;

@Override

public List<ReserveToken> saveAll(List<ReserveToken> reserveKeylList) {
return reserveTokenRepository.saveAll(reserveKeylList);

}

@Override
public void deleteBylId(Long id) {
reserveTokenRepository.deleteById(id);

}
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@Override
public void deleteAllByUser(User user) {
reserveTokenRepository.deleteAllByUser(user);

}

@Autowired
public void setReserveTokenRepository(ReserveTokenRepository reserveTokenRepository)
this.reserveTokenRepository = reserveTokenRepository;

}

®daiin RestoreRequestServicelmpl.java:

package com.andrew.mediastorage.server.service;

import com.andrew.mediastorage.server.api.entity.RestoreRequest;

import com.andrew.mediastorage.server.api.repository.RestoreRequestRepository;
import com.andrew.mediastorage.server.api.service.RestoreRequestService;
import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Service;

import java.sql.Timestamp;

@Service
public class RestoreRequestServiceImpl implements RestoreRequestService {

private RestoreRequestRepository restoreRequestRepository;

@Override

public RestoreRequest save(RestoreRequest restoreRequest) {
restoreRequest.setCreationTime(new Timestamp(System.currentTimeMillis()));
return restoreRequestRepository.save(restoreRequest);

}

@Override
public RestoreRequest findByRestoreKey(String confirmKey) {
return restoreRequestRepository.findByRestoreKey(confirmKey);

}

@Override
public void deleteByUserId(Long userId) {
restoreRequestRepository.deleteByUserId(userId);

}

@Autowired
public void setRestoreRequestRepository(RestoreRequestRepository
restoreRequestRepository) {
this.restoreRequestRepository = restoreRequestRepository;

}

®aiin UserServicelmpl.java:

{
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package com.andrew.mediastorage.server.service;

import
import
import
import
import
import
import
import
import
import

import
import
import

com.
com.
com.
com.
org.
org.
org.
org.
org.
org.

andrew.mediastorage.server.api.data.MFAUser;
andrew.mediastorage.server.api.entity.User;
andrew.mediastorage.server.api.repository.UserRepository;
andrew.mediastorage.server.api.service.UserService;

springframework.
springframework.
springframework.
springframework.
springframework.
springframework.

java.sql.Timestamp;
java.util.Collection;
java.util.Collections;

@Service
public class UserServiceImpl implements UserService, UserDetailsService {

beans.factory.annotation.Autowired;
security.core.authority.SimpleGrantedAuthority;
security.core.userdetails.UserDetails;
security.core.userdetails.UserDetailsService;
security.core.userdetails.UsernameNotFoundException;
stereotype.Service;

private static final String USER_ROLE = "USER";

private UserRepository userRepository;

@Override
public UserDetails loadUserByUsername(String username) throws

UsernameNotFoundException {

User user = userRepository.findByUsername(username);

if (user == null) {

found!");

}

Collection<SimpleGrantedAuthority> authorities = Collections.singletonList(new

throw new UsernameNotFoundException("User with username (" + username + ") not

SimpleGrantedAuthority (USER_ROLE));

return new MFAUser(user.getUsername(), user.getPassword(), user.isMfaActive(),

user.getSecretKey(), user.getReserveTokenList(), authorities);

}

@Override
public User findById(Long id) {
return userRepository.findById(id).orElse(null);

}

@Override
public User findByUsername(String username) {
return userRepository.findByUsername(username);

}

@Override
public User findByEmail(String email) {
return userRepository.findByEmail (email);

}

@Override
public User save(User user) {

user.setRegistrationTime(new Timestamp(System.currentTimeMillis()));
return userRepository.save(user);
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}

@Override

public void delete(User userDbi) {
userRepository.delete(userDbi);

}

@Autowired
public void setUserRepository(UserRepository userRepository) {
this.userRepository = userRepository;

}

®daiia Servletlnitializer.java:

package com.andrew.mediastorage.server;

import org.springframework.boot.builder.SpringApplicationBuilder;

import org.springframework.boot.web.servlet.support.SpringBootServletInitializer;

public class ServletInitializer extends SpringBootServletInitializer {

@Override

protected SpringApplicationBuilder configure(SpringApplicationBuilder application) {

return application.sources(MediaStorageServerApplication.class);

}

®aiin CommonUtil.java:

package com.andrew.mediastorage.server.util;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.apache.logging.log4dj.LogManager;

import org.apache.logging.log4dj.Logger;

import org.springframework.http.MediaType;

import javax.servlet.http.HttpServletResponse;
import java.util.HashMap;

import java.util.Map;

public class CommonUtil {

private static final Logger LOGGER = LogManager.getLogger(CommonUtil.class);

public static void addErrorToResponse(HttpServletResponse response, int status,

errorMessage) {
response.setStatus(status);
Map<String, String> error = new HashMap<>();
error.put("error_message", errorMessage);
response.setContentType(MediaType.APPLICATION_JSON_VALUE);

try {
new ObjectMapper().writeValue(response.getOutputStream(), error);

String
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} catch (Exception e) {
LOGGER.error(e);
}

®daiin GeneratorUtil.java:

package com.andrew.mediastorage.server.util;
import java.security.SecureRandom;
public class GeneratorUtil {

private static final String CHARS =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789";
public static final int DEFAULT_KEY_LENGTH = 64;

public static String genRandStr(int length) {
SecureRandom random = new SecureRandom();
StringBuilder sb = new StringBuilder();
for (int i = 0; i < length; i++) {
int index = random.nextInt(CHARS.length());
sb.append (CHARS.charAt (index));

return sb.toString();

®daiia ImageUtil.java:

package com.andrew.mediastorage.server.util;

import java.awt.*;
import java.awt.image.BufferedImage;

public class ImageUtil {

public static Image resize(Image image, int width, int height, int hints) {
return image.getScaledInstance(width, height, hints);
}

public static Image resizeByWidth(Image image, int width, int hints) {
return image.getScaledInstance(width, calcHeight(width, image.getWidth(null),
image.getHeight(null)), hints);

public static Image resizeByHeight(Image image, int height, int hints) {
return image.getScaledInstance(calcWidth(height, image.getWidth(null),
image.getHeight(null)), height, hints);
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public static BufferedImage toBufferedImage(Image image, boolean saveAlpha) {
if (image instanceof BufferedImage) {
return (BufferedImage) image;

}

int imageType = BufferedImage.TYPE_INT_RGB;
if (saveAlpha) {

imageType = BufferedImage.TYPE_INT_ARGB;
}

BufferedImage bufferedImage = new BufferedImage(image.getWidth(null),
image.getHeight(null), imageType);

Graphics2D graphics2D = bufferedImage.createGraphics();

graphics2D.drawImage(image, ©, 0, null);

graphics2D.dispose();

return bufferedImage;

}

public static int calcHeight(int width, int originWidth, int originHeight) {
return (originHeight * width) / originWidth;
}

public static int calcWidth(int height, int originWidth, int originHeight) {
return (originWidth * height) / originHeight;
}

®daiin ActivateMfaValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import com.andrew.mediastorage.server.api.constants.FormField;

import com.andrew.mediastorage.server.api.constants.StatusCode;

import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.entity.User;

import com.andrew.mediastorage.server.api.validator.ActivateMfavalidator;
import com.andrew.mediastorage.server.api.validator.Validator;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Component;

import java.util.HashMap;
import java.util.Map;

@Component
public class ActivateMfaValidatorImpl implements ActivateMfaValidator {

private Validator validator;
@Override
public FormStatusDto validate(String password, User user) {

Map<FormField, String> invalidFieldsMap = new HashMap<>();

invalidFieldsMap.putAll(validator.checkPassword(password, user.getPassword()));
invalidFieldsMap.putAll(validator.checkTryActivateMfa(user.isMfaActive()));
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FormStatusDto formStatusDto = new FormStatusDto();

if (invalidFieldsMap.size() > @) {
formStatusDto.setStatus(StatusCode.FAILURE);
formStatusDto.setInvalidFieldsMap(invalidFieldsMap);

} else {
formStatusDto.setStatus(StatusCode.SUCCESS);

}

return formStatusDto;
}
@Autowired

public void setValidator(Validator validator) {
this.validator = validator;

}

®daiin DeactivateMfaValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import com.andrew.mediastorage.server.api.constants.FormField;

import com.andrew.mediastorage.server.api.constants.StatusCode;

import com.andrew.mediastorage.server.api.dto.DeactivateMfaRequestDto;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.entity.User;

import com.andrew.mediastorage.server.api.validator.DeactivateMfaVvalidator;
import com.andrew.mediastorage.server.api.validator.Validator;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Component;

import java.util.HashMap;
import java.util.Map;

@Component
public class DeactivateMfaValidatorImpl implements DeactivateMfaValidator {

private Validator validator;

@Override
public FormStatusDto validate(DeactivateMfaRequestDto deactivateMfaRequestDto, User
user) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();

invalidFieldsMap.putAll(validator.checkPassword(deactivateMfaRequestDto.getPassword(),
user.getPassword()));

invalidFieldsMap.putAll(validator.checkMfaToken(deactivateMfaRequestDto.getMfaToken(),
user.getSecretKey(), user.getReserveTokenList()));
invalidFieldsMap.putAll(validator.checkTryDeactivateMfa(user.isMfaActive()));

FormStatusDto formStatusDto = new FormStatusDto();

if (invalidFieldsMap.size() > 0) {
formStatusDto.setStatus(StatusCode.FAILURE);
formStatusDto.setInvalidFieldsMap(invalidFieldsMap);
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} else {
formStatusDto.setStatus(StatusCode.SUCCESS);

}

return formStatusDto;
}
@Autowired

public void setValidator(Validator validator) {
this.validator = validator;
}

®daiin DeleteAccountValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import com.andrew.mediastorage.server.api.constants.FormField;

import com.andrew.mediastorage.server.api.constants.StatusCode;

import com.andrew.mediastorage.server.api.dto.DeleteAccountRequestDto;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.entity.User;

import com.andrew.mediastorage.server.api.validator.DeleteAccountValidator;
import com.andrew.mediastorage.server.api.validator.Validator;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Component;

import java.util.HashMap;
import java.util.Map;

@Component
public class DeleteAccountValidatorImpl implements DeleteAccountValidator {

private Validator validator;

@Override
public FormStatusDto validate(DeleteAccountRequestDto deleteAccountRequestDto, User
user) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();

invalidFieldsMap.putAll(validator.checkPassword(deleteAccountRequestDto.getPassword(),
user.getPassword()));
if (user.isMfaActive()) {

invalidFieldsMap.putAll(validator.checkMfaToken(deleteAccountRequestDto.getMfaToken(),
user.getSecretKey(), user.getReserveTokenList()));

FormStatusDto formStatusDto = new FormStatusDto();

if (invalidFieldsMap.size() > @) {
formStatusDto.setStatus(StatusCode.FAILURE);
formStatusDto.setInvalidFieldsMap(invalidFieldsMap);

} else {
formStatusDto.setStatus(StatusCode.SUCCESS);

}

return formStatusDto;
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}

@Autowired
public void setValidator(Validator validator) {

}

this.validator = validator;

®daiia RegistrationValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import
import
import
import
import
import
import
import

import
import

com.andrew.mediastorage.server.api.constants.FormField;
com.andrew.mediastorage.server.api.constants.StatusCode;
com.andrew.mediastorage.server.api.dto.FormStatusDto;
com.andrew.mediastorage.server.api.dto.RegistrationFormDto;
com.andrew.mediastorage.server.api.validator.RegistrationValidator;
com.andrew.mediastorage.server.api.validator.Validator;
org.springframework.beans.factory.annotation.Autowired;
org.springframework.stereotype.Component;

java.util.HashMap;
java.util.Map;

@Component

public

class RegistrationValidatorImpl implements RegistrationValidator {

Validator validator;

@Override
public FormStatusDto validate(RegistrationFormDto registrationFormDto) {

Map<FormField, String> invalidFieldsMap = new HashMap<>();

invalidFieldsMap.putAll(validator.validateFirstName(registrationFormDto.getFirstName()));

invalidFieldsMap.putAll(validator.validatelLastName(registrationFormDto.getLastName()));

invalidFieldsMap.putAll(validator.validateEmail(registrationFormDto.getEmail(),

false));

invalidFieldsMap.putAll(validator.validateUsername(registrationFormDto.getUsername(),
null, registrationFormDto.getEmail()));

invalidFieldsMap.putAll(validator.validatePassword(registrationFormDto.getPassword()));

FormStatusDto formStatusDto = new FormStatusDto();

if (invalidFieldsMap.size() > 0) {
formStatusDto.setStatus(StatusCode.FAILURE);
formStatusDto.setInvalidFieldsMap(invalidFieldsMap);

} else {
formStatusDto.setStatus(StatusCode.SUCCESS);

}

return formStatusDto;
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@Autowired
public void setValidator(Validator validator) {
this.validator = validator;

}

®daiin ResetPasswordValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import
import
import
import
import
import
import
import

import
import

com.
com.
com.
com.
com.
com.
org.
org.

andrew.
andrew.

andrew
andrew
andrew
andrew

mediastorage.
mediastorage.
.mediastorage.
.mediastorage.
.mediastorage.
.mediastorage.

server

server.

server
server
server
server

.api.
api.
.api.
.api.
.api
.api

constants.FormField;
constants.StatusCode;
dto.FormStatusDto;
dto.ResetPasswordRequestDto;

.validator.ResetPasswordValidator;
.validator.Vvalidator;

springframework.beans.factory.annotation.Autowired;
springframework.stereotype.Component;

java.util.HashMap;
java.util.Map;

@Component
public class ResetPasswordValidatorImpl implements ResetPasswordValidator {

private Validator validator;

@Override
public FormStatusDto validate(ResetPasswordRequestDto resetPasswordRequestDto) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();

invalidFieldsMap.putAll(validator.validateRestoreKey(resetPasswordRequestDto.getRestoreKey

invalidFieldsMap.putAll(validator.validatePassword(resetPasswordRequestDto.getNewPassword(

FormStatusDto formStatusDto =

if (invalidFieldsMap.size() > 0) {

new FormStatusDto();

formStatusDto.setStatus(StatusCode.FAILURE);
formStatusDto.setInvalidFieldsMap(invalidFieldsMap);

formStatusDto.setStatus(StatusCode.SUCCESS);

return formStatusDto;

0
1))
} else {
}
}
@Autowired

public void setValidator(Validator validator) {
this.validator = validator;

}
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®daiin RestoreValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import com.andrew.mediastorage.server.api.constants.FormField;

import com.andrew.mediastorage.server.api.constants.StatusCode;
import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.validator.Restorevalidator;
import com.andrew.mediastorage.server.api.validator.Validator;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Component;

import java.util.HashMap;
import java.util.Map;

@Component
public class RestoreValidatorImpl implements RestoreValidator {

private Validator validator;

@Override
public FormStatusDto validate(String email) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();

invalidFieldsMap.putAll(validator.validateEmail(email, true));

FormStatusDto formStatusDto = new FormStatusDto();

if (invalidFieldsMap.size() > @) {
formStatusDto.setStatus(StatusCode.FAILURE);
formStatusDto.setInvalidFieldsMap(invalidFieldsMap);

} else {
formStatusDto.setStatus(StatusCode.SUCCESS);

}

return formStatusDto;
}
@Autowired

public void setValidator(Validator validator) {
this.validator = validator;

}

®daiia SettingsValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import com.andrew.mediastorage.server.api.constants.FormField;

import com.andrew.mediastorage.server.api.constants.StatusCode;

import com.andrew.mediastorage.server.api.dto.BasicSettingsDto;

import com.andrew.mediastorage.server.api.dto.FormStatusDto;

import com.andrew.mediastorage.server.api.validator.SettingsValidator;
import com.andrew.mediastorage.server.api.validator.Validator;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Component;
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import java.util.HashMap;
import java.util.Map;

@Component
public class SettingsValidatorImpl implements SettingsValidator {

private Validator validator;

@Override
public FormStatusDto validateBasicSettings(BasicSettingsDto basicSettingsDto, String
previousUsername, String email) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();

invalidFieldsMap.putAll(validator.validateFirstName(basicSettingsDto.getFirstName()));

invalidFieldsMap.putAll(validator.validatelLastName(basicSettingsDto.getLastName()));
invalidFieldsMap.putAll(validator.validateUsername(basicSettingsDto.getUsername(),
previousUsername, email));

FormStatusDto formStatusDto = new FormStatusDto();

if (invalidFieldsMap.size() > 0) {
formStatusDto.setStatus(StatusCode.FAILURE);
formStatusDto.setInvalidFieldsMap(invalidFieldsMap);

} else {
formStatusDto.setStatus(StatusCode.SUCCESS);

}

return formStatusDto;
}
@Autowired

public void setValidator(Validator validator) {
this.validator = validator;

}

®daiia ValidatorImpl.java:

package com.andrew.mediastorage.server.validator;

import com.andrew.mediastorage.server.api.constants.FormField;

import com.andrew.mediastorage.server.api.entity.RegistrationRequest;
import com.andrew.mediastorage.server.api.entity.ReserveToken;

import com.andrew.mediastorage.server.api.entity.RestoreRequest;

import com.andrew.mediastorage.server.api.provider.MFATokenProvider;
import com.andrew.mediastorage.server.api.service.RegistrationRequestService;
import com.andrew.mediastorage.server.api.service.RestoreRequestService;
import com.andrew.mediastorage.server.api.service.UserService;

import com.andrew.mediastorage.server.api.validator.Validator;

import com.andrew.mediastorage.server.property.FieldsValidationProperties;
import com.andrew.mediastorage.server.property.ResourcesProperties;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.security.crypto.password.PasswordEncoder;
import org.springframework.stereotype.Component;
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import java.util.Arrays;
import java.util.HashMap;
import java.util.List;
import java.util.Map;

@Component
public class ValidatorImpl implements Validator {

private UserService userService;
private RegistrationRequestService registrationRequestService;
private RestoreRequestService restoreRequestService;

private MFATokenProvider mfaTokenProvider;
private PasswordEncoder passwordEncoder;

private ResourcesProperties resourcesProperties;
private FieldsValidationProperties fieldsValidationProperties;

@Override
public Map<FormField, String> validateFirstName(String firstName) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (firstName == null) {
invalidFieldsMap.put(FormField.FIRST_NAME,
resourcesProperties.getNullFieldErrorMsg());
} else if (!firstName.matches(fieldsValidationProperties.getFirstNameRegEx())) {
invalidFieldsMap.put(FormField.FIRST_NAME,
resourcesProperties.getForbiddenFirstNameErrorMsg());

}

return invalidFieldsMap;

}

@Override
public Map<FormField, String> validatelLastName(String lastName) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (lastName == null) {
invalidFieldsMap.put(FormField.LAST_NAME,
resourcesProperties.getNullFieldErrorMsg());
} else if (!lastName.matches(fieldsValidationProperties.getLastNameRegEx())) {
invalidFieldsMap.put(FormField.LAST_NAME,
resourcesProperties.getForbiddenLastNameErrorMsg());

}

return invalidFieldsMap;

}

@Override
public Map<FormField, String> validateEmail(String email, boolean mustExist) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (email == null) {
invalidFieldsMap.put(FormField.EMAIL,
resourcesProperties.getNullFieldErrorMsg());
} else if (lemail.contains("@")) {
invalidFieldsMap.put(FormField.EMAIL,
resourcesProperties.getInvalidEmailErrorMsg());
} else {
if (userService.findByEmail(email) != null) {
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if (!mustExist) {
invalidFieldsMap.put(FormField.EMAIL,
resourcesProperties.getBusyEmailErrorMsg());

}
} else {
if (mustExist) {
invalidFieldsMap.put(FormField.EMAIL,
resourcesProperties.getMissingAccountByEmailErrorMsg());

}
}
}
return invalidFieldsMap;
}
@Override

public Map<FormField, String> validateUsername(String username, String
previousUsername, String email) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (username == null) {
invalidFieldsMap.put(FormField.USERNAME,
resourcesProperties.getNullFieldErrorMsg());
} else if (email == null) {
invalidFieldsMap.put(FormField.EMAIL,
resourcesProperties.getNullFieldErrorMsg());
} else if (lusername.equals(previousUsername)) {
if (lusername.matches(fieldsValidationProperties.getUsernameRegEx())) {
invalidFieldsMap.put(FormField.USERNAME,
resourcesProperties.getForbiddenUsernameErrorMsg());
} else if
(getSplitValues(fieldsValidationProperties.getReservedUsernames()).contains(username)) {
invalidFieldsMap.put(FormField.USERNAME,
resourcesProperties.getReservedUsernameErrorMsg());
} else if (userService.findByUsername(username) != null) {
invalidFieldsMap.put(FormField.USERNAME,
resourcesProperties.getBusyUsernameErrorMsg());
} else {
RegistrationRequest registrationRequest =
registrationRequestService.findByUsername(username);
if (registrationRequest != null &&
IregistrationRequest.getEmail().equals(email)) {
invalidFieldsMap.put(FormField.USERNAME,
resourcesProperties.getBusyUsernameErrorMsg());

}
}
return invalidFieldsMap;
}
@Override

public Map<FormField, String> validatePassword(String password) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (password == null) {
invalidFieldsMap.put(FormField.PASSWORD,
resourcesProperties.getNullFieldErrorMsg());
} else if (!password.matches(fieldsValidationProperties.getPasswordRegEx())) {
invalidFieldsMap.put(FormField.PASSWORD,
resourcesProperties.getForbiddenPasswordErrorMsg());
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}

return invalidFieldsMap;

}

@Override
public Map<FormField, String> checkPassword(String password, String passwordHash)
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (password == null) {
invalidFieldsMap.put(FormField.PASSWORD,
resourcesProperties.getNullFieldErrorMsg());
} else if (!passwordEncoder.matches(password, passwordHash)) {
invalidFieldsMap.put(FormField.PASSWORD,
resourcesProperties.getWrongPasswordErrorMsg());

}

return invalidFieldsMap;

}

@Override
public Map<FormField, String> checkTryActivateMfa(boolean mfaActive) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (mfaActive) {
invalidFieldsMap.put(FormField.ALL_FIELDS,
resourcesProperties.getMfalsAlreadyActivatedErrorMsg());

}

return invalidFieldsMap;

}

@Override
public Map<FormField, String> checkTryDeactivateMfa(boolean mfaActive) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (!mfaActive) {
invalidFieldsMap.put(FormField.ALL_FIELDS,
resourcesProperties.getMfalsAlreadyDeactivatedErrorMsg());

}

return invalidFieldsMap;

}

@Override
public Map<FormField, String> checkMfaToken(String mfaToken, String secretkKey,
List<ReserveToken> reserveTokenList) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
if (!mfaTokenProvider.verifyTotp(mfaToken, secretKey)) {

ReserveToken selectedReserveToken = reserveTokenList.stream()
.filter(reserveToken -> reserveToken.getValue().equals(mfaToken))
.findFirst().orElse(null);

if (selectedReserveToken == null) {

invalidFieldsMap.put(FormField.MFA_TOKEN,
resourcesProperties.getInvalidMfaTokenErrorMsg());

}
}
return invalidFieldsMap;
}
@Override

public Map<FormField, String> validateRestoreKey(String restoreKey) {
Map<FormField, String> invalidFieldsMap = new HashMap<>();
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RestoreRequest restoreRequest =
restoreRequestService.findByRestoreKey(restorekey);
if (restoreRequest == null) {
invalidFieldsMap.put(FormField.RESTORE_KEY,
resourcesProperties.getInvalidRestoreKeyErrorMsg());

}

return invalidFieldsMap;

}

private List<String> getSplitValues(String property) {
return Arrays.aslList(property.split(fieldsValidationProperties.getSeparator()));

}

@Autowired
public void setUserService(UserService userService) {
this.userService = userService;

}

@Autowired
public void setRegistrationRequestService(RegistrationRequestService
registrationRequestService) {
this.registrationRequestService = registrationRequestService;

}

@Autowired
public void setRestoreRequestService(RestoreRequestService restoreRequestService) {
this.restoreRequestService = restoreRequestService;

}

@Autowired
public void setMfaTokenProvider(MFATokenProvider mfaTokenProvider) {
this.mfaTokenProvider = mfaTokenProvider;

}

@Autowired
public void setPasswordEncoder(PasswordEncoder passwordEncoder) {
this.passwordEncoder = passwordEncoder;

}

@Autowired
public void setResourcesProperties(ResourcesProperties resourcesProperties) {
this.resourcesProperties = resourcesProperties;

}

@Autowired
public void setFieldsValidationProperties(FieldsValidationProperties
fieldsValidationProperties) {
this.fieldsValidationProperties = fieldsValidationProperties;

}

®daiia application.properties:

spring.datasource.url=jdbc:mysql://localhost:3306/media_storage?createDatabaselfNotExist=t
rue
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spring.datasource.username=root
spring.datasource.password=password
spring.jpa.hibernate.ddl-auto=update

spring.jpa.properties.hibernate.dialect=org.hibernate.dialect.MySQL8Dialect
spring.datasource.driver-class-name=com.mysql.cj.jdbc.Driver
spring.jpa.open-in-view=false

spring.mail.host=smtp.gmail.com

spring.mail.port=587
spring.mail.username=media.storage.official@gmail.com
spring.mail.password=rmaxdafbshyxrvmt
spring.mail.properties.mail.smtp.auth=true
spring.mail.properties.mail.smtp.starttls.enable=true

spring.servlet.multipart.max-file-size=40MB
spring.servlet.multipart.max-request-size=800MB

# logging.level.org.springframework=DEBUG
logging.level.com.andrew.mediastorage.server=DEBUG

®daiia fields Validation.properties:

fields-validation.firstNameRegEx=[a-zA-Za-aA-Ailile€rr-]1{2,15}
fields-validation.lastNameRegEx=[a-zA-Za-aA-Ailile€rr-1{2,15}
fields-validation.usernameRegEx=[a-zA-Z0-9_]{2,20}

fields-validation.passwordRegEx=.{8,}

fields-
validation.reservedUsernames=resetPassword,confirm,restore,,about,access,account,accounts
,activate,activities,activity,ad,add,address,adm,admin,administration,administrator,ads,ad
ult,advertising,affiliate,affiliates,ajax,all,alpha,analysis,analytics,android,anon,anonym
ous,api,app,apps,archive,archives,article,asct,asset,atom,auth,authentication,avatar,backu
p,balancer-

manager, banner,banners,beta,billing,bin,blog,blogs,board, book,bookmark,bot,bots,bug,busine
ss,cache,cadastro, calendar,call,campaign,cancel,captcha,career,careers,cart,categories,cat
egory,cgi,cgi-

bin,changelog,chat,check,checking, checkout,client,cliente,clients,code,codereview,comercia
1, comment, comments,communities, community, company, compare, compras,config, configuration,conn
ect,contact,contact-

us, contact_us,contactus,contest,contribute,corp,create,css,dashboard,data,db,default,delet
e,demo,design,designer,destroy,dev,devel,developer,developers,diagram,diary,dict,dictionar
y,die,dir,direct_messages,directory,dist,doc,docs,documentation,domain,download, downloads,
ecommerce,edit,editor,edu,education,email,employment,empty,end,enterprise,entries,entry,er
ror,errors,eval,event,everyone,exit,explore,facebook,faq, favorite,favorites,feature,featur
es, feed, feedback, feeds,file,files,first,flash,fleet,fleets,flog,follow,followers,following
,forgot, form, forum,forums, founder, free,friend,friends, ftp,gadget, gadgets,game, games,get,gh
ost,gift,gifts,gist,github,graph,group,groups,guest,guests,help,home,homepage,host,hosting
,hostmaster,hostname, howto,hpg, html,http,httpd, https,i,iamges,icon,icons,id,idea,ideas,ima
ge,images,imap,img,index,indice, info,information,inquiry, instagram, intranet,invitations,in
vite,ipad,iphone,irc,is,issue,issues,it,item,items,java,javascript, job,jobs,join,js,json,j
ump,knowledgebase, language,languages, last, ldap-
status,legal,license,link,links,linux,list,lists,log,log-in,log-

out,log_in,log out,login,logout,logs,m,mac,mail,maill,mail2,mail3, maild,mail5,mailer,maili
ng,maintenance,manager,manual,map,maps,marketing,master,me,media, member,members,message,me
ssages,messenger,microblog,microblogs,mine,mis, mob,mobile,movie,movies,mp3,msg,msn,music,m
usicas,mx,my,mysql,name,named,nan,navi,navigation,net,network, new,news,newsletter,nick,nic
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kname,notes,noticias,notification,notifications,notify,ns,nsl,ns10,ns2,ns3,ns4,ns5,ns6,ns7
,ns8,ns9,null,oauth,oauth_clients,offer,offers,official,old,online, openid,operator,order,o
rders,organization,organizations,overview,owner,owners,page,pager,pages,panel,password,pay
ment, perl,phone, photo,photoalbum,photos, php,phpmyadmin,phppgadmin,phpredisadmin,pic,pics,p
ing,plan,plans,plugin,plugins,policy,pop,pop3,popular,portal,post,postfix,postmaster,posts
,pr,premium,press,price,pricing,privacy,privacy-
policy,privacy_policy,privacypolicy,private,product,products,profile,project,projects,prom
0,pub,public,purpose, put,python,query,random, ranking,read, readme,recent,recruit, recruitmen
t,register,registration,release,remove,replies,report,reports,repositories,repository,req,
request, requests,reset, roc,root,rss,ruby,rule,sag,sale,sales,sample,samples,save,school,sc
ript,scripts,search,secure,security,self,send,server,server-info, server-
status,service,services,session,sessions,setting,settings,setup,share,shop, show,sign-
in,sign-

up,sign_in,sign_up,signin,signout, signup,site,sitemap,sites, smartphone,smtp,soporte,source
,spec,special,sql,src,ssh,ssl,ssladmin,ssladministrator,sslwebmaster,staff,stage,staging,s
tart,stat,state,static,stats,status,store,stores,stories,style,styleguide,stylesheet,style
sheets,subdomain, subscribe, subscriptions, suporte, support, svn, swf, sys,sysadmin,sysadministr
ator,system,tablet,tablets,tag,talk,task,tasks,team, teams,tech,telnet,term,terms,terms-of-
service,terms_of_service,termsofservice,test,testl,test2,test3,teste,testing,tests,theme,t
hemes,thread, threads, tmp,todo,tool,tools,top,topic,topics,tos,tour,translations,trends,tut
orial,tux,tv,twitter,undef,unfollow,unsubscribe,update,upload,uploads,url,usage,user,usern
ame,users,usuario,vendas,ver,version,video,videos,visitor,watch,weather,web,webhook,webhoo
ks,webmail,webmaster,website,websites,welcome,widget,widgets,wiki,win,windows,word,work,wo
rks,workshop, ww, wws , www , wwwl , www2 , www3 , wwwd , WWW5 , WWW6 , WWW7 , WWWS , wwww , XTn, xm1l, xmpp, Xpg, XXX,
yaml,year,yml,you,yourdomain,yourname,yoursite,yourusername

fields-validation. separators=,

®daiia jwt.properties:

jwt.secretKey=secret key :)

# 10 min (time in ms)
jwt.accessTokenExpirationTime=600000

# 12 hour (time in ms)
jwt.refreshTokenExpirationTime=43200000

®daiia log4j2.xml:

<?xml version="1.0" encoding="UTF-8"?>
<Configuration status="WARN">
<Properties>
<Property name="pattern">%d{yyyy-MM-dd HH:mm:ss.SSS} %-5p {%t} [%c{1}] -
%m%n< /Property>
<Property name="log.dir">./log</Property>
</Properties>
<Appenders>
<Console name="system-out" target="SYSTEM_OUT">
<ThresholdFilter level="warn" onMatch="DENY" onMismatch="NEUTRAL"/>
<PatternLayout pattern="${pattern}"/>
</Console>
<Console name="system-err" target="SYSTEM_ERR">
<ThresholdFilter level="warn" onMatch="NEUTRAL" onMismatch="DENY"/>
<PatternLayout pattern="${pattern}"/>
</Console>
<RollingFile name="file-out-debug"
fileName="¢${log.dir}/log-debug.log"
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filePattern="${log.dir}/log-debug.log-%d{yyyyMMddHHmmss}.zip"
append="true">
<Policies>
<SizeBasedTriggeringPolicy size="56MB"/>
</Policies>
<DefaultRolloverStrategy max="100">
<Delete basePath="${log.dir}">
<IfFileName glob="1log-debug.log*.zip">
<IfAny>
<IflLastModified age="10d"/>
<IfAccumulatedFileCount exceeds="100"/>
</IfAny>
</IfFileName>
</Delete>
</DefaultRolloverStrategy>
<ThresholdFilter level="DEBUG" onMatch="NEUTRAL" onMismatch="DENY"/>
<PatternLayout pattern="${pattern}"/>
</RollingFile>
<RollingFile name="file-out-info"
fileName="¢{log.dir}/log-info.log"
filePattern="${log.dir}/log-info.log-%d{yyyyMMddHHmmss}.zip"
append="true">
<Policies>
<SizeBasedTriggeringPolicy size="56MB"/>
</Policies>
<DefaultRolloverStrategy max="100">
<Delete basePath="${log.dir}">
<IfFileName glob="log-info.log*.zip">
<IfAny>
<IflLastModified age="10d"/>
<IfAccumulatedFileCount exceeds="100"/>
</IfAny>
</IfFileName>
</Delete>
</DefaultRolloverStrategy>
<ThresholdFilter level="INFO" onMatch="NEUTRAL" onMismatch="DENY"/>
<PatternLayout pattern="${pattern}"/>
</RollingFile>
</Appenders>
<Loggers>
<Root level="info">
<AppenderRef ref="system-out"/>
<AppenderRef ref="system-err"/>
<AppenderRef ref="file-out-debug"/>
<AppenderRef ref="file-out-info"/>
</Root>
</Loggers>
</Configuration>

®daiin1 media.properties:

media.previewImageHeight=200
media.medialistBlockSize=100

daiin resources.properties:
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resources.
resources.
resources.
resources.
resources.
BigcyTHin!
resources.
resources.
resources.
resources.
resources.
resources.
resources.
resources.
resources.
resources.
resources.
resources.

forbiddenFirstNameErrorMsg=3abopoHeHe im'a!
forbiddenLastNameErrorMsg=3abopoHeHe npissuwe!
invalidEmailErrorMsg=HepiiicHa enekTpoHHa aapeca!
busyEmailErrorMsg=Email 3aHaTwi!
missingAccountByEmailErrorMsg=061ikoBuii 3anuc 3 Ui€ eNneKTPOHHOK MOWTOH

forbiddenUsernameErrorMsg=3abopoHeHuit username!
reservedUsernameErrorMsg=3ape3epBoBaHe 3Ha4eHHSA!
busyUsernameErrorMsg=Username 3aHATUn!
forbiddenPasswordErrorMsg=MiHimanbHa [fOBXMHa naposw 8 cumBonis!
wrongPasswordErrorMsg=XvwbHuit naposb!
mfalsAlreadyActivatedErrorMsg=/lBopakTopHa ayTeHTudikauia Bxe akTuBOBaHa!
mfalsAlreadyDeactivatedErrorMsg=[lBopakTopHa ayTeHTUdikauis BuKHeHa!
invalidMfaTokenErrorMsg=Xu6bHuunit MFA TokeH!
invalidRestoreKeyErrorMsg=XnbHe nocunaHHA AaA 3MiHWM naponto!
nullFieldErrorMsg=le none He moxe 6yTu null!
confirmMailSubjectText=MNiaTBEepAxXeHHA peecTpauil akayHTy!
confirmMailBodyText=[lna niaTBepAXeHHA peecTpauil akayHTy nepengite 3a UiNbOBMM

NnocUNaHHAM: %S

resources.
resources.

restoreMailSubjectText=3miHa naposnw!
restoreMailBodyText=[lna 3MiHM naposiw A0 aKayHTy nepengiTbe 3a LiNbOBMM MOCWUIAHHAM

Ta BKaxiTb HoBWK naponb: %s

daiia storage.properties:

storage.previewMediaFolderPath=D:/Coursework/storage/preview
storage.mediaFolderPath=D:/Coursework/storage/media
storage.avatarFolderPath=D:/Coursework/storage/avatar

®daiin system.properties:

system.clientServerUrl=http://localhost:4200

Jonarok 2

DaiiiM KJIIEHTCHKOI YACTHHM NMPOEKTY:

®daiia activate-mfa-dialog.component.html:

<div class="dialog-background">
<div class="dialog-container">
<div *ngIf="!showActivateMfaSuccessfulMessage; else activateMfaSuccessfulMessage">
<form #form="ngForm” (ngSubmit)="onSubmit(form)">
<div class="def-title text-center">

<h5>AkTBYBaTK ABOPaKTOpHY aBTeHTudikauyiw</h5>

</div>
<div class="input-field">

<input type="password" name="password" class="form-control shadow-none def-

input" placeholder="Naponp"

ngModel #password="ngModel"
[class.is-invalid]="password.touched && password.invalid"
[class.is-valid]="password.touched && password.valid"
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autocomplete="off" required>
<div class="invalid-feedback"

[class.d-block]="errorMessages.has(password.name) &&
password.invalid">{{errorMessages.get(password.name)}}</div>

</div>
<div class="input-field">
<div class="row">
<div class="col-6">

<button type="button" class="btn back-btn" (click)="cancel()">

CkacyBaTtu
</button>
</div>
<div class="col-6">

<button type="submit" class="btn def-btn">

AKTMBYBaTu
</button>
</div>
</div>
</div>
</form>
</div>
<ng-template #activateMfaSuccessfulMessage>
<div style="width: 310px">
<div class="input-field">

BipnckaHynTe QR-kon anAa reHepauil MFA TokeHiB pna Bxoay.

</div>

<div class="input-field d-flex justify-content-center">

<div class="col-9">
<img class="img-fluid" src="{{qgrCode}}">
</div>
</div>
<div class="input-field">

<span class="text-break">{{secretKey}}</span>

</div>

<div class="input-field text-center">
Pe3epBHi TOKeHH:

</div>

<div class="input-field">
<0l class="two-columns text-center">

<1li *ngFor="let reserveToken of reserveTokenList">{{reserveToken}}</1li>

</ol>
</div>

<div class="input-field d-flex justify-content-center">

<div class="col-5">

<input type="button" value="3akputu" class="btn back-btn" (click)="close()">

</div>
</div>
</div>
</ng-template>
</div>
</div>

®daiia activate-mfa-dialog.component.ts:

import {Component} from '@angular/core';

import {MatDialogRef} from "@angular/material/dialog";
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import {AuthService} from "../shared/service/auth.service";
import {StatusCodes} from "../shared/constants/status-codes";
import CommonUtil from "../shared/util/common-util";

import {NgForm} from "@angular/forms";

@Component ({
selector: 'app-activate-mfa-dialog',
templateUrl: './activate-mfa-dialog.component.html',
styleUrls: ['./activate-mfa-dialog.component.scss']

1}

export class ActivateMfaDialogComponent {

grCode!: string
secretKey!: string
reserveTokenList!: string[]

showActivateMfaSuccessfulMessage = false
errorMessages = new Map<string, string>();

constructor(
private dialogRef: MatDialogRef<ActivateMfaDialogComponent>,
private authService: AuthService,

) 1

}

onSubmit(form: NgForm) {
if (form.valid) {
this.authService.activateMfa(form.value.password).subscribe({
next: data => {

let formStatus = data.formStatusDto

if (formStatus.status == StatusCodes.FAILURE) {
this.errorMessages = CommonUtil.updateForm(form, formStatus)

} else if (formStatus.status == StatusCodes.SUCCESS) {
this.qrCode = data.grCode
this.secretKey = data.secretKey
this.reserveTokenlList = data.reserveTokenList
this.showActivateMfaSuccessfulMessage = true

} else {
this.dialogRef.close()

}
s
error: () => {
this.dialogRef.close()
}

})
} else {

this.setFormFieldsTouched(form, true)

}
}

setFormFieldsTouched(form: any, type: boolean) {
form.controls.password.touched = type

}

close() {
this.dialogRef.close(true)
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}

cancel() {
this.dialogRef.close()

}

®daiia app-routing.module.ts:

import {NgModule} from '@angular/core’;

import {RouterModule, Routes} from '@angular/router’;

import {UserComponent} from "./user/user.component”;

import {LoginComponent} from "./login/login.component";

import {SettingsComponent} from "./settings/settings.component™”;

import {RegistrationComponent} from "./registration/registration.component”;
import {ConfirmComponent} from "./confirm/confirm.component";

import {RestoreComponent} from "./restore/restore.component”;

import {ResetPasswordComponent} from "./reset-password/reset-password.component”;
import {MessageComponent} from "./message/message.component”;

const routes: Routes = [
{path: "', component: LoginComponent},
{path: 'registration', component: RegistrationComponent},
{path: 'confirm/:key', component: ConfirmComponent},
{path: 'restore', component: RestoreComponent},
{path: 'resetPassword/:key', component: ResetPasswordComponent},
{path: 'users/:username', component: UserComponent},
{path: 'settings', component: SettingsComponent},
{path: 'message', component: MessageComponent}

15

@NgModule({
imports: [RouterModule.forRoot(routes)],
exports: [RouterModule]

})
export class AppRoutingModule {

}

®daiia app.component.html:

<router-outlet></router-outlet>

®daiisg app.component.ts:

import {Component} from '@angular/core';

@Component ({
selector: 'app-root’,
templateUrl: './app.component.html',
styleUrls: ['./app.component.scss']
})
export class AppComponent {

165



®daiia app.module.ts:

import {NgModule} from '@angular/core’;
import {BrowserModule} from '@angular/platform-browser’;
import {AppRoutingModule} from './app-routing.module’;
import {AppComponent} from './app.component';
import {LAZYLOAD_ IMAGE_HOOKS, LazylLoadImageModule} from "ng-lazyload-image";
import {HTTP_INTERCEPTORS, HttpClientModule} from "@angular/common/http";
import {UserComponent} from './user/user.component’;
import {IsVisibleDirective} from './shared/directive/is-visible.directive’;
import {HeaderComponent} from './header/header.component’;
import {LoginComponent} from './login/login.component';
import {SettingsComponent} from './settings/settings.component"’;
import {JWT_OPTIONS, JwtHelperService, JwtModule} from "@authe/angular-jwt";
import {AuthInterceptor} from "./shared/interceptor/auth.interceptor”;
import {LazyLoadImageHooks} from "./shared/hooks/lazy-load-image-hooks";
import {FormsModule} from "@angular/forms";
import {RegistrationComponent} from './registration/registration.component’;
import {ConfirmComponent} from './confirm/confirm.component’;
import {RestoreComponent} from './restore/restore.component’;
import {ResetPasswordComponent} from './reset-password/reset-password.component’;
import {MessageComponent} from './message/message.component’;
import {MatDialogModule} from "@angular/material/dialog";
import { DeleteAccountDialogComponent } from './delete-account-dialog/delete-account-
dialog.component';
import { ActivateMfaDialogComponent } from './activate-mfa-dialog/activate-mfa-
dialog.component';
import { DeactivateMfaDialogComponent } from './deactivate-mfa-dialog/deactivate-mfa-
dialog.component';
import {NgOtpInputModule} from "ng-otp-input”;
@NgModule({
declarations: [

AppComponent,

UserComponent,

IsVisibleDirective,

HeaderComponent,

LoginComponent,

SettingsComponent,

RegistrationComponent,

ConfirmComponent,

RestoreComponent,

ResetPasswordComponent,

MessageComponent,

DeleteAccountDialogComponent,
ActivateMfaDialogComponent,
DeactivateMfaDialogComponent

1,

imports: [
BrowserModule,
AppRoutingModule,
HttpClientModule,
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JwtModule,
LazyLoadImageModule,
FormsModule,
MatDialogModule,
NgOtpInputModule
1s
providers: [
{provide: HTTP_INTERCEPTORS, useClass: AuthInterceptor, multi: true},
{provide: JWT_OPTIONS, useValue: JWT_OPTIONS},
{provide: LAZYLOAD_IMAGE_HOOKS, useClass: LazylLoadImageHooks},
JwtHelperService

1,
bootstrap: [AppComponent]

})
export class AppModule {

}

®daiia confirm.component.ts:

import {Component} from '@angular/core';

import {ActivatedRoute, Params, Router} from "@angular/router";

import {AuthService} from "../shared/service/auth.service";

import {MessageDataService} from "../shared/service/message-data.service";

@Component ({
selector: 'app-confirm',
templateUrl: './confirm.component.html',
styleUrls: ['./confirm.component.scss']
})

export class ConfirmComponent {

constructor(
private router: Router,
private activatedRoute: ActivatedRoute,
private authService: AuthService,
private messageDataService: MessageDataService

) 1
}

async ngOnInit() {

if (this.authService.getAuthCredentials()) {
await this.router.navigate([ users/${this.authService.getUsername()} ])
return

}

this.activatedRoute.params.subscribe((params: Params) => {
this.authService.confirm(params[ 'key']).subscribe({

next: data => {

this.messageDataService.title = "Birtaw!"
this.messageDataService.text = "AkayHT ycniwHo cTBOpeHO."
this.router.navigate(['/message’'])

}s

error: error => {
this.router.navigate([''])
}
)
1)
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®daiia deactivate-mfa-dialog.component.html:

<div class="dialog-background">
<div class="dialog-container">
<div *ngIf="!showDeactivateMfaSuccessfulMessage; else deactivateMfaSuccessfulMessage"
style="width: 263px">
<form #form="ngForm” (ngSubmit)="onSubmit(form)">
<div class="def-title text-center">
<h5>BUMKHYTUK ABOQaKTOpHY aBTeHTudikauiw</h5>
</div>
<div>
<div class="invalid-feedback"
[class.d-
block]="errorMessages.has('allFields')">{{errorMessages.get('allFields"')}}</div>
</div>
<div class="input-field">
<input type="password" name="password" placeholder="MNMaponb" class="form-control
shadow-none def-input"
[ (ngModel) ]="deactivateMfaRequest.password" #password="ngModel"
autocomplete="off" required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(password.name) &&
password.invalid">{{errorMessages.get(password.name)}}</div>
</div>
<div class="input-field text-center">
MFA token
</div>
<div class="input-field">
<div>
<input type="text" name="mfaToken"
[(ngModel) ]="deactivateMfaRequest.mfaToken" #mfaToken="ngModel"
autocomplete="off" maxlength="6" minlength="6" hidden required>
</div>
<div class="d-flex justify-content-center">
<ng-otp-input (onInputChange)="onOtpChange($event)"
[config]="otpInputConfig"></ng-otp-input>
</div>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(mfaToken.name) &&
mfaToken.invalid">{{errorMessages.get(mfaToken.name)}}</div>
</div>
<div class="input-field">
<div class="row">
<div class="col-6">
<button type="button" class="btn back-btn" (click)="cancel()">
CkacyBaTu
</button>
</div>
<div class="col-6">
<button type="submit" class="btn def-btn">
BMMKHYTH
</button>
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</div>
</div>
</div>
</form>
</div>
</div>
<ng-template #deactivateMfaSuccessfulMessage>
<div>
<div class="def-title text-center">
<h5>/BopakTopHy aBTeHTUdikauiw BUMKHeHO!</h5>
</div>
<div class="input-field d-flex justify-content-center">
<div class="col-5">
<input type="button" value="3akputu" class="btn back-btn" (click)="close()">
</div>
</div>
</div>
</ng-template>
</div>

®daiin deactivate-mfa-dialog.component.ts:

import {Component, ViewChild} from '@angular/core’;
import {MatDialogRef} from "@angular/material/dialog";

import {AuthService} from "../shared/service/auth.service";
import {NgForm} from "@angular/forms";
import {StatusCodes} from "../shared/constants/status-codes";

import CommonUtil from "../shared/util/common-util";
import {DeactivateMfaRequest} from "../shared/model/deactivate-mfa-request";
import {NgOtpInputComponent, NgOtpInputConfig} from "ng-otp-input";

@Component ({
selector: 'app-deactivate-mfa-dialog',
templateUrl: './deactivate-mfa-dialog.component.html’,
styleUrls: ['./deactivate-mfa-dialog.component.scss']

)

export class DeactivateMfaDialogComponent {

deactivateMfaRequest = new DeactivateMfaRequest()
showDeactivateMfaSuccessfulMessage = false

errorMessages = new Map<string, string>();

otpInputConfig: NgOtpInputConfig = {
length: 6,
isPasswordInput: true,
allowNumbersOnly: true,
containerClass: "d-flex",
inputClass: "form-control shadow-none otp-input test",

}

constructor(
private dialogRef: MatDialogRef<DeactivateMfaDialogComponent>,
private authService: AuthService,

) 1

}
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onSubmit(form: NgForm) {
if (form.valid) {
this.authService.deactivateMfa(this.deactivateMfaRequest).subscribe({
next: data => {
if (data.status == StatusCodes.FAILURE) {
this.errorMessages = CommonUtil.updateForm(form, data)
} else if (data.status == StatusCodes.SUCCESS) {
this.showDeactivateMfaSuccessfulMessage = true
} else {
this.dialogRef.close()
}
}s
error: () => {
this.dialogRef.close()
}

})
} else {

this.setFormFieldsTouched(form, true)
}
}

setFormFieldsTouched(form: any, type: boolean) {
form.controls.password.touched = type
form.controls.mfaToken.touched = type

}

onOtpChange(value: string) {
this.deactivateMfaRequest.mfaToken = value

}

close() {
this.dialogRef.close(true)

}

cancel() {
this.dialogRef.close()

}

®daiia delete-account-dialog.component.html:

<div class="dialog-background">
<div class="dialog-container">
<form #form="ngForm" (ngSubmit)="onSubmit(form)">
<div class="def-title text-center">
<h5>Buganutun obnikosuit 3anuc</hs5>
</div>
<div class="input-field">
<input type="password" name="password" placeholder="MNMaponp" class="form-control
shadow-none def-input"
[ (ngModel) ]="deleteAccountRequest.password"” #password="ngModel"
autocomplete="off" required>
<div class="invalid-feedback"
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[class.d-block]="errorMessages.has(password.name) &&
password.invalid">{{errorMessages.get(password.name)}}</div>
</div>
<div *ngIf="mfaActive" class="input-field">
<div class="input-field text-center">
MFA token
</div>
<div>
<input type="text" name="mfaToken"
[ (ngModel) ]="deleteAccountRequest.mfaToken" #mfaToken="ngModel"
autocomplete="off" maxlength="6" minlength="6" hidden required>
</div>
<div class="d-flex justify-content-center">
<ng-otp-input (onInputChange)="onOtpChange($event)"
[config]="otpInputConfig"></ng-otp-input>
</div>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(mfaToken.name) &&
mfaToken.invalid">{{errorMessages.get(mfaToken.name)}}</div>
</div>
<div class="input-field">
<div class="row">
<div class="col-6">
<button type="button" class="btn back-btn" (click)="cancel()">
CkacyBaTu
</button>
</div>
<div class="col-6">
<button type="submit" class="btn def-btn">
Bunpanntu
</button>
</div>
</div>
</div>
</form>
</div>
</div>

®daiia delete-account-dialog.component.ts:

import {Component, Inject} from '@angular/core’;

import {MAT_DIALOG_DATA, MatDialogRef} from "@angular/material/dialog";
import {AuthService} from "../shared/service/auth.service";

import {DeleteAccountRequest} from "../shared/model/delete-account-request";
import {StatusCodes} from "../shared/constants/status-codes";

import CommonUtil from "../shared/util/common-util";

import {NgForm} from "@angular/forms";

import {NgOtpInputConfig} from "ng-otp-input”;

@Component ({
selector: 'app-delete-account-dialog',
templateUrl: './delete-account-dialog.component.html’,
styleUrls: ['./delete-account-dialog.component.scss']

P

export class DeleteAccountDialogComponent {
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deleteAccountRequest = new DeleteAccountRequest()
mfaActive: boolean

errorMessages = new Map<string, string>();

otpInputConfig: NgOtpInputConfig = {
length: 6,
isPasswordInput: true,
allowNumbersOnly: true,
containerClass: "d-flex",
inputClass: "form-control shadow-none otp-input test",

}

constructor(
private dialogRef: MatDialogRef<DeleteAccountDialogComponent>,
@Inject (MAT_DIALOG_DATA) mfaActive: boolean,
private authService: AuthService,

) 1

this.mfaActive = mfaActive

}

onSubmit(form: NgForm) {
if (form.valid) {
this.authService.deleteAccount(this.deleteAccountRequest).subscribe({
next: data => {

if (data.status == StatusCodes.FAILURE) {
this.errorMessages = CommonUtil.updateForm(form, data)

} else if (data.status == StatusCodes.SUCCESS) {
this.dialogRef.close(true)

} else {
this.dialogRef.close()

})
} else {

this.setFormFieldsTouched(form, true)
}
}

setFormFieldsTouched(form: any, type: boolean) {
form.controls.password.touched = type
if (this.mfaActive) {
form.controls.mfaToken.touched = type
}
}

onOtpChange(value: any) {
this.deleteAccountRequest.mfaToken = value

}

cancel() {
this.dialogRef.close()

}
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®aiin header.component.html:

<div class="header">
<div class="logo-panel">

<span style="color: #FAFAFA; font-size: 30px">L0OGO</span>

</div>
<div class="tabs-panel">

<a *ngIf="showSettingsPage()" [routerLink]="['/settings']" class="tab">
<div class="tab-box">HanawtyBaHHsa</div>

</a>

<a *ngIf="showUserPage()" [routerLink]="['/users', username]" class="tab">
<div class="tab-box">lanepesa</div>

</a>

<button class="tab" (click)="logout()">Buxia</button>

</div>
</div>

®daiin header.component.scss:

.header {
display: flex;
position: fixed;

left: ©o;
right: 0;
top: O;

z-index: 100;
background-color: #212932;
height: 56px;

}

.logo-panel {
width: 15%;
height: 100%;
display: flex;
justify-content: center;
align-items: center;

}

.tabs-panel {
width: 85%;
height: 100%;
display: flex;
justify-content: flex-end;
padding-right: 30px;

}

.tabs-panel a {
text-decoration: none;

}

.tab {
height: 100%;
padding-inline: 15px;
display: flex;
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align-items: center;
justify-content: center;
color: #FAFAFA;
background-color: transparent;
font-size: 15px;

border: 0 solid transparent;
cursor: pointer;

}

.tab:hover {
background-color: #2d3744;

}

.tab:active {
background-color: #3c4454;

}

®aiin header.component.ts:

import {Component, Input, OnInit} from '@angular/core’;

import {AuthService} from "../shared/service/auth.service";
import {Router} from "@angular/router";

import {TabConstants} from "../shared/constants/tab-constants"”;

@Component ({
selector: 'app-header',
templateUrl: './header.component.html',
styleUrls: ['./header.component.scss']

)

export class HeaderComponent implements OnInit {
@Input() visibleTabs!: string[]
username!: string

constructor(

private router: Router,

private authService: AuthService
) 1
}

ngonInit() {
this.username = this.authService.getUsername()

}

logout() {
this.authService.logout()
}

showSettingsPage() {
return this.visibleTabs?.includes(TabConstants.SETTINGS)
}

showUserPage() {
return this.visibleTabs?.includes(TabConstants.USER)

}
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®daiia login.component.html:

<div class="dialog-container" style="width: 323px">
<div class="def-title text-center">
<h5>Media Storage</h5>
</div>
<form #form="ngForm" (ngSubmit)="onSubmit(form)">
<div class="input-field">

<input type="text" name="username" placeholder="Username" class="form-control

shadow-none def-input" ngModel
required>
</div>
<div class="input-field">

<input type="password" name="password" placeholder="MNaponb" class="form-control

shadow-none def-input" ngModel
required>
</div>
<div class="input-field text-center">
MFA token (optional)
</div>
<div class="input-field d-flex justify-content-center">
<ng-otp-input [config]="otpInputConfig"></ng-otp-input>
</div>
<div *ngIf="errorMessage" class="input-field">{{errorMessage}}</div>
<div class="input-field">
<div class="row">
<div class="col-5">
<input type="submit" value="YBintu" class="btn def-btn">
</div>
<div class="col-7">
<input type="button" value="PeecTpauia" class="btn def-btn"
(click)="onRegistrationClick()">
</div>
</div>
</div>
<div class="input-field">
<a class="def-1link" [routerLink]="['/restore']">3abynu naponb?</a>
</div>
</form>
</div>

®daiia login.component.ts:

import {Component, OnInit, ViewChild} from '@angular/core’;

import {Router} from "@angular/router";

import {AuthService} from "../shared/service/auth.service";

import {NgForm} from "@angular/forms";

import {NgOtpInputComponent, NgOtpInputConfig} from "ng-otp-input";

@Component ({
selector: 'app-login',
templateUrl: './login.component.html',
styleUrls: ['./login.component.scss']
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}

export class LoginComponent implements OnInit {
@ViewChild(NgOtpInputComponent) otpInput!: NgOtpInputComponent;
errorMessage!: string

otpInputConfig: NgOtpInputConfig = {
length: 6,
isPasswordInput: true,
allowNumbersOnly: true,
containerClass: "d-flex",
inputClass: "form-control shadow-none otp-input"

}

constructor(

private router: Router,

private authService: AuthService
) 1
}

async ngOnInit() {
if (this.authService.getAuthCredentials()) {

await this.router.navigate([ users/${this.authService.getUsername()} ])
return

}
}

onSubmit(form: NgForm) {
if (form.valid) {
let mfaToken = this.otpInput.currentVal ? this.otpInput.currentval : ""
this.authService.login(form.value.username, form.value.password,
mfaToken).subscribe({
next: () => {
this.router.navigate([ users/${this.authService.getUsername()} ])
s
error: error => {
switch (error.status) {
case 401:
case 403: {
this.errorMessage
break

"XWbHi obnikoBi pawni!"

}
default: {

this.errorMessage = "Henepepb6adyBaHa nomunkal!"
}

}
}
}
}
}

onRegistrationClick() {
this.router.navigate(['/registration'])

}
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®daiisg message.component.html:

<div class="dialog-container" style="width: 400px">
<div class="def-title text-center">
<h5>{{getTitle()}}</h5>

</div>

<div class="text-center">
<p>{{getText()}}</p>

</div>

<div class="input-field d-flex justify-content-center">
<div class="col-5">
<input type="button" value="3akputn" class="btn back-btn"
(click)="router.navigate([''])">
</div>
</div>
</div>

®daiisg message.component.ts:

import { Component } from '@angular/core’;

import {AuthService} from "../shared/service/auth.service";

import {MessageDataService} from "../shared/service/message-data.service";
import {Router} from "@angular/router";

@Component ({
selector: 'app-message',
templateUrl: './message.component.html’,
styleUrls: ['./message.component.scss']
})

export class MessageComponent {

constructor(
public router: Router,
private messageDataService: MessageDataService,
private authService: AuthService

) 1
}

async ngOnInit() {
if (this.authService.getAuthCredentials()) {
await this.router.navigate([ users/${this.authService.getUsername()} ])
return

¥
if (this.getTitle() == undefined || this.getText() == undefined) {

await this.router.navigate([''])
return

}
}

getTitle(): string {
return this.messageDataService.title;

}

getText(): string {
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return this.messageDataService.text;

}

daiia registration.component.html:

<div class="dialog-container">
<div *ngIf="!showRegistrationSuccessfulMessage; else registrationSuccessfulMessage"
style="width: 450px">
<div class="def-title text-center">
<h5>PeecTpauyia</h5>
</div>
<form #form="ngForm" (ngSubmit)="onSubmit(form)">
<div class="row input-field">
<div class="col">
<input type="text" name="firstName" placeholder="Im's" class="form-control
shadow-none def-input"
[ (ngModel) ]="registrationForm.firstName" #firstName="ngModel"
[class.is-invalid]="firstName.touched && firstName.invalid"
[class.is-valid]="firstName.touched && firstName.valid"
[minlength]="getMinFirstNameLength()"
[maxlength]="getMaxFirstNameLength()"
required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(firstName.name) &&
firstName.invalid">{{errorMessages.get(firstName.name)}}</div>
</div>
<div class="col">
<input type="text" name="lastName" placeholder="Mpi3suwe" class="form-control
shadow-none def-input"
[ (ngModel) ]="registrationForm.lastName" #lastName="ngModel"
[class.is-invalid]="1lastName.touched && lastName.invalid"
[class.is-valid]="1lastName.touched && lastName.valid"
[minlength]="getMinLastNameLength()" [maxlength]="getMaxLastNameLength()
required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(lastName.name) &&
lastName.invalid">{{errorMessages.get(lastName.name)}}</div>
</div>
</div>
<div class="input-field">
<input type="text" name="email" placeholder="Email" class="form-control shadow-
none def-input”
[ (ngModel)]="registrationForm.email"” #email="ngModel"
[class.is-invalid]="email.touched && email.invalid"
[class.is-valid]="email.touched && email.valid"
required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(email.name) &&
email.invalid">{{errorMessages.get(email.name)}}</div>
</div>
<div class="row input-field">
<div class="col">
<input type="text" name="username" placeholder="Username" class="form-control
shadow-none def-input"
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[ (ngModel) ]="registrationForm.username"” #username="ngModel"
[class.is-invalid]="username.touched && username.invalid"
[class.is-valid]="username.touched && username.valid"
[minlength]="getMinUsernameLength()" [maxlength]="getMaxUsernameLength()"
autocomplete="off" required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(username.name) &&
username.invalid">{{errorMessages.get(username.name)}}</div>
</div>
<div class="col">
<div class="input-group">
<input [type]="passwordVisibility ? 'text' : 'password'" name="password"
placeholder="Naponp"
class="form-control shadow-none def-input"
[ (ngModel) ]="registrationForm.password"” #password="ngModel"
[class.is-invalid]="password.touched && password.invalid"
[class.is-valid]="password.touched && password.valid"
[minlength]="getMinPasswordLength()" autocomplete="off" required>
<button type="button" class="btn input-group-btn"
(click)="togglePasswordVisibility()">
<span class="material-icons align-middle">
{{passwordVvisibility ? 'visibility off' : 'visibility' }}
</span>
</button>
</div>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(password.name) &&
password.invalid">{{errorMessages.get(password.name)}}</div>
</div>
</div>
<div class="input-field">
<input type="checkbox" name="useMfa" class="form-check-input shadow-none"
[ (ngModel)]="registrationForm.useMfa">
<label class="def-label">[BodakTOpHa aBTeHTUdikayis</label>
</div>
<div class="input-field">
<div class="row">
<div class="col-6">
<input type="button" value="Ha ctopiHky Bxomy" class="btn back-btn"
(click)="router.navigate([''])">
</div>
<div class="col-6">
<input type="submit" value="3apeecTtpyBatucsa" class="btn def-btn">
</div>
</div>
</div>
</form>
</div>
<ng-template #registrationSuccessfulMessage>
<div style="width: 310px">
<div class="input-field">
Ina 3aBepweHHA peecTpauii, nepeinaiTb 3a NOCUNAHHAM BiAnpaBieHWM Ha BKa3aHy BaMu
ajpecy efieKTPOHHOIL MowTw.
BipnckaHywTe QR-koa AnA reHepauil MFA TokeHiB ana Bxoay.
</div>
<div class="input-field d-flex justify-content-center">
<div class="col-9">
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(click

</
</ng
</div>

<img class="img-fluid" src="{{qrCode}}">
</div>
</div>
<div class="input-field">
<span class="text-break">{{secretKey}}</span>
</div>
<div class="input-field text-center">
Pe3epBHi ToKeHM:
</div>
<div class="input-field">
<ol class="two-columns text-center">
<1li *ngFor="let reserveToken of reserveTokenList">{{reserveToken}}</1i>
</ol>
</div>
<div class="input-field d-flex justify-content-center">
<div class="col-5">
<input type="button" value="3akputu" class="btn back-btn"
)="router.navigate([''])">
</div>
</div>
div>
-template>

daiia registration.component.ts:

import
import
import
import
import
import
import
import

{Component} from '@angular/core’;

{NgForm} from "@angular/forms";

{Router} from "@angular/router";

{AuthService} from "../shared/service/auth.service";
{RegistrationForm} from "../shared/model/registration-form";
{StatusCodes} from "../shared/constants/status-codes";
CommonUtil from "../shared/util/common-util";

{environment} from "../../environments/environment";

@Component ({

sele

temp

styl
})

export

ctor: 'app-registration',
lateUrl: './registration.component.html’,
eUrls: ['./registration.component.scss']

class RegistrationComponent {

registrationForm = new RegistrationForm()
errorMessages = new Map<string, string>();

pass

wordVisibility = false

showRegistrationSuccessfulMessage = false

grCode!: string
secretKey!: string
reserveTokenList!: string[]

cons
pu

tructor(
blic router: Router,

private authService: AuthService

) 1
}
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onSubmit(form: NgForm) {
if (form.valid) {
this.authService.registration(this.registrationForm).subscribe({
next: data => {
let formStatus = data.formStatusDto
if (formStatus.status == StatusCodes.FAILURE) {
this.errorMessages = CommonUtil.updateForm(form, formStatus)
} else if (formStatus.status == StatusCodes.SUCCESS) {
this.qrCode = data.grCode
this.secretKey = data.secretKey
this.reserveTokenlList = data.reserveTokenList
this.showRegistrationSuccessfulMessage = true
} else {
console.error("Unexpected form status:
this.router.navigate([''])
}
}s
error: (err) => {
console.error(err)
this.router.navigate([''])
}

})
} else {

this.setFormFieldsTouched(form, true)

}

+ formStatus.status)

}

setFormFieldsTouched(form: any, type: boolean) {
form.controls.firstName.touched = type
form.controls.lastName.touched = type
form.controls.email.touched = type
form.controls.username.touched = type
form.controls.password.touched = type
form.controls.useMfa.touched = type

}

togglePasswordVisibility() {
this.passwordVisibility = !this.passwordVisibility;

}

getMinFirstNameLength() {
return environment.minFirstNamelLength

}

getMaxFirstNameLength() {
return environment.maxFirstNamelLength

}

getMinLastNamelLength() {
return environment.minlLastNamelLength
}

getMaxLastNameLength() {
return environment.maxLastNamelLength

}

181



getMinUsernamelLength() {
return environment.minUsernamelLength

}

getMaxUsernamelLength() {
return environment.maxUsernamelLength

}

getMinPasswordLength() {
return environment.minPasswordLength

}

daiia reset-password.component.html:

<div class="dialog-container">
<form #form="ngForm" (ngSubmit)="onSubmit(form)">
<div class="def-title text-center">
<h5>HoBuin naponb</h5>
</div>
<div>
<p>BKaxiTb HOBMM MNaposib ANA BaWoOl CTOPiHKMW.</p>
</div>
<div>

<input type="text" name="restoreKey" [(ngModel)]="resetPasswordRequest.restoreKey"

#tirestoreKey="ngModel" hidden required>
<div class="invalid-feedback input-field text-center"
[class.d-block]="errorMessages.has(restorekKey.name) &&
restoreKey.invalid">{{errorMessages.get(restorekKey.name)}}
</div>
</div>
<div class="input-field">
<div class="input-group">
<input [type]="passwordVisibility ? 'text' : 'password'" name="password"
placeholder="Naponp"
class="form-control shadow-none def-input"
(input)="validateRepeatPassword(form)"
[ (ngModel) ]="resetPasswordRequest.newPassword" #password="ngModel"
[class.is-invalid]="password.touched && password.invalid"
[class.is-valid]="password.touched && password.valid"
[minlength]="getMinPasswordLength()" autocomplete="off" required>
<button type="button" class="btn input-group-btn"
(click)="togglePasswordVisibility()">
<span class="material-icons align-middle">
{{passwordvVisibility ? ‘'visibility off' : 'visibility' }}
</span>
</button>
</div>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(password.name) &&
password.invalid">{{errorMessages.get(password.name)}}
</div>
</div>
<div class="input-field">
<div class="input-group">
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<input [type]="repeatPasswordvVisibility ? 'text' : 'password'"
name="repeatPassword"
placeholder="NMigTBepaiTb naposnp”
class="form-control shadow-none def-input"
(input)="validateRepeatPassword(form)"
[ (ngModel)]="form.value.repeatPassword" #repeatPassword="ngModel"
[class.is-invalid]="repeatPassword.touched && repeatPassword.invalid"
[class.is-valid]="repeatPassword.touched && repeatPassword.valid"
[minlength]="getMinPasswordLength()" required>
<button type="button" class="btn input-group-btn"
(click)="toggleRepeatPasswordVisibility()">
<span class="material-icons align-middle">
{{repeatPasswordVisibility ? 'visibility off' : 'visibility' }}
</span>
</button>
</div>
</div>
<div class="input-field">
<div class="row">
<div class="col-7">
<input type="button" value="Ha cTopiHky Bxoay" class="btn back-btn"
(click)="router.navigate([''])">
</div>
<div class="col-5">
<input type="submit" value="3miHuTu" class="btn def-btn">
</div>
</div>
</div>
</form>
</div>

daiia reset-password.component.ts:

import { Component } from '@angular/core’;

import {ActivatedRoute, Params, Router} from "@angular/router";

import {AuthService} from "../shared/service/auth.service";

import {MessageDataService} from "../shared/service/message-data.service";
import {ResetPasswordRequest} from "../shared/model/reset-password-request";
import {environment} from "../../environments/environment";

import {StatusCodes} from "../shared/constants/status-codes";

import CommonUtil from "../shared/util/common-util";

@Component ({
selector: 'app-reset-password’,
templateUrl: './reset-password.component.html’,
styleUrls: ['./reset-password.component.scss']
})

export class ResetPasswordComponent {

passwordVisibility = false
repeatPasswordVisibility = false
resetPasswordRequest = new ResetPasswordRequest()
errorMessages = new Map<string, string>();

constructor(
public router: Router,
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private activatedRoute: ActivatedRoute,
private authService: AuthService,
private messageDataService: MessageDataService

) 1
}

async ngOnInit() {
if (this.authService.getAuthCredentials()) {
await this.router.navigate([ users/${this.authService.getUsername()} ])
return
}
this.activatedRoute.params.subscribe((params: Params) => {
this.resetPasswordRequest.restorekKey = params['key']

})
}

onSubmit(form: any) {
if (form.valid) {
this.authService.resetPassword(this.resetPasswordRequest).subscribe({
next: data => {
if (data.status == StatusCodes.FAILURE) {
this.errorMessages = CommonUtil.updateForm(form, data)
if (this.errorMessages.has('password')) {
this.resetPasswordRequest.newPassword =
form.value.repeatPassword = "'
form.controls.repeatPassword.touched = false

}

} else if (data.status == StatusCodes.SUCCESS) {
this.messageDataService.title = "BiTaw!"
this.messageDataService.text = "Maponb ycniwHo 3MiHeHo."
this.router.navigate(['/message'])

} else {
this.router.navigate([''])

}

s
error: () => {
}
)
} else {
this.setFormFieldsTouched(form, true)
}
}
validateRepeatPassword(form: any) {
if (!form.controls.password.valid || form.value.password != form.value.repeatPassword)
{
form. controls.repeatPassword.setErrors({"failed_validation": true})
} else {
form. controls.repeatPassword.setErrors(null)
}
}

setFormFieldsTouched(form: any, type: boolean) {
form.controls.password.touched = type
form.controls.repeatPassword.touched = type

}
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togglePasswordVisibility() {
this.passwordVisibility = !this.passwordVisibility;

}

toggleRepeatPasswordVisibility() {
this.repeatPasswordVisibility = !this.repeatPasswordVisibility;

}

getMinPasswordLength() {
return environment.minPasswordLength

}

®daiixa restore.component.html:

<div class="dialog-container" style="width: 450px">
<form #form="ngForm" (ngSubmit)="onSubmit(form)">
<div class="def-title text-center">
<h5>Bkaxitb email</h5>
</div>
<div>
<p>byab nacka, BkaxiTb email, akuil npuB's3aHui fO Baworo obaikoBoro 3anucy.</p>
</div>
<div class="input-field">
<input type="email" name="email" placeholder="Email" class="form-control shadow-none
def-input"
#email="ngModel"
[class.is-invalid]="email.touched && email.invalid"
[class.is-valid]="email.touched && email.valid"
ngModel required>
</div>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(email.name) &&
email.invalid">{{errorMessages.get(email.name)}}</div>
<div class="input-field">
<div class="row">
<div class="col-6">
<input type="button" value="Ha cTopiHky Bxoay" class="btn back-btn"
(click)="router.navigate([''])">
</div>
<div class="col-6">
<input type="submit" value="3miHuTn naponb" class="btn def-btn">
</div>
</div>
</div>
</form>
</div>

®daiixa restore.component.ts:

import { Component } from '@angular/core’;
import {NgForm} from "@angular/forms";
import {Router} from "@angular/router";
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import {AuthService} from
import {MessageDataService} from
import {StatusCodes} from "../shared/constants/status-codes";
import CommonUtil from "../shared/util/common-util";

../shared/service/auth.service";

@Component ({
selector: 'app-restore',
templateUrl: './restore.component.html’,
styleUrls: ['./restore.component.scss']
})

export class RestoreComponent {
errorMessages = new Map<string, string>();

constructor(

public router: Router,

private authService: AuthService,

private messageDataService: MessageDataService
) 1
}

onSubmit(form: NgForm) {
if (form.valid) {
this.authService.restore(form.value.email).subscribe({
next: data => {
if (data.status == StatusCodes.FAILURE) {

this.errorMessages = CommonUtil.updateForm(form, data)

} else if (data.status == StatusCodes.SUCCESS) {
this.messageDataService.title = "3miHa nmaponw”

this.messageDataService.text = "[Ona 3miHu naposnw, nepengiTb 3a MOCUNAHHAM
BiAgnpaBieHUMM Ha BKa3aHy BaMu ajpecy €NeKTPOHHOI MowTW Ta BKaXiTb HoBWA naposb."

this.router.navigate(['/message'])
} else {
this.router.navigate([''])

}
s
error: () => {
this.router.navigate(['"'])
}

})
} else {

this.setFormFieldsTouched(form, true)
}
}

setFormFieldsTouched(form: any, type: boolean) {
form.controls.email.touched = type

}
}

®daiia settings.component.html:

<app-header [visibleTabs]="visibleTabs"></app-header>
<div class="settings-container">
<div class="tabs-panel">
<input type="button" class="tabs-button" value="3aranbHe"

../shared/service/message-data.service";
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(click)="switchToBasicSettings()"
[ngClass]="displaySwitch == 1 ? 'selected'’ >
<input type="button" class="tabs-button" value="be3neka"
(click)="switchToSecuritySettings()"
[ngClass]="displaySwitch == 2 ? 'selected'’

>
</div>
<div class="vertical-separator"></div>
<div class="settings-panel"”>
<div *ngIf="displaySwitch == 1">
<form #form="ngForm" (ngSubmit)="onSubmitBasicSettings(form)">
<div class="row input-field">
<div class="col">
<input type="text" name="firstName" placeholder="Im'a" class="form-control
shadow-none def-input"
(change)="setBasicSettingsFormChanged()"
[(ngModel) ]="basicSettings.firstName" #firstName="ngModel"
[class.is-invalid]="firstName.touched && firstName.invalid"
[class.is-valid]="firstName.touched && firstName.valid"
[minlength]="getMinFirstNameLength()"
[maxlength]="getMaxFirstNameLength()" required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(firstName.name) &&
firstName.invalid">{{errorMessages.get(firstName.name)}}</div>
</div>
<div class="col">
<input type="text" name="lastName" placeholder="MNpi3suwe" class="form-control
shadow-none def-input"
(change)="setBasicSettingsFormChanged()"
[(ngModel) ]="basicSettings.lastName" #lastName="ngModel"
[class.is-invalid]="lastName.touched && lastName.invalid"
[class.is-valid]="1lastName.touched && lastName.valid"
[minlength]="getMinLastNameLength()"
[maxlength]="getMaxLastNameLength()" required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(lastName.name) &&
lastName.invalid">{{errorMessages.get(lastName.name)}}</div>
</div>
</div>
<div class="input-field">
<input type="text" name="username" placeholder="Username" class="form-control
shadow-none def-input"
(change)="setBasicSettingsFormChanged()"
[ (ngModel) ]="basicSettings.username" #username="ngModel"
[class.is-invalid]="username.touched && username.invalid"
[class.is-valid]="username.touched && username.valid"
[minlength]="getMinUsernameLength()" [maxlength]="getMaxUsernameLength()"
required>
<div class="invalid-feedback"
[class.d-block]="errorMessages.has(username.name) &&
username.invalid">{{errorMessages.get(username.name)}}</div>
</div>
<div class="input-field d-flex justify-content-center">
<div class="col-4">
<input type="submit" class="btn def-btn"
[class.btn-def]="!basicSettingsFormChanged"
[class.btn-not-active]="basicSettingsFormChanged"
[value]="basicSettingsFormChanged ? '36eperTtn': '36epexeHo’
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</div>
</div>
</form>
</div>
<div *ngIf="displaySwitch == 2">

<div class="input-field" *ngIf="securitySettings.mfaActive">

<input type="button" value="BumMKHyTu ABOdPaKkTOpHY aBTeHTuUPikauyiw" class="btn def-

btn" (click)="deactivateMfa()">
</div>

<div class="input-field" *ngIf="!securitySettings.mfaActive">

<input type="button" value="AkTuByBaTu ABOPaKkTOpHY aBTeHTUdikauyiw" class="btn def-

btn" (click)="activateMfa()">
</div>
<div class="input-field">

<input type="button" value="Buganutu obnikosuit 3anuc" class="btn red-btn"

(click)="deleteAccount()">
</div>
</div>
</div>
</div>

daiia settings.component.scss:

.settings-container {
display: flex;
padding: 10px;
position: fixed;
top: 50%;
left: 50%;
transform: translate(-50%, -50%);
border-radius: 6px;
background-color: #212932;
color: #ececec;

}

.tabs-panel {
width: 200px;
margin-right: 10px;
}

.vertical-separator {
border-left: 2px solid #ececec;
height: auto;

}

.settings-panel {
width: 400px;
margin-left: 10px;

}

.tabs-button {
width: 200px;
height: 37px;
font-size: 15px;
line-height: 20px;
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border: none;

outline: none;
margin-block: 5px;

color: #ececec;
background-color: #293440;

}

.tabs-button:hover {
background-color: #323f4d;

}

.tabs-button:active {
background-color: #374554;

}

.tabs-button.selected {
background-color: #374554;

}

daiia settings.component.ts:

import {Component, OnInit} from '@angular/core’;
import {Router} from "@angular/router";

import {AuthService} from "../shared/service/auth.service";
import {TabConstants} from "../shared/constants/tab-constants"”;
import {NgForm} from "@angular/forms";

import {BasicSettings} from "../shared/model/basic-settings";

import {environment} from "../../environments/environment";

import {SettingsService} from "../shared/service/settings.service";

import {StatusCodes} from "../shared/constants/status-codes";

import CommonUtil from "../shared/util/common-util";

import {SecuritySettings} from "../shared/model/security-settings";

import {MatDialog} from "@angular/material/dialog";

import {DeleteAccountDialogComponent} from "../delete-account-dialog/delete-account-
dialog.component"”;

import {ActivateMfaDialogComponent} from
dialog.component"”;

import {DeactivateMfaDialogComponent} from
dialog.component";

../activate-mfa-dialog/activate-mfa-

../deactivate-mfa-dialog/deactivate-mfa-

@Component ({
selector: 'app-settings',
templateUrl: './settings.component.html’,
styleUrls: ['./settings.component.scss']

}

export class SettingsComponent implements OnInit {

basicSettings = new BasicSettings()
securitySettings = new SecuritySettings()

basicSettingsFormChanged = false;
errorMessages = new Map<string, string>();
visibleTabs = [TabConstants.USER]
displaySwitch =1

constructor(
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private router: Router,
private authService: AuthService,
private settingsService: SettingsService,
private dialog: MatDialog
) 1
}

async ngOnInit() {
if (!this.authService.getAuthCredentials()) {
await this.router.navigate(["/"])
return
}
this.settingsService.loadSettings().subscribe({
next: data => {
this.basicSettings.firstName = data.firstName
this.basicSettings.lastName = data.lastName
this.basicSettings.username = data.username
this.securitySettings.mfaActive = data.mfaActive
}s
error: () => {
}
})
}

onSubmitBasicSettings(form: NgForm) {
if (this.basicSettingsFormChanged) {
if (form.valid) {
this.settingsService.changeBasicSettings(this.basicSettings).subscribe({
next: data => {
if (data.status == StatusCodes.FAILURE) {
this.errorMessages = CommonUtil.updateForm(form, data)
} else if (data.status == StatusCodes.SUCCESS) {
if (!form.controls['username'].pristine) {
this.authService.logout()

}
this.basicSettingsFormChanged = false;
} else {
console.error("Unexpected form status: " + data.status)
this.router.navigate([''])
}
s
error: () => {
}
)
} else {
this.setBasicSettingsFormFieldsTouched(form, true)

}
}
}

setBasicSettingsFormFieldsTouched(form: any, type: boolean) {
form.controls.firstName.touched = type
form.controls.lastName.touched = type
form.controls.username.touched = type

}

activateMfa() {
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let dialogRef = this.dialog.open(ActivateMfaDialogComponent, {});

dialogRef.afterClosed().subscribe((result) => {
if (result) {
this.securitySettings.mfaActive = true
}
})
}

deactivateMfa() {

let dialogRef = this.dialog.open(DeactivateMfaDialogComponent, {});

dialogRef.afterClosed().subscribe((result) => {
if (result) {
this.securitySettings.mfaActive = false
}
})
}

deleteAccount() {

let dialogRef = this.dialog.open(DeleteAccountDialogComponent, {

data: this.securitySettings.mfaActive

})s
dialogRef.afterClosed().subscribe((result) => {

if (result) {
this.authService.logout()

}
1}
}

setBasicSettingsFormChanged() {
this.basicSettingsFormChanged = true;

}

getMinFirstNameLength() {
return environment.minFirstNamelLength

}

getMaxFirstNameLength() {
return environment.maxFirstNamelLength
}

getMinLastNamelLength() {
return environment.minlLastNamelLength
}

getMaxLastNameLength() {
return environment.maxLastNamelLength

}

getMinUsernamelLength() {
return environment.minUsernamelLength

}

getMaxUsernamelLength() {
return environment.maxUsernamelLength

}

switchToBasicSettings() {
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this.displaySwitch =1
}

switchToSecuritySettings() {
this.displaySwitch = 2
}

®daiia endpoint-constants.ts:

export class EndpointConstants {

public static readonly LOGIN_ENDPOINT = '/api/auth/login'

public static readonly REGISTRATION_ENDPOINT = '/api/auth/registration’
public static readonly CONFIRM_ENDPOINT = '/api/auth/confirm'

public static readonly RESTORE_ENDPOINT = '/api/auth/restore’

public static readonly RESET_PASSWORD_ENDPOINTS = '/api/auth/resetPassword’
public static readonly ACTIVATE_MFA = '/api/auth/activateMfa'

public static readonly DEACTIVATE_MFA '/api/auth/deactivateMfa’

public static readonly DELETE_ACCOUNT = '/api/auth/deleteAccount’

public static readonly REFRESH_TOKEN_ENDPOINT = '/api/auth/refreshToken'

public static readonly GET_SETTINGS_ENDPOINT = '/api/user/getSettings'
public static readonly CHANGE_BASIC_SETTINGS_ENDPOINT = '/api/user/changeBasicSettings'

public static readonly GET_MEDIA_LIST_BLOCK_ENDPOINT = "/api/media/getMedialistBlock"
public static readonly GET_MEDIA_PREVIEW_ENDPOINT = "/api/media/getMediaPreview"
public static readonly GET_MEDIA_ENDPOINT = "/api/media/getMedia”

public static readonly ADD_MEDIA_ENDPOINT = "/api/media/addMedia"

public static readonly DELETE_MEDIA ENDPOINT = "/api/media/deleteMedia”

®daiia form-fields.ts:

export enum FormFields {

FIRST_NAME = 'FIRST_NAME',
LAST_NAME = 'LAST_NAME',
EMAIL = 'EMAIL',

USERNAME = 'USERNAME',
PASSWORD = 'PASSWORD',
MFA_TOKEN = 'MFA_TOKEN',
RESTORE_KEY = 'RESTORE_KEY',
ALL_FIELDS = 'ALL_FIELDS'

®daiia jwt-constants.ts:

export class JwtConstants {

public static readonly BEARER_PREFIX = "Bearer "
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public static readonly AUTH_CREDENTIALS_KEY = "auth_credentials"”

daiia status-codes.ts:

export enum StatusCodes {

SUCCESS 'SUCCESS',
FAILURE = 'FAILURE'

daiia tab-constants.ts:

export class TabConstants {

public static readonly SETTINGS = 'SETTINGS'
public static readonly USER = 'USER'

dait is-visible.directive.ts:

import {AfterViewInit, Directive, ElementRef, EventEmitter, Input, Output} from

'@angular/core’;

@Directive({
selector: '[isVisible]'

)

export class IsVisibleDirective implements AfterViewInit {

@Input() subscribe = false
@Output() isIntersecting = new EventEmitter()

constructor(private element: ElementRef) {

}

ngAfterViewInit() {
if (this.subscribe) {

let intersectionObserver = new IntersectionObserver(entries => {

entries.forEach(entry => {
if (entry.isIntersecting) {
intersectionObserver.unobserve(entry.target)
this.isIntersecting.emit()
}
})
})
intersectionObserver.observe(this.element.nativeElement)
}
}
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®daiia lazy-load-image-hooks.ts:

import {Attributes, IntersectionObserverHooks} from "ng-lazyload-image";
import {Injectable} from "@angular/core";
import {AuthService} from "../service/auth.service";

@Injectable()
export class LazylLoadImageHooks extends IntersectionObserverHooks {

constructor(
private authService: AuthService

)
super();

}

override loadImage({imagePath}: Attributes): Promise<string> {
let bearer = this.authService.getBearer()
return fetch(imagePath, bearer ? {
headers: {
Authorization: bearer,
s
} : undefined)
.then((res) => res.blob())
.then((blob) => URL.createObjectURL(blob))

®daiin auth.interceptor.ts:

import {Injectable} from '@angular/core’;

import {HttpEvent, HttpHandler, HttpInterceptor, HttpRequest, HttpStatusCode} from
'@angular/common/http’;

import {catchError, Observable, switchMap} from 'rxjs';

import {AuthService} from "../service/auth.service";

import {EndpointConstants} from "../constants/endpoint-constants”;

@Injectable()
export class AuthInterceptor implements HttpInterceptor {
constructor(
private authService: AuthService
) 1
}

intercept(request: HttpRequest<unknown>, next: HttpHandler):
Observable<HttpEvent<unknown>> {

let pathname = new URL(request.url).pathname

if (!pathname.endsWith(EndpointConstants.LOGIN_ENDPOINT) &&
Ipathname.endsWith(EndpointConstants.REGISTRATION_ENDPOINT) &&
Ipathname.endsWith(EndpointConstants.REFRESH_TOKEN_ENDPOINT)

) 1
request = this.authService.addAuthHeader(request)
return next.handle(request).pipe(

catchError(error => {
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if (error.status == HttpStatusCode.Forbidden) {
return this.authService.refreshToken().pipe(
switchMap(() => {

request = this.authService.addAuthHeader(request)

return next.handle(request)

1)

catchError(() => {
this.authService.logout()
throw error

)

)
} else {

throw error
}
)
)

} else {
return next.handle(request)

}

daita activate-mfa-result.ts:

import {FormStatus} from "./form-status";
export class ActivateMfaResult {
formStatusDto!: FormStatus
grCode!: string
secretKey!: string
reserveTokenList!: string[]

®daiixa basic-settings.ts:

export class BasicSettings {
firstName!: string
lastName!: string
username!: string

®daiin deactivate-mfa-request.ts:

export class DeactivateMfaRequest {
password!: string
mfaToken!: string

®daiina delete-account-request.ts:

195



export class DeleteAccountRequest {
password!: string
mfaToken!: string

®daiia form-status.ts:

import {StatusCodes} from "../constants/status-codes";
export class FormStatus {

status!: StatusCodes

invalidFieldsMap: any

daii media.ts:

export class Media {

id!: number

name!: string
extension!: string
width!: number
height!: number
previewWidth!: number
previewHeight!: number
lastModified!: number

daiia registration-form.ts:

export class RegistrationForm {

firstName!: string
lastName!: string
email!: string
username!: string
password!: string
useMfa!: boolean

®daiia registration-result.ts:

import {FormStatus} from "./form-status";
export class RegistrationResult {
formStatusDto!: FormStatus
grCode!: string
secretKey!: string
reserveTokenList!: string[]
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®daiia reset-password-request.ts:

export class ResetPasswordRequest {
restoreKey!: string
newPassword!: string

daiia security-settings.ts:

export class SecuritySettings {

mfaActive!: boolean

daiix settings.ts:

export class Settings {

firstName!: string
lastName!: string
username!: string
mfaActive!: boolean

daiig auth.service.ts:

import {Injectable} from '@angular/core’;

import {JwtConstants} from "../constants/jwt-constants";

import {environment} from "../../../environments/environment";

import {Router} from "@angular/router";

import {HttpClient, HttpParams, HttpRequest} from "@angular/common/http";
import {JwtHelperService} from "@auth®/angular-jwt";

import {EndpointConstants} from "../constants/endpoint-constants”;
import {map} from "rxjs";

import {RegistrationForm} from "../model/registration-form";

import {RegistrationResult} from "../model/registration-result"”;
import {FormStatus} from "../model/form-status”;

import {ResetPasswordRequest} from "../model/reset-password-request";
import {DeleteAccountRequest} from "../model/delete-account-request”;
import {DeactivateMfaRequest} from "../model/deactivate-mfa-request"”;
import {ActivateMfaResult} from "../model/activate-mfa-result”;

@Injectable({
providedIn: 'root'

}

export class AuthService {



constructor(
private httpClient: HttpClient,
private jwtHelperService: JwtHelperService,
private router: Router

) 1

}

login(username: string, password: string, mfaToken: string) {
const body = new HttpParams()
.set('username', username)
.set('password', password)
.set('mfaToken', mfaToken);
return this.httpClient.post<any>(environment.serverUrl +
EndpointConstants.LOGIN_ENDPOINT, body)
.pipe(map(data => {
localStorage.setItem(JwtConstants.AUTH_CREDENTIALS KEY, JSON.stringify(data))
1)
}

logout() {
localStorage.removeIltem(JwtConstants.AUTH_CREDENTIALS_KEY)
this.router.navigate(["/"])

}

registration(registrationForm: RegistrationForm) {
return this.httpClient.post<RegistrationResult>(environment.serverUrl +
EndpointConstants.REGISTRATION_ENDPOINT, registrationForm);

}

confirm(key: string) {
let params = new HttpParams()
.set('key', key);
return this.httpClient.get(environment.serverUrl + EndpointConstants.CONFIRM_ENDPOINT,

params: params

1)
}

restore(email: string) {
let params = new HttpParams()
.set('email’, email);
return this.httpClient.get<FormStatus>(environment.serverUrl +
EndpointConstants.RESTORE_ENDPOINT, {
params: params
})s
}

resetPassword(resetPasswordRequest: ResetPasswordRequest) {
return this.httpClient.post<FormStatus>(environment.serverurl +
EndpointConstants.RESET_PASSWORD_ENDPOINTS, resetPasswordRequest);

}

activateMfa(password: string) {
return this.httpClient.post<ActivateMfaResult>(environment.serverUrl +
EndpointConstants.ACTIVATE_MFA, password);

}
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deactivateMfa(deactivateMfaRequestDto: DeactivateMfaRequest) {
return this.httpClient.post<FormStatus>(environment.serverurl +
EndpointConstants.DEACTIVATE_MFA, deactivateMfaRequestDto);

}

deleteAccount(deleteAccountRequest: DeleteAccountRequest) {
return this.httpClient.post<FormStatus>(environment.serverurl +
EndpointConstants.DELETE_ACCOUNT, deleteAccountRequest);
}

getAuthCredentials() {
let authCredentialsStr = localStorage.getItem(JwtConstants.AUTH_CREDENTIALS_KEY)
return (authCredentialsStr) ? JSON.parse(authCredentialsStr) : null

}

getBearer() {
let authCredentials = this.getAuthCredentials()
if (authCredentials && authCredentials.access_token) {
return JwtConstants.BEARER_PREFIX + authCredentials.access_token
}

return null

}

refreshToken() {

let authCredentials = this.getAuthCredentials()

let refresh_token = (authCredentials && authCredentials.refresh_token) ?
authCredentials.refresh_token : null;

return this.httpClient.get<any>(environment.serverUrl +
EndpointConstants.REFRESH_TOKEN_ENDPOINT, {

headers: {
Authorization: JwtConstants.BEARER_PREFIX + refresh_token

}).pipe(map(data => {
localStorage.setItem(JwtConstants.AUTH_CREDENTIALS KEY, JSON.stringify(data))
1)
}

addAuthHeader(request: HttpRequest<unknown>) {
let authCredentials = this.getAuthCredentials()
if (authCredentials && authCredentials.access_token) {
request = request.clone({
setHeaders: {
Authorization: JwtConstants.BEARER_PREFIX + authCredentials.access_token
}
})
}

return request

}

getUsername() {

return this.jwtHelperService.decodeToken(this.getAuthCredentials().access_token).sub

}

daii1 media.service.ts:
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import {Injectable} from '@angular/core’;

import {HttpClient, HttpParams} from "@angular/common/http";
import {Media} from "../model/media";

import {environment} from "../../../environments/environment";
import {EndpointConstants} from "

@Injectable({
providedIn: 'root'’

P

export class MediaService {

constructor(private httpClient: HttpClient) {
}

loadMedialistBlock() {
return this.httpClient.get<Media[]>(environment.serverUrl +
EndpointConstants.GET_MEDIA_LIST BLOCK_ENDPOINT)

}

loadMedialistBlockBeforeDate(beforeDate: number) {
let params = new HttpParams()
.set('beforeDate', beforeDate)
return this.httpClient.get<Media[]>(environment.serverUrl +
EndpointConstants.GET_MEDIA LIST BLOCK_ENDPOINT, {
params: params
})
}

addMedia(payload: FormData) {
return this.httpClient.post<Media[]>(environment.serverUrl +
EndpointConstants.ADD_MEDIA ENDPOINT, payload);

}

deleteMedia(id: number) {
let params = new HttpParams()
.set('id"', id);
return this.httpClient.get(environment.serverUrl +
EndpointConstants.DELETE_MEDIA ENDPOINT, {
params: params

1}
}

®daiig message-data.service.ts:

import { Injectable } from '@angular/core’;

@Injectable({
providedIn: 'root'

}

export class MessageDataService {

title!: string
text!: string

../constants/endpoint-constants";
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constructor() {

}

daii settings.service.ts:

import {Injectable} from '@angular/core’;

import {HttpClient} from "@angular/common/http";

import {Settings} from "../model/settings";

import {environment} from "../../../environments/environment";
import {EndpointConstants} from "../constants/endpoint-constants”;
import {FormStatus} from "../model/form-status”;

import {BasicSettings} from "../model/basic-settings";

import {DeleteAccountRequest} from "

@Injectable({
providedIn: 'root'’

P

export class SettingsService {

constructor(private httpClient: HttpClient) {
}

loadSettings() {
return this.httpClient.get<Settings>(environment.serverUrl +
EndpointConstants.GET_SETTINGS_ENDPOINT)

}

changeBasicSettings(basicSettings: BasicSettings) {
return this.httpClient.post<FormStatus>(environment.serverurl +
EndpointConstants.CHANGE_BASIC_SETTINGS_ENDPOINT, basicSettings);
}

®daiis common-util.ts:

import {FormStatus} from "../model/form-status”;
import {FormFields} from "../constants/form-fields";

export default class CommonUtil {

public static updateForm(form: any, formStatus: FormStatus) {
let errorMessages = new Map<string, string>();
if (formStatus.invalidFieldsMap) {
if (formStatus.invalidFieldsMap[FormFields.FIRST_NAME]) {

form.controls.firstName.setErrors({"failed _validation": true})

../model/delete-account-request”;

errorMessages.set('firstName', formStatus.invalidFieldsMap[FormFields.FIRST_NAME])

}
if (formStatus.invalidFieldsMap[FormFields.LAST_NAME]) {

form.controls.lastName.setErrors({"failed_validation": true})

errorMessages.set('lastName', formStatus.invalidFieldsMap[FormFields.LAST_NAME])

}
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if (formStatus.invalidFieldsMap[FormFields.EMAIL]) {
form.controls.email.setErrors({"failed_validation": true})
errorMessages.set('email', formStatus.invalidFieldsMap[FormFields.EMAIL])

if (formStatus.invalidFieldsMap[FormFields.USERNAME]) {
form.controls.username.setErrors({"failed_validation": true})
errorMessages.set('username', formStatus.invalidFieldsMap[FormFields.USERNAME])

}

if (formStatus.invalidFieldsMap[FormFields.PASSWORD]) {
form.controls.password.setErrors({"failed_validation": true})
errorMessages.set('password', formStatus.invalidFieldsMap[FormFields.PASSWORD])

}

if (formStatus.invalidFieldsMap[FormFields.RESTORE_KEY]) {
form.controls.restoreKey.setErrors({"failed_validation": true})
errorMessages.set('restorekey’,

formStatus.invalidFieldsMap[FormFields.RESTORE_KEY])

}

if (formStatus.invalidFieldsMap[FormFields.MFA_TOKEN]) {
form. controls.mfaToken.setErrors({"failed_validation": true})
errorMessages.set('mfaToken', formStatus.invalidFieldsMap[FormFields.MFA_TOKEN])

if (formStatus.invalidFieldsMap[FormFields.ALL_FIELDS]) {
errorMessages.set('allFields', formStatus.invalidFieldsMap[FormFields.ALL_FIELDS])
}

}

return errorMessages

}

®daiin user.component.html:

<app-header [visibleTabs]="visibleTabs"></app-header>
<div class="content">
<div class="gallery">
<div class="media-container" *ngFor="let media of medialist; let last = last"
[style.width.px]="1limitRange(environment.minMediaPreviewWidth,
environment.maxMediaPreviewWidth, media.previewWidth)"
[style.height.px]="media.previewHeight"
(click)="selectedMedia = media;"
isVisible [subscribe]="last" (isIntersecting)="isIntersecting()">
<img [defaultImage]=""'assets/loading-animation.svg
[lazyLoad]="createMediaPreviewUrl(media.id)"
[useSrcset]="true"/>
<button class="pop-up download-button"
(click)="downloadMedia(createMediaUrl(media.id), media.name);
$event.stopPropagation()">
<img src="assets/download-icon.svg">
</button>
<button class="pop-up delete-button"
(click)="deleteMedia(media.id); $event.stopPropagation()">
<img src="assets/trash-can-icon.svg">
</button>
<div *ngIf="media.extension === 'gif'" class="info-1label type-label">GIF</div>
<div class="info-label date-label">
<span class="date">{{media.lastModified | date:'yyyy.MM.dd'}}</span>
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<span class="date-time">{{media.lastModified | date:'yyyy.MM.dd H:mm'}}</span>
</div>
</div>
</div>

<input type="file" multiple hidden #photoFile accept="image/gif, image/jpeg, image/png"
(change)="addMedia($event.target)">

<button class="fixed-button add-button" [disabled]="loading"
(click)="photoFile.click()">
<img *ngIf="!loading" src="assets/plus-icon.svg">
<img *ngIf="loading" src="assets/loading-animation-40.svg">
</button>

<div *ngIf="selectedMedia" class="dialog-background">
<div class="media-container" [ngClass]="checkFixSide(selectedMedia.width,
selectedMedia.height)">
<img [lazyLoad]="createMediaUrl(selectedMedia.id)"
[useSrcset]="true"/>
<button class="translucent-container download-button"
(click)="downloadMedia(createMediaUrl(selectedMedia.id),
selectedMedia.name)">
<img src="assets/download-icon.svg">
</button>
<button class="translucent-container delete-button”
(click)="deleteMedia(selectedMedia.id); selectedMedia = undefined">
<img src="assets/trash-can-icon.svg">
</button>
</div>
<button class="fixed-button close-button" (click)="selectedMedia = undefined">
<img src="assets/close.svg">
</button>
</div>
</div>

daiin user.component.scss:

.content {
padding-top: 56px;
}

.gallery {
display: flex;
flex-wrap: wrap;
justify-content: center;
gap: 10px;
padding: 10px;

}

Fix-width {
width: 85%;
}

fix-width img {
width: 100%;
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}

.fix-height {

}

height: 90%;

.fix-height img {

}

height: 100%;

.media-container {

}

overflow: hidden;

display: flex;
align-items: center;
justify-content: center;
position: relative;
border-radius: 6px;
background-color: #242e38;

.media-container button {

}

.media-container button:active {
background-color: #00000099;

}

.media-container .download-button {

}

.media-container .delete-button {

}

position: absolute;
display: flex;
align-items: center;
justify-content: center;
border: 9;
border-radius: 6px;

background-color: #00000072;

cursor: pointer;

height: 30px;
width: 30px;
top: 10px;

right: 10px;

height: 30px;
width: 30px;
top: 50px;

right: 10px;

.info-label {

position: absolute;
color: #ececec;
font-size: 12px;
padding: 3px 5px;
border-radius: 6px;

background-color: #00000072;

cursor: default;
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}

.type-label {
left: 6px;
bottom: 6px;

}

.date-label {
right: 6px;
bottom: 6px;

}

.date-label .date-time {

display: none;

}

.date-label:hover > .date-time {

display: block;
}

.date-label:hover > .date {

display: none;

}

-pop-up {
opacity: ©;

transition: opacity 0.2s;

}

div:hover > .pop-up {

opacity: 1;
}

.fixed-button {
height: 50px;
width: 50px;
position: fixed;
border: 9;

border-radius: 10px;

display: flex;

align-items: center;
justify-content: center;

}

.add-button {
right: 30px;
bottom: 30px;

background-color:

cursor: pointer;

}

.add-button:active

background-color:

}

.close-button {

{

#1c7ccbd8;

#1c7ccbb2;
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right: 30px;

top: 30px;
background-color: #0000;
cursor: pointer;

}

.close-button:active {
background-color: #5ES5ESEB2;

}

®daiin user.component.ts:

import {Component, OnInit} from '@angular/core’;

import {Media} from "../shared/model/media";

import {MediaService} from "../shared/service/media.service";

import {EndpointConstants} from "../shared/constants/endpoint-constants”;
import {environment} from "../../environments/environment";

import {AuthService} from "../shared/service/auth.service";
import {Router} from "@angular/router";
import {TabConstants} from "../shared/constants/tab-constants"”;
@Component ({

selector: 'app-user’,

templateUrl: './user.component.html',

styleUrls: ['./user.component.scss']
})

export class UserComponent implements OnInit {

environment = environment

medialist!: Media[]

loading = false
checkNextMedialistBlock = true
selectedMedia: Media | undefined
visibleTabs = [TabConstants.SETTINGS]

constructor(
private router: Router,
private authService: AuthService,
private mediaService: MediaService
) 1
}

async ngOnInit() {
if (!this.authService.getAuthCredentials()) {
await this.router.navigate(["/"])
return
}
this.mediaService.loadMedialistBlock().subscribe({
next: data => {
this.medialist = data
s
error: (err) => {
console.error(err)
}
1))
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}

downloadMedia(url: string, name: string) {
let bearer = this.authService.getBearer()
fetch(url, bearer ? {
headers: {
Authorization: bearer,
s
} : undefined).then(response => response.blob())
.then(blob => {
let blobUrl = window.URL.createObjectURL(blob)
let a = document.createElement('a’')
a.href = blobUrl
a.download = name
a.click()
a.remove()
)
}

addMedia(target: any) {
if (target.files.length > @) {
let payload = new FormData()
let files = target.files
for (let i = 0; i < files.length; i++) {
let file = files[i]
payload.append("multipartFileList", file)
}
this.loading = true
this.mediaService.addMedia(payload).subscribe({
next: (data) => {
this.medialist = data.concat(this.medialist)
this.loading = false
¥
error: (err) => {
console.error(err)
this.loading = false

}
}
}
}

deleteMedia(id: number) {
this.mediaService.deleteMedia(id).subscribe({
next: () => {
this.medialist = this.medialList.filter(media => media.id !== id)
¥
error: (err) => {
console.error(err)
}
})
}

createMediaPreviewUrl(id: number) {
let url = new URL(environment.serverUrl)
url.pathname = EndpointConstants.GET_MEDIA PREVIEW_ENDPOINT
url.searchParams.append("id", id.toString())
return url.toString()
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}

createMediaUrl(id: number) {
let url = new URL(environment.serverUrl)
url.pathname = EndpointConstants.GET_MEDIA ENDPOINT
url.searchParams.append("id", id.toString())
return url.toString()

}

limitRange(min: number, max: number, value: number) {
return Math.max(min, Math.min(max, value))

}

checkFixSide(width: number, height: number) {
if (width > height) {
let relativeHeight = window.innerWidth / width * height

return relativeHeight > window.innerHeight ? "fix-height" : "fix-width"
} else {

let relativeWidth = window.innerHeight / height * width

return relativeWidth > window.innerWidth ? "fix-width" : "fix-height"

}
}

isIntersecting() {
let lastMedia = this.medialist.at(-1)
if (lastMedia && this.checkNextMedialistBlock && !this.loading) {
this.mediaService.loadMedialistBlockBeforeDate(lastMedia.lastModified).subscribe({
next: (data) => {
this.checkNextMedialistBlock = data.length > ©;
this.medialist = this.medialList.concat(data)
¥
error: (err) => {
console.error(err)
}
})
}
}

®daiin environment.development.ts:

export const environment = {
serverUrl: 'http://localhost:8080',
title: 'MediaStorage’,
minMediaPreviewWidth: 150,
maxMediaPreviewWidth: 400,
maxMediaSize: 10,
minFirstNamelength: 2,
maxFirstNamelLength: 15,
minLastNamelLength: 2,
maxLastNamelLength: 15,
minUsernamelength: 2,
maxUsernamelLength: 20,
minPasswordLength: 8
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}s

daiig environment.ts:

export const environment = {
serverUrl: 'http://localhost:8080',
title: 'MediaStorage’,
minMediaPreviewWidth: 150,
maxMediaPreviewWidth: 400,
maxMediaSize: 10,
minFirstNamelength: 2,
maxFirstNamelLength: 15,
minLastNamelLength: 2,
maxLastNamelLength: 15,
minUsernamelength: 2,
maxUsernamelLength: 20,
minPasswordLength: 8

}s

®daiia index.html:

<!ldoctype html>

<html lang="en">

<head>
<meta charset="utf-8">
<title>Media Storage</title>
<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="icon" type="image/x-icon" href="favicon.ico">

<link href="https://fonts.googleapis.com/icon?family=Material+Icons" rel="stylesheet">
<link href="https://fonts.googleapis.com/icon?family=Material+Icons+Outlined"

rel="stylesheet">

</head>

<body>
<app-root></app-root>

</body>

</html>

daiis main.ts:

import { platformBrowserDynamic } from '@angular/platform-browser-dynamic’;

import { AppModule } from './app/app.module’;

platformBrowserDynamic().bootstrapModule(AppModule)
.catch(err => console.error(err));

Daiia styles.scss:

/* You can add global styles to this file, and also

import other style files */
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@import url('https://fonts.googleapis.com/css2?family=Roboto&display=swap");

*A{
margin: 0;
padding: ©;

font-family: Roboto, serif;
font-size: 15px;

}

body {
background-color: #1a2026;

}

.dialog-background {
position: fixed;
left: ©o;
right: 0;
top: O;
bottom: 9;
display: flex;
align-items: center;
justify-content: center;
z-index: 1000;
background-color: #00000099;
}

.dialog-container {
padding: 15px 30px;
border-radius: 6px;
position: fixed;
top: 50%;
left: 50%;
transform: translate(-50%, -50%);
background-color: #212932;
color: #ececec;

}

.input-field {
padding-block: 5px;
}

div.def-title {
padding-block: @ 10px;
padding-inline: 10px;
}

input.def-input,
input.def-input:focus {
box-shadow: none;
outline: none;
color: #ececec;
border: 2px solid #3c4454;
background-color: #293440;

}

input.def-input: :placeholder {
color: #8794al;

210



}

input.otp-input.invalid,
input.otp-input.invalid:focus{

border: 2px solid #dc3545 !important;
}

input.otp-input.valid,
input.otp-input.valid:focus{

border: 2px solid #198754 !important;
}

input.otp-input,
input.otp-input:focus {
height: 37px !important;
width: 37px !important;
font-size: 17px !important;
box-shadow: none !important;
outline: none !important;
color: #ececec;
border: 2px solid #3c4454 !important;
background-color: #293440 !important;

}

input.btn,

button.btn {
height: 37px !important;
color: #ececec;
border: none;
background-color: #248bda;

}

input.input-group-btn,
button.input-group-btn {
color: #ececec;
border: 2px solid #3c4454;
background-color: #293440;

}

input.input-group-btn:hover,
input.input-group-btn:active,
button.input-group-btn:hover,
button.input-group-btn:active {
background-color: #3F4E60 !important;

}

input.back-btn,
button.back-btn {
width: 100%;
background-color: #293440;
}

input.back-btn:hover,
input.back-btn:active,
button.back-btn:hover,
button.back-btn:active {
background-color: #3F4E60 !important;
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}

input.def-btn,
button.def-btn {
width: 100%;
background-color: #248bda;
}

input.def-btn:hover,
input.def-btn:active,
button.def-btn:hover,
button.def-btn:active {
background-color: #207cc2 !important;

}

input.red-btn,
button.red-btn {
width: 100%;
background-color: #dc3545;
}

input.red-btn:hover,
input.red-btn:active,
button.red-btn:hover,
button.red-btn:active {
background-color: #56000a !important;

}

input.form-check-input {
margin-inline: 5px 10px;

}

input.form-check-input:checked {
background-color: #248bda;

}

.def-label {
color: #ececec;

}

a.def-link {
color: #ececec;
text-decoration: none;

a.def-link:hover {
color: #ececec;
text-decoration: underline;

}

ol {
list-style: none;
counter-reset: 1li

}

1i {
counter-increment: 1li

212



}

ol li::before {
content: "." counter(li);
color: #207cc2;
display: inline-block;
width: 1lem;
text-align: left;
margin-right: 0.5em;
direction: rtl;

ol.two-columns {
padding: ©;
-moz-column-count: 2;
-webkit-column-count: 2;
column-count: 2;
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