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3AT'AJIBHI BITOMOCTI

[Iporpama BuBYeHHs HaB4anbHOi aucuuiuling “Komm’rotepHi indopmauiiini mepesxi”
CKJIaJIeHa BiAIOBITHO MO OCBITHBO-TIPO(ECiiiHOT mporpaMu MiATOTOBKK OaKajJaBpiB CHEIiadbHOCTI
122 “Komn’1oTepHi HayKn” i € HOPMAaTUBHOIO JAUCIUILIIHOIO IUKITY MpOdeciifHO-0pieHTOBAaHUX
JIACLIUILIIH.

Mixnucuuniainapuai 3B’sa3ku: /[ BUBYCHHS MWCIUIUTIHA HEOOXINHI 3HAHHS 3 TaKHUX
IMCUUIUTIH: BUIIa MaTeMaTHKa, IUCKPETHAa MaTeMaTHKa, TEOpis alroOpuTMIB, alropuTMizamis i
porpamyBaHHs, 00’ €KTHO-OPi€EHTOBAaHE MPOTPaMyBaHHSI.

[IpenmeToM BHBYEHHS HABUYAIBHOI IUCIHIUIIHM € KOMI'FOTEPHI MEpexXi, METOJO0JIOTis
MIPOEKTYBAaHHS Ta BUKOPHUCTAHHS JIOKAJBHUX 1 TI0OOATBHUX MEPEX s 0(PiCHUX 1 KOPIOPATHBHUX
iHpOpMamifHUX CcHCTEeM, CydacHi iH(pOpMaIliifHi MepexXi, NPUHIWNU iX CTBOPEHHS i
(YHKIIOHYBaHHS Ta TEHJIEHIIT pO3BUTKY 3 MOAJbIINM BUKOPUCTAHHAM Yy Npo(eciiiHii NisIbHOCTI.

[Iporpama HaBYanbHOT AWCIUIUTIHM CKJIAIA€THCS 3 JBOX MOJIYJIB Ta TPHOX 3MICTOBHX
MO/TYJIiB.

I. META 1 3ABJIAHHS HABYAJIbHOI JUCHATIJITHA

1.1. Merow BHUKJIAJAHHS HABYAJbHOI Aucuumjainu “Komm rorepHi iHPopMaIriiai Mepexi” €
HaOyTTS TEOPETUUYHMX 3HAHb 1 MPAKTUUYHUX HABUYOK HEOOXIIHUX Ui MPOEKTYBaHHS Ta
eKCIUTyaTallli KOMI FOTepHUX 1H(POPMALIHHUX MEPEX.

1.2.  OcHoBHi 3aBaaHHsi BHBYeHHs Jucuumiinu “Komm’rorepHi iHdopmariiiHi Mepexi’”:
CTBOPUTH y CTYAEHTa LUIICHY, CHCTEMaTH30BaHy KapTUHY DPI3HUX raigy3ed MepexeBUX
TEXHOJIOTIM Yy IXHIX B3a€MO3B’A3Kax Ta B3a€EMO3AJEKHOCTAX 1 cHOpMyBaTH HABUYKHU iX
MPAKTUYHOTO BUKOPHUCTAHHS.

1.3.  3rimHO 3 BUMOTaMHu OCBITHBO-TIPO(ECIfHOT MpOTpaMu CTY/ICHTH ITOBHHHI:
3HATH: OCHOBHI KOHIICTIIil Ta TEPMIHOJIOTII0O KOMIT IOTEPHUX MEPEX; OCHOBHI CTaHJIapTH Ta
MPOTOKOJIM KOMIT'IOTEPHUX MEpEeX; MEpeKHI 3aco0M OmeparifiHuX CHCTeM; Cy4acHi
TEXHOJIOT1i BIPTyaJIbHUX MEpPeX 1 XMapHUX CEpBICIB; KOHIEMIII Ta MNPUHIUIH
(YHKIIIOHYBAaHHSI COIIAJIBHUX MEPEX; MPUHIUIMHK 1 3acobu Oe3meyHoro (yHKI[IOHYBaHHS
KOMIT FOTEPHUX MEPEXK.

BMIiTH: TiaiOpaTy THI Ta CTPYKTYPY KOMIT'IOTEPHOT MEpEeXi; IUIaHyBaTH 1 peani3oByBaTH
KOMIT' FOTEpHI 1H(pOpMAaIliifHI Mepexi; KepyBaTH MEPESKHHUMH PECypCaMH; PO3IIMPIOBATH 1
MOJIEPHI3yBaTH MEPEXKi; peaiaizoByBaTh Oe3neuHe (PyHKIIIOHYBAHHS KOMIT IOTEPHUX MEPEK.
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II. IHOOPMAIIMHUN OBCSIT HABYAJILHOI TUCIHUTLITHUA

3micmosuit mooyns . OCHOBHI NOHATTS, TEPMiHOJIOTiA i KOHUeNUil MO0yA0BH KOMII'IOTePHHUX
Mepex. IIoHATTS KoMII’I0TepHOI Mepe:xki, npoTokoay. Ilporokosau ¢izmyHOro, KaHAJbLHOIO,
Mepe;KeBOro i TPaHCMOPTHOI'O PiBHIB.

Tema 1.1. 3aranpHi BITOMOCTI PO apXiTEKTypy KOMI'TOTEPHUX MepexX. [cTopist pO3BUTKY

KOMIT 10TepHUX Mepex. Moaens OSI.

Tema 1.2. TormoJiorii JIOKaTbHUX MEPEK.

Tema 1.3. Texnosorii ¢pi3MYHOTO PiBHS.

Tema 1.4. TexHosorii KaHAIEHOTO PIBHS.

Tema 1.5. be3npoBigHi Mepexi.

Tema 1.6. [IpoTokosm MepexeBoro piBHA. OCHOBU MapHIpyTH3AIIil.

Tema 1.7. Crek mpotokoiiB TCP/IP. IIpotokomu mepexesoro piBHst cteky TCP/IP. IP-anpecartis.
Tema 1.8. [IpoTOKOIM TPAaHCHIOPTHOTO PIBHSL.

3micmosuti mooynb 2. IIpOTOKOIM NPUKIATHOTO PiBHSA. APXiTEeKTypa Cy4YacHHX KOMII'IOTePHHUX
Mepex. Indopmauiiini mepe:xi Ta TexHoJI0TiI.

Tema 2.1. [TpoTOKOIM NPUKIATHOTO PIBHS.

Tema 2.2. [TpoTOKOIM €NEKTPOHHOT MOMITH Ta TeNEKOHPEPEHLIH.

Tema 2.3. [IpoTokonu nepenayi QaiisiB Ta TiepTEKCTY.

Tema 2.4. WWW.

Tema 2.5. BipryanbHi Mepexi 1 XMapHi CEpBICH.

Tema 2.6. KomyHikaiiiiHi IporpaMu Ta coliajibHi MEpexi.

3micmosuti mooynv 3. bednexka koM’ 0TepHUX iHGopMaLiiiHUX Mepek i cucTem.
Tema 3.1. [IpoTtoxonu mudpyBaHHS JTaHUX.
Tema 3.2. be3sneka iHOpMAaIIHHUX CUCTEM.

1. TPUBJIN3HUA MTEPEJIIK JJABOPATOPHUX POBIT

1. Ocnosu po6otu 3 OC Linux. OcnoBHi komanau OC Linux.

2. OCHOBHI MOHATTS MPO KOMIT' FOTEPHI Mepexi. AmapaTHi 3acoO0M MOOYJIOBH KOMIT FOTEPHHUX
Mepex. Kabeni 111 KoMIT FOTepHUX MEPEK.

3. HanamryBaHHS Ta OCHOBHI NPHHOMH POOOTH 3 aHAII3aTOPOM MEPEKEBUX IaKETIB
Wireshark.

4. Jocnimkenns ctpykrypu nakeriB Ethernet ta ARP 3a momomororo Wireshark.

5. HanamryBanns WiFi-poyrepa. KondirypyBanas xomir'torepa ajisi HOro poOOTH B SKOCTI
touku noctymy WiFi

6. BuBuenHs cuctemu azapecanii mepex [Pv4. HanamryBanHs mnapamerpiB MepeKHOIO
migkarodeHas B Windows, Linux ta iHmmx OC

7. BuBueHHs ¢opMartiB MOBITOMIIEHb Ta POOOTH MPOTOKOIIB MepexeBoro piBHs — [P ta ICMP
3a gonoMoror Wireshark.

8. BuBuenHs (opmariB moBigomiieHb Ta pob0oTH TpaHcnopTHUX npotokoniB — TCP ta UDP 3a
nonomoroto Wireshark.

9. HanmamryBanus cepsepa DNS BIND.

10. HanamryBanHs cepBepa enekrporHoi momtu (QMail, Postfix)

11. HanamryBanus cepsepa HTTP/HTTPS Apache. HanamryBanus 6payzepis.

12. KonoirypyBanns noctyny B IHtepHer uyepe3 VPN. PoGoTta 3 xmapHuUMH cepBicamMH (Ha
npukiaai cepsiciB Google Docs, Google Maps).

13. PoGoTa 3 couianbHUMH Mepekamu (Ha npukiaai Facebook)

14. HanamryBanus cepsepa OpenSSH. HanamryBanns 6panamayepa y Windows ta Linux
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7. JlosikoBa I'.M. Komm'torepHi Mepexi: HaBy.-MeToj, mnocioHuk. Kwuis: IlenTp HaBuampHOT
nireparypu, 2004. 128c.

8. Ilymena O.M., Ensnepin I.B., Jlynibka H.M., JIaganrok A.I1. [IpoMucioBi Mepexi Ta iHTErpariiHi
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V. ®OPMA INIACYMKOBOI'O KOHTPOJIIO YCIINIITHOCTI HABYAHHA

KoHTposs 3acBO€EHHST MaTepiady BKIOYAE MOTOYHUN KOHTPOJIb (B MOAYJIbHI KOHTPOJIBHI
pobotu 2x10 = 20 6GaiiB), maboparopHi pobotu Ta oiinka Bigmosifei (30 OaniB) ta icrmr (50
6aiiB). CymapHa o1fiHka BUCTaBIsA€ThCA 32 100-6anpHOI0 MIKAJIOH0.

BuBUeHHSI KypCy 3aBEpIYETHCS ICIIUTOM, SIKHI IPOBOIUTHCS B TUCBMOBIH (hopMi.

VI. 3ACOBU JIATHOCTHUKH YCIINIITHOCTI HABYAHHA

JIns 3acBOEHHS TEOPETUYHOIO Marepialy, IIIrOTOBKM JO BHKOHAHHS Ja0OPaTOPHHUX
3aBJlaHb CTYJICHTaM HaJlaHO MOXJIUBICTh KOPUCTYyBaHHs 0101i0TekaMu JIbBIBCBKOTO HalliOHAJILHOTO
yHiBepcuTeTy iMeHi IBana ®paHka, CTyAeHTaM CTapUIMX KypciB (MOYMHAIOYM 3 TPEThOr0) —
JIbBIBCHKOIO HAI[IOHAIBbHOI HayKoBOw OibmioTexoro Ykpainu iMmeHi B. Credanuka. CryneHtu
MaloTh 3MOTY OTpUMAaTH KOHCYJIbTallli 3 MUTaHb IUCLUUIUIIHU B JIEKTOpAa Ta BHUKIAgadiB, sKi
MIPOBOJIATH JJAOOPATOPHI 3aHATTSL.

OmiHka $KOCTI 3aCBO€HHS HaBYaJIbHOI JUCLMIUIIHM BKJIIOYA€E IOTOYHUH KOHTPOJIb
YCIIIIHOCTI Ta CKJIQJaHHS MiICYMKOBOTO €K3aMEHYy.



JU1si TOTOYHOTO KOHTPOJIIO 3aCBOEHHS CTYAEHTaMU HAaBYAJIbHOIO Marepialy mependoaueHo
BUKOHaHHA Ta 3axucT 14 o000B'I3KOBUX JabOpaTOpHUX pOOIT Ta HamMCaHHS 2 MOAYJIBHHX
KOHTPOJIBHHUX POOIT.

[lin wac omiHIOBaHHA J1a0OpPaTOpPHOI POOOTH BPAXOBYEThCA MIATOTOBKA JO BUKOHAHHS
nabopaTopHOi poOOTH, XiI BUKOHAHHA JabOpaTOpHOi poOOTH, OPOPMIICHHS 3BITY, OTpHUMaHi
pe3ybTaTH Ta 3aXHCT 3BITY PO BUKOHAHY JIA0OPaTOpHY POOOTY.



